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Preface

Broadcast nature is one of the main characteristics of the wireless medium with a 
double-edged arm; the first is beneficial while the other is harmful. With respect to 
its beneficial side, it allows applying what is called cooperative communications in 
wireless systems. Cooperative communication is a mechanism that aims to achieve 
transmission diversity performance enhancements in terms of increased capacity 
and improved transmission reliability in a new and interesting way. It enables many 
wireless devices in a multi-user environment, which are limited by size or hardware 
complexity to one antenna, to share their antennas for forwarding their messages 
to the destination together.

On the other hand, the harmful side of the wireless medium broadcast nature 
lies in its negative effect on the system security. Due to the broadcast nature of 
wireless communication networks, the adversarial “eavesdropper” nodes in their 
coverage area can intercept transmissions and try to recover parts of the transmit-
ted message. Therefore, a resurgence of interest has been given recently for studying 
the security of data transmission in wireless systems from a physical layer point of 
view. The main objective behind physical layer security is to enable the exchange 
of confidential messages over a wireless medium in the presence of unauthorized 
eavesdroppers, without relying on higher-layer encryption.

This book provides new solutions for these problems, and its main objective is 
to enhance the security and data reliability in cooperative wireless networks.

A major attraction of the book is the presentation of MATLAB® simulations 
and the inclusion of MATLAB codes to help readers understand the topic under 
discussion and to be able to carry out extensive simulations. The book is structured 
into ten chapters and broadly covers two important parts as follows:

Part one: Security in cooperative wireless networks
Part two: Security and data reliability in wireless sensor networks (WSNs)

 ◾ In the first part, we first give a detailed overview about both cooperative 
communications and the physical layer security, the two main topics on 
which our book relies. We firstly introduce cooperative communications, 
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the innovative approach which exploits wireless medium broadcast nature to 
achieve multiple-input–multiple-output (MIMO) gains in a distributed man-
ner in order to be suitable for application in small wireless devices. Different 
cooperative protocols concerned with the processing of the signal received 
from the source node at the relay node are discussed. Furthermore, differ-
ent relay selection metrics concerned with selecting the best relay among the 
available N relays with an indication to the entity which evaluates these met-
rics and selects the relay are also given. Finally, we end this point by present-
ing cooperative communication applications and the pros and cons.

 ◾ In addition to the foregoing, an overview for physical layer security is also 
given in this first part of the thesis. The main objective behind physical layer 
security is to improve the secrecy rate of a given transmitter–receiver pair in 
the presence of unauthorized eavesdroppers. This can be accomplished by 
using some relay nodes as jamming nodes to transmit artificial interference 
and confuse the eavesdroppers. Firstly, we give an overview about both key-
based and keyless security. This is followed by discussing such cooperating 
approaches that help in achieving secrecy at the physical layer of a multi-user 
system through introducing the cooperative jamming concept. Then, the 
idea of employing cooperative jammers in a multiple relay network in order 
to improve security is adopted. Finally, the interactions arising between 
cooperation and secrecy in the channel models with untrusted relays are 
studied.

 ◾ Then, different relay and jammer selection schemes are proposed in order to 
achieve security in one-way cooperative networks. It should be obvious that 
selecting the best relay is necessary for applying the cooperative communica-
tion idea through its assistance to the source in forwarding its message to 
the corresponding destination besides its own message. Moreover, selecting 
jammers is necessary for achieving physical layer security through their inten-
tional interference at the eavesdroppers’ nodes. The selection schemes without 
jamming, the selection schemes with conventional jamming, the selection 
schemes with controlled jamming, and the hybrid switching schemes are the 
four different proposed selection schemes presented through this part. The 
numerical results shown at the end of this part illustrate the effectiveness of 
the different proposed schemes in improving both ergodic secrecy capacity 
and secrecy outage probability performance metrics. The proposed selection 
schemes with jamming outperform the corresponding nonjamming selection 
schemes, and the hybrid schemes which switch between jamming and non-
jamming selection schemes further improve both performance metrics.

 ◾ Because of two-way relay channel bandwidth efficiency and potential appli-
cation to cellular networks and peer-to-peer networks, different relay and 
jammer selection schemes are proposed to improve physical layer security in 
two-way cooperative networks. The obtained results show that the selection 
schemes with jamming cannot outperform the schemes without jamming in 
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all cases. Therefore, a hybrid scheme which switches between both jamming 
and nonjamming selection schemes is introduced as an efficient solution in 
such cases. In addition to the foregoing, the obtained results show the ongo-
ing effectiveness of our proposed selection schemes in improving both the 
secrecy rate and the secrecy outage probability of the two-way cooperative 
networks despite the presence of multiple cooperating eavesdroppers. At the 
end of this part, a comparison between relay and jammer selection schemes 
in both one-way and two-way cooperative networks is given in terms of both 
secrecy metrics.

 ◾ The second part of this book focuses on data security and reliability in unat-
tended wireless sensor networks (UWSNs) in the presence of a mobile adver-
sary. In this part, we explore the different challenges of UWSNs, such as 
compromising probability, probability of BSe to be compromised, and data 
reliability. During this part, several self-healing algorithms are developed to 
provide data security and reliability in UWSNs. In the second part of this 
book, we cover the following points:
– Overview of WSNs followed by an overview of UWSNs.
– A proposal called the cooperative hybrid self-healing randomized distrib-

uted (CHSFRD) scheme is introduced to provide self-healing in UWSNs. 
Self-healing algorithms are developed to increase the likelihood for data 
reliability and data security in homogeneous UWSNs, without imple-
menting cryptography. In addition, the UWSN model is defined in a way 
that encompasses all common WSN assumptions and characterizes the 
unattended operation mode that involves periodic visits by an itinerant 
sink. Also, we define a new adversarial model geared for UWSNs, delin-
eating its capabilities and identifying many adversary subtypes based on 
its specific goals. The proposed scheme is based mainly on the hybrid 
cooperation principal between healthy and compromised (sick) sensors 
and that sensor collaboration is necessary to mislead an adversary. The 
proposed scheme proves its ability to enhance the UWSN security by 
improving the data reliability and compromising probability and prob-
ability of backward secrecy.

– A proposal called self-healing controlled mobility within a cluster 
(SH-CMC) scheme is developed for self-healing enhancement in UWSNs, 
in which the clustering and mobility of some sensors were used beside 
the hybrid cooperation. Both of them can enhance the self-healing 
capability of UWSNs. In addition, different mobility models avail-
able for wireless networks are discussed in detail. The proposed scheme 
proves that using the mobility within a cluster of sick sensors is the best 
and complementary solution for the problem of the leakage of healthy 
sponsors. The proposed scheme proves that the use of mobility beside 
the hybrid cooperation can enhance the self-healing capability over the 
scheme that does not consider mobility.
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– A proposal called self-healing single flow cluster controlled mobility 
(SH-SFCCM) scheme is introduced for self-healing enhancement con-
sidering energy consumption due to mobility. The trade-off between 
energy consumption in both mobility and communication is estimated. 
The energy consumption cost functions for both communication and 
mobility are estimated. In addition, the influence of sensor mobility on 
self-healing capability and other network aspects is studied.

 ◾ Finally, MATLAB codes for all simulation experiments are included in 
Appendices A-E at the end of the book.

MATLAB® is a registered trademark of The MathWorks, Inc. For product informa-
tion, please contact:

The MathWorks, Inc.
3 Apple Hill Drive
Natick, MA 01760-2098 USA
Tel: (508) 647 7000
Fax: (508) 647-7001
E-mail: info@mathworks.com
Web: http://www.mathworks.com

emailto:info@mathworks.com
http://www.mathworks.com
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ψ0 Global instantaneous knowledge for all the links
ψ1 Average channel knowledge for the eavesdropper links
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Chapter 1

Introduction

1.1  Cooperative Wireless Networks
Future generations of cellular communications require higher data rates and a more 
reliable transmission link with the growth of multimedia services, while keeping 
satisfactory quality of service. Multiple-input–multiple-output (MIMO) antenna 
systems have been considered as an efficient approach to address these demands by 
offering significant multiplexing and diversity gains over single-antenna systems 
without increasing bandwidth and power. Although MIMO systems can unfold 
their huge benefit in cellular base stations, they may face limitations when it comes 
to their deployment in mobile handsets. To overcome this drawback, an innova-
tive approach known as cooperative communication has been suggested to exploit 
MIMO’s benefit in a distributed manner. Such a technique is also called a virtual 
MIMO, since it allows single-antenna mobile terminals in a multi-user environ-
ment to share their antennas and therefore reap some of the benefits of MIMO 
systems.

Because of the inherent openness of the wireless transmission medium, wire-
less communication systems are particularly vulnerable to security attacks. It is 
therefore necessary to focus on guaranteeing confidentiality against eavesdropping 
attacks where an unauthorized entity aims to intercept an ongoing wireless com-
munication. From a physical layer point of view, the transmission secrecy can be 
achieved by exploiting the inherent randomness of noise and communication chan-
nels to limit the amount of information that can be extracted at the ‘bit’ level by 
an unauthorized receiver. Adopting this point of view, in a multi-user network, 
focusing on a specific transmitter–receiver pair, other (independent) transmitters 
can act as helpers that can improve the individual secrecy rate of this specific pair 
by cooperatively jamming the eavesdropper.
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1.1.1  Cooperative Communications Idea

The increasing number of users demanding service has encouraged intensive 
research in wireless communications. However, the problem with wireless com-
munications is the unreliable medium through which the signal has to travel. 
To mitigate the effects of wireless channel on the transmitted signal, the idea 
of diversity has been deployed in many wireless systems [1–3]. Space diversity, 
for example, is a communication technique where the transmitted signal travels 
through various independent paths, and thus the probability that all the wireless 
paths are in fade is made negligible. Time diversity, frequency diversity, and space 
diversity are the three basic techniques for providing diversity to wireless com-
munication systems.

Multiple-input–multiple-output (MIMO) systems, where the transmitters as 
well as the receivers are equipped with multiple antennas, proved to be a break-
through in wireless communication systems, which offered a new degree of free-
dom, in spatial domain, to wireless communications. However, due to size, cost, 
or hardware limitations of many wireless agents, it became a challenge to sup-
port them with multiple transmitting antennas. To address this challenge, the 
idea of cooperative communications came into existence to implement the idea of 
MIMO in a distributed manner. This concept says that transmitting users share 
each others’ antennas to forward their messages to the destination and form a 
virtual MIMO.

1.1.2  Physical Layer Security Idea

Away from the traditional cryptographic techniques for ensuring security in a 
wireless system, nowadays, most researchers started studying secrecy from a physi-
cal layer point of view. The idea of achieving security in a physical layer depends 
mainly on maximizing the capacity of the main channel, i.e., channel between the 
legitimate source–destination pair, about that of the wiretap channel, i.e., channel 
between the source and the eavesdropper. The degradation of the wiretap channel 
can be achieved by using some jammers to transmit intentional interference on the 
eavesdroppers and confuse them.

1.2  Wireless Sensor Networks
The goal of a wireless sensor network (WSN) is to provide the end user with a more 
intelligent understanding of its life and environment. WSN is a class of special 
wireless ad-hoc networks. An ad hoc network is a group of wireless nodes that 
interconnect directly over a common wireless channel. There is no extra structure 
needed for ad hoc networks. A strength of this type of networks is their capabil-
ity of self-organizing the infrastructure after they are installed. There are many 
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differences between common ad hoc networks and WSNs; they are outlined below 
[4–6]:

 ◾ Different areas of application.
 ◾ The number of sensor nodes in a WSN is several orders higher than that in 

an ad hoc network.
 ◾ Sensor nodes are closely deployed.
 ◾ The topology of this network changes frequently.
 ◾ WSNs use broadcast while most ad hoc networks use point-to-point 

communications.
 ◾ Sensors are limited in computational capacities, power, and memory.
 ◾ Sensors may not take global identification (ID) because this will cause a large 

overhead communication.

A WSN is formed from distributed autonomous sensor nodes to monitor envi-
ronmental conditions, such as temperature, pressure, and sound, and cooperatively 
send their data through the network to a main site. For example, sensors can be 
deployed underwater to monitor ocean currents or on top of a mountain to monitor 
pollution at high altitudes, within the foundation of a building to acquire informa-
tion on vibration, or be attached to animals to supervise migration patterns. WSNs 
are used in many industrial and civilian applications, such as environment and 
habitat monitoring, industrial process control, home automation, health care, and 
traffic regulation.

The typical size of a WSN ranges between tens to thousands of sensors. WSNs 
are managed through a powerful device, usually referred to as the sink that repre-
sents the gateway between the WSN and the external world (e.g., the Internet). The 
sink is considered to be a trusted, tamper-resistant, online device. It is responsible 
for providing commands to sensors and collecting data.

In some application, it is required that the sink is not existent all the time. 
This is due to the fact that the area is too large to be covered by the sink, or it is 
not required for the sink to exist all the time due to the environment or the mea-
surement. We therefore have what is called an unattended wireless sensor network 
(UWSN).

1.2.1  Unattended Wireless Sensor Networks

A UWSN [7–10] (Figure 1.1) is a specific type of WSN where the sink is absent 
most of the time. Data sensed by the sensor nodes is not collected continuously by 
the data sink. Data has to be stored and secured by every node until the subsequent 
visit of the mobile data sink. This inability to communicate with the sink might be 
for reasons such as power constraints, limited transmission ranges, or signal propa-
gation difficulties [11]. The concept of UWSNs with a mobile sink looks realistic 
if we consider the environments where the sensing under consideration is too far 
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from the base station. Sending data through midway nodes may therefore result in 
a weakening of the network security (e.g., for example the midway nodes may alter 
the data) or an increase in the energy consumption of the nodes close to the base 
station. In normal multi-hop WSN, the power of the sensors placed nearby the sink 
will be exhausted earlier than that of the other sensor nodes.

The reason behind it is that all the sensors have to transmit their data to the data 
sink through the sensor nodes placed nearby the data sink. Therefore, the UWSN 
can save the battery of these sensor nodes, and, as a result, an increase in the life-
time of the network can be achieved.

Unattended environments as mentioned in [12,13] include sensor networks for 
monitoring airborne networks for tracking adversary aircrafts, vibration and sound 
produced by army troop motion, and LANdroids [14], which retain information 
until soldiers move close to the network. In addition, it can be used for monitoring 
nuclear emissions, national parks for firearm discharge and illicit cultivation, and 
along an international border to record illegal crossings. The scale, in terms of both 
the number of sensors and the size of the coverage area, might make it too costly to 
install a multitude of fixed sinks–one per border segment.

The common feature in the above-mentioned examples is that constant physi-
cal access to the entire sensor network is impossible, and a periodic visit by an 
itinerant sink may be more realistic. Consequently, sensors cannot off-load their 
data in real-time fashion: they have to collect data and wait for an upload signal. 
Sensors’ lack of ability to off-load their data in real time exposes them to a great 

Iterant
Sink

Figure 1.1 Unattended wireless sensor network with mobile sink collecting the 
data.
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risk. Moreover, this rules out all security protocols that rely on the constant pres-
ence of the sink.

Another common assumption in prior WSN’s security is that an adversary can 
compromise a set of sensors during the entire operation of the network. In contrast, 
we envision a powerful UWSN adversary that can compromise up to a certain 
number of sensors within a specific time interval. This interval can be smaller than 
the time between two consecutive visits of the data sink. Given more intervals, the 
adversary can undermine the whole network as it moves from a set of compromised 
sensors to another set, thus gradually undermining network security.

1.3  Motivation
In many real-world applications, critical data is collected and stored in the unattended 
nodes in hostile environments. The data must be stored until the next visit of the data 
sink. The unattended nature of the network and the lack of tamper-resistant hardware 
increase the susceptibility of attacks over the data collected by the sensors [15].

Since the UWSN scenario is different from that of a traditional WSN, defense 
solutions from WSN security literature are not suitable for coping with a mobile 
adversary in UWSNs. Security needs should be taken into account to ensure data 
protection (also called data reliability) in these sensors at the time of design. Data 
security and data authentication are a major concern in UWSNs.

Most cryptographic techniques provide data authenticity and integrity but do 
not ensure data reliability. This implies that if an adversary compromises a sensor 
and destroys the data contained therein, the data is lost forever. Another draw-
back of cryptographic schemes is that they are computationally costly, and this is 
not suitable for resource-constrained sensors. For these reasons, non-cryptographic 
techniques can be considered over cryptographic ones. In the past few years, tech-
niques for data authentication have been proposed [15,16] as well as cryptographic 
techniques for data protection [9,13,17–19].

The above-mentioned schemes assume that the sensors are stationary between 
consecutive visits from the data sink. However, this assumption is not practical in 
some real applications, so it must be relaxed and allow nodes to move between two 
visits from the data sink. Another important concern in UWSNs is that a mecha-
nism is needed to ensure that the data received at the sink is authentic.

The main goal of some of the adversaries is to inject fraudulent data into the 
information collected by the nodes and remain undetected. The mobile adversary can 
compromise K out of N nodes during each round; also, it can switch to other sets of K 
nodes during the next rounds. Authentication schemes for UWSN against a mobile 
adversary presented in [15] and [16] guarantee good security but suffer from high 
communication cost relative to the level of security achieved. The problems identified 
above motivates us to find the best possible way for securing the data in UWSNs.
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1.4  Problem Statement
Along with the growing popularity of WSN, it continues to be plagued by issues of 
data security, a situation which has prompted considerable research during the past 
period. WSNs are vulnerable to many kinds of attacks due to their inherent fea-
tures, such as being self-organized and lacking tamper resistance [20,21]. Most of 
the previous research has focused on data security in the presence of a static online 
sink, which is considered as follows:

 ◾ A trusted party (i.e., tamper resistant)
 ◾ Can obtain collected data from sensors in real time (or near real time)
 ◾ Can take appropriate action instantly to cease the further effects of an adver-

sary if one is detected [22]

However, our focus is on security in UWSNs, which is more challenging than 
for WSNs because most of the time sensors’ activities are left unattended. Sensors 
are not able to communicate with the sink in a real-time manner and do not off-load 
data immediately after collecting them. An adversary can easily take advantage of 
the time between sink visits to roam the network with impunity and thereby learn 
the network topology and security strategy, compromise sensors, alter or delete the 
collected data in the sensors’ storage, and leave the network without leaving a trace 
to the collector. In light of such potential overwhelming and pervasive threats, the 
issue here is how to protect data against an adversary or how to maintain data sur-
vival until a collector arrives [23].

1.5  Book Objectives and Contributions
This book addresses the following:

 1. Overview of the wireless channel impairments. At first, the path loss, shad-
owing, and fading effects are introduced as the main wireless channel impair-
ments that impede the achievement of future generations’ requirements.

 2. Study of MIMO antenna systems. The basic idea of the spatial-diversity-
based MIMO systems is briefly explained. Then, the efficiency of MIMO 
systems in dealing wireless channel impairments is shown.

 3. Overview of cooperative communication in wireless systems. The great 
role of the emerged cooperative communication paradigm in overcoming the 
difficulties of applying MIMO in mobile handsets is illustrated. In coopera-
tive communication, a virtual MIMO system is formed by sharing antennas 
of the single-antenna mobiles in the multi-user environment. A hint to the 
relay channel concept which considers the basis for a cooperative communi-
cation working principle is also given.
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 4. Study of different cooperation protocols. Both fixed relaying schemes and 
adaptive relaying schemes focused on studying the processing strategy imple-
mented on the source information at the relay node are introduced.

 5. Study of different relay selection metrics. In this work, different relay selec-
tion metrics concerned with selecting the best relay among the available N 
relays are presented. The selected relay helps in applying the cooperative com-
munications concept by assisting the source in forwarding its message to the 
destination besides its own message.

 6. Overview of the physical layer security in wireless systems. The side effect 
of the wireless transmission broadcast nature which led to the application of 
data security in the wireless systems is firstly illustrated. Then, the main vul-
nerabilities of many implemented traditional cryptographic schemes which 
have recently motivated many researchers to study the data security from a 
physical layer point of view are shown. Physical layer security depends mainly 
on the inherent randomness of noise and communication channels to limit 
the amount of information that can be extracted by the eavesdropper.

 7. Study of cooperative secrecy techniques for physical layer. Various coop-
erating approaches helping in achieving secrecy at the physical layer of a 
multi-user system through introducing the cooperative jamming concept are 
given. All the nodes in the coverage area of the transmission except the legiti-
mate source–destination pair can act as jammers to confuse the eavesdrop-
pers and prevent them from extracting the source information.

 8. Proposal of joint relay and jammer selection schemes for secure one-
way cooperative networks. Different proposed relay and jammer selection 
schemes focused on selecting one relay and two jamming nodes are intro-
duced for ensuring physical layer security in one-way cooperative networks. 
In one-way cooperative networks, the signal is transmitted in one direction 
from the source to the destination. The obtained results showed the effective-
ness of the different proposed schemes in improving both ergodic secrecy 
capacity and secrecy outage probability metrics.

 9. Proposal of joint relay and jammer selection schemes for secure two-way 
cooperative networks. Due to the great benefits of the two-way relay chan-
nel into which the legitimate transmission pair has the ability to both trans-
mit and receive messages, various relay and jammer selection schemes have 
been proposed in order to improve physical layer security in this type of net-
works. Then, through the numerical results, the integration between different 
categories of the proposed relay and jammer selection schemes is shown, and 
the ability of each category to improve performance metrics under certain 
network conditions is illustrated.

 10. Performance comparison of different proposed selection schemes in dif-
ferent network models. A comparison between the proposed relay and jam-
mer selection schemes in both one-way and two-way cooperative networks is 
presented in terms of ergodic secrecy capacity and secrecy outage probability. 
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The obtained results showed that when the relays are distributed dispersedly 
between the sources and the eavesdropper, all the proposed two-way schemes 
outperform the proposed one-way schemes, especially when the transmitted 
power is increased.

 11. Study of the effect of the multiple eavesdroppers’ presence on the secrecy 
of both one-way and two-way network models. The obtained results 
showed that even if there are multiple eavesdroppers, the different proposed 
selection schemes still have the ability to improve the performance metrics.

 12. Overview of WSNs followed by an overview of UWSNs.
 13. A proposal called the cooperative hybrid self-healing randomized dis-

tributed (CHSFRD) scheme is introduced to provide self-healing in UWSN. 
Self-healing algorithms is developed to increase the likelihood for data reli-
ability and data security in homogeneous UWSNs, without implementing 
cryptography. In addition, the UWSN model is defined in a way that encom-
passes all common WSN assumptions and characterizes the unattended 
operation mode that involves periodic visits by an itinerant sink. Also, we 
define a new adversarial model geared for UWSNs, delineating its capabilities 
and identifying many adversary subtypes based on its specific goals. The pro-
posed scheme is based mainly on the hybrid cooperation principal between 
healthy and compromised (sick) sensors; sensor collaboration is necessary to 
mislead an adversary. The proposed scheme proves its ability to enhance the 
UWSN security by improving the data reliability and compromising prob-
ability and probability of backward secrecy.

 14. A proposal called the self-healing controlled mobility within a cluster 
(SH-CMC) scheme is developed for self-healing enhancement in UWSNs, 
in which the clustering and mobility of some sensors were used beside the 
hybrid cooperation. Both of them can enhance the self-healing capability of 
UWSNs. In addition, different mobility models available for wireless net-
works were discussed in detail. The proposed scheme proves that using the 
mobility within a cluster of sick sensor is the best and complementary solu-
tion for the problem of the leakage of health sponsors. The proposed scheme 
proves that the use of mobility beside the hybrid cooperation can enhance 
the self-healing capability more than the scheme that does not consider 
mobility.

 15. A proposal called the self-healing single flow cluster controlled mobil-
ity (SH-SFCCM) scheme is introduced for self-healing enhancement con-
sidering energy consumption due to mobility. The trade-off between energy 
consumption in both mobility and communication is estimated. The energy 
consumption cost functions for both communication and mobility are esti-
mated. In addition, the influence of sensor mobility on self-healing capability 
and other network aspects is studied.
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1.6  Book Outline

Chapter 2 gives a general overview of the cooperative communications through 
handling the first five objectives of the book in detail.

Chapter 3 highlights many issues concerned with achieving secrecy in the phys-
ical layer through discussing the sixth and seventh objectives of the book in 
detail.

Chapter 4 focuses on achieving the book’s eighth objective by presenting the 
different proposed relay and jammer selection schemes for ensuring secrecy in 
one-way cooperative networks. Also, the book’s eleventh objective concerned 
with studying the effect of the presence of multiple eavesdroppers on the net-
work performance metrics is discussed.

Chapter 5 illustrates the efficiency of the proposed relay and jammer selection 
schemes in improving the physical layer security of two-way cooperative net-
works, the book’s ninth objective. Moreover, a comparison between the dif-
ferent proposed relay and jammer selection schemes in both one-way and 
two-way cooperative networks (the book’s tenth objective) is provided in the 
presence of one or multiple eavesdroppers.

Chapter 6 presents an overview on the WSN, composition of WSN, types, 
modes, application, and factors influencing WSN design. This is followed by 
an overview on the UWSN, as well as security research applied to the field, 
expounding on the unattended feature of this network, together with the 
benefits and impacts. An explanation of the network composition, the strong 
and weak points and application, the mobile adversary, security goals, and 
challenge, and the possible attacks on nodes is given.

Chapters 7 proposes a novel cooperative hybrid self-healing randomized distrib-
uted (CHSFRD) scheme for self-healing in UWSNs. The proposed scheme 
is based mainly on the hybrid cooperation principal; it proves its ability to 
enhance the UWSN security by improving data reliability and security in 
UWSNs.

Chapters 8 presents a novel proposal of a self-healing controlled mobility within 
a cluster (SH-CMC) scheme. This scheme uses the clustering and mobility 
beside the hybrid cooperation to enhance the self-healing capability. Different 
mobility models are discussed. Also, we define a new powerful adversarial 
model to attack the UWSN.

Chapters 9 proposes a self-healing single flow cluster controlled mobility 
(SH-SFCCM) scheme; it is a novel scheme for self-healing. The trade-off 
between energy consumption in both mobility and communication is esti-
mated. The energy cost functions for communication and motion are assessed. 
The impact of sensor mobility on network aspects is studied.

Chapter 10 presents the concluding remarks and the future work.
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