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BBepeHue

B COBpeMEHHBIX YCIOBUSAX ACATEILHOCTD JFOO0W OpraHU3aIliH COMPsHKCHA
C omepupoBaHUEeM OONBIIUM 00bEeMOM HH(OPMAIIHH, AOCTYI K KOTOPOi nMe-
eT mMpOoKuid Kpyr Juil. ClieICTBUEM BO3POCIIETO B MOCJIEIHEE BpeMs 3HAYe-
HUs WHGOPMAIMK CTaIM BBICOKHE TpeOOBaHUSA K KOHMUIACHIIMATHHOCTH, IIC-
JIOCTHOCTH W JOCTYITHOCTH JaHHBIX. B TakMX yCIIOBUSX 3JI0HAMEPEHHBIC HITU
MPOCTO HEKOMIIETEHTHBIC JACHCTBUS BCETO JIUIIH OAHOTO U3 COTPYIHUKOB Op-
TraHW3alluH CIIOCOOHBI HAHECTH HETIONPABUMBIN yIIIepO OpraHU3aIMH B IIETIOM.
Peur nmaxe MOXKET HE WITH O XWIICHUH IeHHOW mH(popManuu. J[ocTatodHo
IIPOCTO 3a0JIOKUPOBATh KAKUMHU-IMOO CPEICTBAMHU JOCTYIl K BaXHOMY HWH-
(dbopMaIIMOHHOMY pecypcy Ha JI0CTaTOYHO MPOJOJIKUTEIHLHOE BpEMS.

Cucrtemsl ynpasinenusi 6azamu nanubix (CYB/]), B ocoOeHHOCTH pernsiu-
onnble CYB]I u skcnieptabie cuctemMsl (3C), cTanu JOMUHUPYIOUTUM UHCTPY-
MEHTOM B OOJIaCTH XpaHEHHUs, 00padOTKU U MpeJICTaBlIeHUs JaHHBIX. JI100o0i
cooii B padore CYB/] (9C), conpoBox’AAOIINIICA MOTEPE, XOTh U BPEMEH-
HOM, TOCTyTMa K TaHHBIM, HEMEJJICHHO OTPaKaeTcs Ha KOHKYPEHTHOM CII0C00-
HOCTH Tpeanpusatus. [loaToMy 3amurTa JaHHBIX OT HECAHKIIMOHHUPOBAHHOTO
J0CTyTIa, OT HECAHKITMOHUPOBAHHONW MOIU(DHUKAIINN WIIA TIPOCTO OT UX pa3py-
IICHUS SIBJISICTCS OJHOW W3 MPHOPUTETHBIX 3a/1a4 MPU MPOSKTHPOBAHUU JTIO-
001 MH(POPMAITMOHHOM CHCTEMBI. DTa rpobiema (npobiema 3auunmovl OaHHbIX)
OXBAaThIBACT KaK (PU3UUYCCKYIO 3AMUTY JAHHBIX U CUCTEMHBIX ITPOTPaMM, TaK U
3alUTy OT HECAHKIIMOHMPOBAHHOTO JOCTyMa K JaHHBIM, MEpeAaBaeMbIM IO
JUHUSM CBSI3U M HaXOJAIIMMCS Ha HAKOMUTENSAX, SBISIOIIETOCS Pe3yIbTaTOM
NESTETbHOCTH KaK TOCTOPOHHHMX JIMIl, TaK W CIEIHAIBHBIX TPOrpaMM-
BUpycoB. Ecnu mpuHATH BO BHUMaHHE, YTO SAPOM MH(DOPMAIMOHHONM CHCTE-
Mbl sBisiercss CYBJI, To obecnieuenne mHGOpMAIIMOHHOW 0€30MacHOCTH IIO-
ClIeHeN TMpuoOpeTaeT pellapinee 3HAYeHHE TPU BHIOOPE KOHKPETHBIX
cpencTB obecreueHrss HeoOX0IUMOTO YPOBHS 0€30MacHOCTH OpTaHU3alud B
EJIOM.

JlaHHBIC B KOMIBIOTEPHOW (opMe COCPETOTOYMBAIOT B (PU3HUYECKH JIO-
KaJbHOM M HEOOJIbIIIOM 00beMe (Hampumep, Ha ¢uiii-kapre tuna MicroSD)
OTPOMHBIC MacCHUBBI HH(DOPMAITUHU, HECAHKITMOHUPOBAHHBINA JTOCTYI K KOTOPOU
WM €¢ pa3pylIeHUE MOTYT IPHBOJNUTH IMOPOH K KaTacTPOPUICCKUM ITOCIC/I-
CTBUSAM M yIIepOy. Bo3MoKHOCTH OBICTpOro (M B OTHCIBHBIX CIIyYasx JIaxe
0e3 cie0B) KOMUPOBaHMs, MOAM(PHUKAIIMA WIH yIAJICHUS OPOMHBIX MacCH-
BOB JIaHHBIX, HAXOJAIINXCSI B KOMITBIOTEPHOHN (popMe, B TOM YHUCIIE U yAAJICH-
HO PACIOJIOKEHHBIX, JOMOIHUTEIBHO MPOBOIMPYET 3JIO0YMBIIIICHHUKOB Ha
HECaHKITMOHUPOBAHHBIN AOCTYN K MHGOPMAINH, €€ MOIU(DHUKAIINIO WA pa3-
pyIIeHue.



Bmecte ¢ TeM Teopermueckas mpopaboTka BOIMpOcoB obecrieueHus Oe3-
OMACHOCTH MH(OPMAIMH U WX MPaKTHUECKas peaju3alus JOJIroe BpeMms OT-
CTaBajJM OT YpOBHs pa3BuUTHs nporpamMmmHoil uaayctpun CYB/], u B kommep-
YECKUX MPOJIYKTax CpencTBa oOecriedyeHus 0€30MacHOCTH AaHHBIX CTajH IO-
ABJIATHCS JIUIIb B 90-X rogax mpouuioro CTOJETHS.

[lepBbie HcclieqoBaHUS TEOPUU U MPAKTUKH oOecriedeHus: 6e30macHOCTU
JAHHBIX B KOMIBIOTEPHBIX CUCTEMax ObLIM OOYCIOBIIEHBI, MPEX/IE BCETO, MO-
TpeOHOCTAMU BOEHHOM cdepsl, rae npodieMa 0€30MacHOCTH B LIETIOM, U KOM-
NBIOTEPHOIN 0€30MaCHOCTH B YACTHOCTH, CTOSIT 0cOOeHHO ocTpo. Hauano stum
mporeccaM ObUIO MOJIOKEHO HCCIEIOBAHUAMH BOIPOCOB 3alIUThl KOMIIBIO-
TepHOW WH(pOpMaIuu, mpoBeAeHHBIMU B KoHIe 70-x - Havame 80-X Tom0B
HAIIMOHAJILHBIM IIEHTPOM KommbioTepHOH Oe3omacHoctu (NCSC - National
Computer Security Center) MunuctepctBa ob6oponsl CIIA. PesymbraTom
ATUX HCCIENOBAaHUMN SBUJIOCH M3gaHue MunucrepctBom oboponsl CHIA B
1983 r. mokymeHTa noj Ha3BaHueM «Kpumepuu oueHku HA0EHCHBIX KOMNb-
I0MePHBIX cucmemy, BIOCIEACTBUU 110 UBETY 00JIOKKH MOJYyYMBILIErO Ha3Ba-
HUEe «Opaniicesoit Kknueuy. J|aHHBIM JOKYMEHT CTall (PaKTUYECKU MEPBHIM
CTaHIapTOM B O0JIACTH CO3/IaHUS 3AIIMILEHHBIX KOMIIBIOTEPHBIX CHCTEM U
BIIOCJICZICTBUM OCHOBOM OpraHM3allMd CUCTEMBI CEpTU(UKALMU KOMIBIOTEp-
HBIX CHCTEM I10 KPUTEPHUAM 3alIUThl HHPopMaruu. [1oaxoas! K MOCTPOSHHIO U
aHAJIM3y 3AllUIIECHHBIX CUCTEM, NPEACTaBICHHbIE B «OpaHKEBON KHUTE», I10-
CIY)KUJIA TEOPETUICCKOW W METOIOJIOTHYECKON 0a30i ISl NalbHEHIIHNX HC-
cnegoBanuii B aToit cepe. B 1991 r. NCSC 6bu1 U37aH HOBBIM JTOKYMEHT -
Humepnpemayua «Kpumepues oueHKu HAOEHCHHIX KOMNHbIOMEPHHLIX CU-
cmem» 6 NPUMEHEHUU K NOHAMUIO HAOEHCHOI CUCIEeMbL YNpaesieHus 0a3ou
OaHHbBIX, U3BECTHBIN 1MOJ coKpanieHHbIM Ha3BaHueM 1 DI unu «Po30Boi kHU-
I'U», KOHKPETU3UPYIOIUK U Pa3BUBAIOIINN OCHOBHBIE MOJIOKEHUA «OpaHkKe-
BOW KHHUT'HW 10 BOIIPOCAM CO3AaHus U OLeHKH 3amuineHHbx CYB/I.

HcxoaHble MON0KEHHUsI MTPAaBOBOIO OOECeUEHUsl MPOIECCOB 3aIMUTHI WH-
dopmannu B Pecriybnuke benapych onpeneneHsl KOHIEMIIUEH TOCY1apCTBEH-
HOW TOJIMTUKH B 00siacTu nHGOpMaTU3aIuu, onoopennon Ykaszom [Ipesunen-
ta Pecmyonuku benapych ot 6 ampens 1999 r. Ne 195. TIpaBoBbie OCHOBBI
NPUMEHEHHUS 3JIEKTPOHHBIX JOKYMEHTOB B aBTOMATHU3HPOBAaHHBIX HH(pOpMa-
IIMOHHBIX CHUCTEMax perjaMeHTupyroTcsi 3akoHamu Pecnyonuku benapych
«O06 undopmarnuu, nabpopmaruzanuu u 3amure naGopmaruu» Ne 455-3 ot 10
HOs10ps 2008 1. 1 «O0 31IEKTPOHHOM JTOKYMEHTE M 3JIEKTPOHHOM HU(PPOBOH
noarmucu» Ne 113-3 ot 28.12 2009 r., KoTOpbIE ONpPEnesitoT OCHOBHbIEC MOHSI-
THUS1, CBSI3AHHBIE C CO3JaHUEM, XpaHEHHEM U oOMeHOM HH(popmanuen, npea-
CTaBJICHHOU B 3JIEKTpOHHOM BHje. i oOecrieuenus 3auuThl HHGOPMAILK B
ABTOMATU3UPOBAHHBIX MH(OPMAIIMOHHBIX CUCTEMAX CIEAYET TaKKe PyKOBO-


http://www.oac.gov.by/doc/14.html
http://www.oac.gov.by/doc/14.html

cTtBoBaThcs YKazom Ilpesunenta Pecnyonuku benapycek ot 16 anpens 2013 r.
Ne 196 «O HekoTOpBIX Mepax MO COBEPUICHCTBOBAHUIO 3alIUTHI WH(pOpMa-
uun» U npukazoM OnepaTUBHO-aHAIUTUYECKOTO IeHTpa mpu lIpe3uaente
Pecniy6muku benapycs ot 30 aBrycra 2013 1. Ne 62 «O HEKOTOpBIX BOMpocax
TEXHUYECKON U KpUNTOTpaPUUecKou 3aiuThl HHOOPMAITUNY .

B cospemennsbix B/l 1 9C 10BONBHO YCHENIHO PENIAIOTCS 3a7aud 3alIUTHI
KOH(UICHIIMATBHBIX JTaHHBIX OT HECAaHKIMOHWPOBAHHOTO JOCTyma, obecre-
YeHUsl IIEJIOCTHOCTH W JOCTYMHOCTH JaHHBIX. ObecrnedeHue JOCTYMHOCTH
JAHHBIX Ha (U3MUECKOM YPOBHE IOCTHTaeTCs MyTeM HCIOJIb30BAHMS OTKA30-
YCTONYUBBIX YCTPONCTB XpaHEHHUS TAHHBIX, HAIPUMEP, HECKOIBKHUX KECTKUX
IUCKOB, 00benuHeHHBIX B MaccuB RAID. [lepuonudeckoe cozmanue pe3eps-
HBIX KOMUU U XpaHEHHE pe3yJIbTaTOB BCEX omepaiuil B ¢aie KypHaia mo3-
BOJISIET BOCCTAHOBHUTH JaHHBIE MPAKTUYECKH Mocie Jroboro cbos. Llenoct-
HOCTh JIaHHBIX OOECIEYMBAETCS JOBOJBHO LIMPOKUM HAOOpPOM IMpOLEnyp,
00€ecreynBaOIMM JOCTOBEPHOCTh M HENPOTUBOPEUYUBOCTh JaHHBIX. CoBpe-
MeHHble CYB/l obecnieunBaroT JOTMYECKYIO LEIOCTHOCTh U HEMPOTUBOPEUH-
BOCTh JIAHHBIX YK€ Ha 3Tare OMMCaHWs MOJENIH NaHHbIX. OmepaTopbl KOH-
TPOJISL TOCTYIA BXOJAT B CTaHIAPT si3blka 3ampocoB SQL u peann3oBaHbl BO
MHorux CYB/I. Ho Bce ke, HeCMOTps Ha IIMPOKHI JUaNa3oH CPEIACTB KOH-
TPOJISI U 3aIUThI, 00Iui ypoBeHs 3amuiieHHocTd U CYBJl u OC omnpenens-
€TCS BO3MOYKHOCTSIMU HCIIOJIB3YEMOM OINEPAlMOHHON CHUCTEMBI, ITOCKOJBKY
9TH JIBa KOMIIOHEHTa pabOTaIOT B TECHOM CBSI3U MEXy COOOM.



1. OcHoBbl MHOpMaALUOHHON 6Ge30nacHOCTHU
MH(OPMaALUNOHHbLIX CUCTEM

1.1 O6was xapakTepucTuKa cocTaBnsALWMNX MHPOPMALMOHHON
6e3onacHocTun

[Tosicanm nousiTHE HHPOPMAIH U UH(POPMALIMOHHBIX PECypcoB OoJee Je-
TanbHO. MHghopmayus - 3TO CBEACHUA O JHIAX, MPEAMETax, COOBITHIX, SIBJIE-
HUAX U Ipoleccax (He3aBUCUMO OT (DOPMBI MX MPEACTABIEHUS), UCIIOJIb3Ye-
MbI€ B LEJSIX MOMYyYEHUsI 3HAHUUN M MpakTUUeCKuX pemeHuil. Hanbonee Bax-
HBIMH B TIPAKTUYECKOM ITUIaHE CBOMCTBAMH MH(POPMAIUH SBISETCS: [IECHHOCTD,
JOCTOBEPHOCTb, CBOEBPEMEHHOCTb. [lennocmb ungopmayuu onpenensercs
o0ecrieueHreM BO3MOKHOCTH JOCTHKEHUS LIEJIH, TIOCTABJICHHON Mepe MoJly-
qareseM, T.€. IEHHOCTh MH(POPMAIIUH OIPEIEISETCS CTENEHBIO €€ MOJIE3HOCTH
Ui Biajenbla (MpeaoCTaBisieT ONpPENEICHHbIE MPEeuMyIlecTBa). Mcmunnoi
WIH docmogepHou UH(popmauuen sBiseTcss uH(opmanus, KoTopas ¢ JocTa-
TOYHOM JUIsl BJIAJI€Niblla TOUHOCTBIO OTPaXXaeT 0OBEKTHI U MPOLIECCHl OKPYKa-
touiero Mupa. Ceoespemennocms OTPaKaeT COOTBETCTBUE LIEHHOCTU U JI0CTO-
BEPHOCTH MH(POPMALIMH ONPENECICHHOMY BPEMEHHOMY NIEPUOTY.

[ox ungopmayuonnvimu pecypcamu O0yaemM NoHUMaTh BCIO HAKOTUIEHHYIO
uH(popmManuoo 00 OKpYKalllel Hac ACHCTBUTENBHOCTH, 3a()MKCHPOBAHHYIO
Ha MaTepUaJbHBIX HOCUTEISIX M B JIO00ON Apyroi dhopme, oOecrneunBaroiei
ee rnepeaadyy BO BPEMEHU U MPOCTPAHCTBE MEKIY Pa3IMUYHBIMU MOTPEOUTENS-
MU JIJIsl PEIICHUs] HayYHBIX, MPOU3BOJICTBEHHBIX, YIPABICHYECKUX U JAPYTUX
3agad. Oco0o0 cieayeT BBIACIUTDH MOJOKEHUE O TOM, YTO PECYPCOM SIBIISETCS
BCsl HAKOIJICHHast MH(GOpMallus, B TOM Yncie U nH(OpMalrs HeI0CTOBEpHas,
IpEeICTaBICHHAss COMHUTEIbHBIMU (PaKTaMU, JOXKHBIMU MOJOKEHUSIMU, HEID-
(EeKTUBHBIMHM TOJAXOAAMM, a TaKKe ycTapeBllas MH(OpMalus M 3aBeaomast
«ae3uHpopmanysh, NOCTyNHUBIIas B HMH(GOPMALMOHHBIE MOTOKU. DTO JEH-
CTBUTEJIbHO Ba)KHO, TaK KakK Oe3 BBISBICHHS HEJOCTOBEPHOM M ycTapeBUIEH
uH(bOpMaINK, HAKAIUIMBAEMOW B HMH(OPMAIMOHHBIX pecypcax, CO37aloTcs
MPEINOCHUIKU MPUHATHS HEA(P(PEKTUBHBIX, a B PANAEC CAy4aeB U OLUTMOOYHBIX
pElIeHU, HAHOCAIIUX CYIIECTBEHHBIN yiepoO.

Jlns 6a3 MaHHBIX W CHCTEM, OCHOBAaHHBIX HAa XPAaHEHWHW JAaHHBIX, BaYKHBI
TPU OCHOBHBIX ACHEKma UHGOpMayuoHHoU bOezonacHocmu (AHAYE OA308ble
ceoticmea 3awuuiaemo ungopmayuu) — Konguoenyuarbrnocms (Tpedyercs
3alUTa OT HECAHKIIMOHMPOBAHHOTO JIOCTYIA), yenocmuocms (Tpedyercs 3a-
IIATa OT MOTEPH COTJIACOBAHHOCTH W JIOCTOBEPHOCTH MAHHBIX) U O00CM)N-
Hocmb (TpebyeTcs 3alIuTa OT HEeCAaHKIIMOHUPOBAHHOTO yep:KaHus uH(popMa-
IIUU U PECYPCOB, MOJAEPKKa pabOTOCIIOCOOHOCTH U 3alUTa OT Pa3pyLICHHUS),
T. €. MOJ] 3aIIUTON JaHHBIX MOHUMAIOT CUCTEMY MeEp, MPEIOXPaHIIOUINX JaH-



HbIE OT HECAHKIIMOHMPOBAHHOTO HCIIOJb30BAHUS, Pa3pyIICHUS WU UCKaxKe-
HUA. B aHTIIUICKOM S3BIKE MCTIOIB3YIOTCS CIICIYIOIINE TePMUHBI: SECrecy, in-
tegrity, and availability of data. O01mas uaes 3amuTh 0a3bl JAHHBIX COCTOMT B
CJIEIOBAHUU PEKOMEHIAIUSAM, CHOPMYITUPOBAHHBIM ISl Kjlacca 0€30MacHOCTH
C2 B «Kputepusax OLEHKN HAJIEKHBIX KOMITBIOTEPHBIX CHCTEMY.

[TockonbKy opraHu3amusi CUCTEMbI 3alllUThl JAaHHBIX B 0a3ax JaHHBIX U
AKCHEPTHBIX CHUCTEMAaxX HE MMEET NMPUHUMUIHAIBHBIX OTIIMYMNA, TO Aajee s
KPaTKOCTH U3JIOKEHUSI OyIeM CChUIAThCS TOJIBKO Ha 0a3bl JAaHHBIX U CUCTEMBbI
UX YTIPABJICHUS.

HeoOxoaumo monarath, 4TO aOCOMIOTHAS 3aIUTa TaHHBIX TPAKTHUYECKH HE
peainzyemMa, 03TOMY OOBIYHO JOBOJBCTBYIOTCS OMHOCUMENLHOU 3AUumou
uHgopmayuu - TApaHTUPOBAHHO 3AIUINAIOT €€ Ha TOT MEPUO BPEMEHH, TTOKa
HECAHKIIMOHUPOBAHHBIM JIOCTYN K HEH, MOTEPs €€ 1EeTOCTHOCTH WU JOCTYII-
HOCTH BJIUET KaKue-TM00 MOCIIC/ICTBUSI.

[lepeuncnuM TUNOBBIE CUTYallUd, B KOTOPBIX XPAHUMBbIC JTaHHBIE MOTYT
OBITh MOXUILICHBI, UCKAKEHBI WJIH MIOTEPSHBI.

HecankuuonupoBanublii octyn (HCJI). Eciu nmro6oit xenaromuii Mo-
KET MOJYYUTh JOCTYM K JIFOOBIM XpaHUMBIM JAHHBIM U BHECTU B HHUX JIIOOBIC
U3MEHEHHUS], TO JJaHHbIE MOTYT OBITh pa3pyllieHbl HEKOMIIETEHTHBIM WJIH 3J10-
HaMEpPEHHBIM I0JIb30BaTEIEM JIMOO MCIOIB30BAHbI C YIIEMJICHUEM TIpaB Bia-
J€bla U BO BPEJ EMY.

Heynpasasiemblii napaJjuteausm. Kak mpaBuio, B MHOIOIIOJIb30BaTENb-
CKOM cucTeMe ¢ 0a30il JaHHBIX OJJHOBPEMEHHO pabOTaeT HECKOJIBKO MOJIb30-
Baresieil. HekoTopble U3 HUX MOTYT MBITAThCS OJTHOBPEMEHHO HU3MEHSITh CO-
crosisuue BJI. Ecnu onun OyayT aenath 3TO HE3aBUCUMO, TO PE3YJIbTUPYIOIIEE
cocrosiane b/l MOXeT 0ka3aThCs HECOTJIACOBAHHBIM.

JlokanbHbli c00ii. B mponecce BBIONHEHUS NMPUKIAIHOM IPOTrpaMMBbI
MOYET BOSHUKHYTh aBapuiHasi CUTyalus (Hanmpumep, JIeJICHUe Ha HOJIb), B pe-
3yJbTaTe KOTOPOW BBIMOJHEHUE MPOTpaMMbl OyneT mpekpaiieno. Eciu mpu-
KJIaJ[Hasi TporpamMma BhITIONIHSIa OOHOBIIEHUE TaHHBIX, TO B/] MOXeT oka3zaThb-
Cs1 B HECOTJITACOBAHHOM COCTOSIHUM.

IHoTepst onepaTuBHOM NaMATH (MATKUil c¢0oii). HecMOTpsi Ha BBICOKYIO
HAJISKHOCTh TEepCcOHaNbHBIX KOoMMBIOTEpoB (IIK), B 0001 MOMEHT MOXKET
MIPOU3OUTH CUCTEMHBIN OOl (HampuMep, OTKIIOYEHUE MUTAHUS ), B PE3YJIbTa-
T€ KOTOPOTo OYJET yTPaueHO COACPKUMOE CUCTeMHBIX OydepoB u Oydepon
NPWIOKEHUH, pa3MElIeHHbIX B onepaTuBHOM namsatu. [logoOHble cutyanuu
Ha3BIBAIOTCS MATKUMU cO0siMu cucTeMbl. [lockonbky coctosiaue bBJ] B MOMeHT
MSATKOTO ¢00sl HEMPEACKa3yeMo, OHO MOYKET 0Ka3aThCsl HECOTIACOBAaHHBIM I10-
cJie Tmepe3arpy3Kd CUCTeMbl. B oTiMuue OT JIOKaJIbHOTO COOS MPU MITKOM
cOoe MOTyT IOCTpaJaTh JaHHBIE BCEX MOJIH30BATEIICH.
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du3znyeckoe paspyuieHue JaHHbIX (KecTkMU c0oi). B mponecce skc-
TUTyaTalliy YCTPOMCTBA BHEIIHEHW MaMATH MOXKET OBITh MCIOpPYEHA MOBEPX-
HOCTh JTUCKa, OJIOK TOJIOBOK AMCKOBOAA M T.I. [lo00HBIE cUTyaluu Ha3bIBa-
IOTCS JKECTKUMHU COOSIMU CUCTEMBI. BEposSTHOCTH ’KeCTKOTro c00sl OUeHb Maja,
TEM HE MEHEE, €10 HEJb3sl IPEHEOPEYb.

TpeboBaHMs 3alUTHl JaHHBIX OT Pa3pylICHUs B 00OOOIIEHHOM BUJE CBO-
ISTCS K CIEAYIOLEMY: HUKAKUe ClydyallHble WM MpeHaMEpPEHHbIE pa3pyllie-
HUS TaHHBIX HE MOT'YT ObITh HEOOPAaTUMBIMH.

BelienepeunciaeHHbIe CUTYalluu MOTYT ObIThb, B CBOIO OUYE€PE/lb, CIEICTBU-

CM:

1.

6.

HekoMIieTeHTHBIX, O€30TBETCTBEHHBIX WJIM MPECTYIHBIX JEHCTBUN
II0JIb30BATEIS;

HecornacoBaHHbIX 06HOBJI€HI/H>'I, IMPOU3BOAUMBIX OIAHOBPCMCHHO H
HC3aBHCHUMO HCCKOJIbBKMMH I10JIb30BaTCIISIMU,

Bo3HukHOBeHNS HEOOpPAaOOTAaHHOM JTOJKHBIM 00pa3oM OIIHMOKH B IIPH-
KJIaIHOW MPOTPAMME;
BHenpeHneM Bpe1oHOCHOTO KO/Ia B TPOrPaMMHOE OOECIIEUEHUE;

ABapHﬁHOFO OTKJIIFOYCHHUA OHCPIHUH, cO0sd WM OTKa3a Pa3INYHBIX
YCTpOﬁCTB CUCTCMBbI, HAPYHIICHUA JIMHUU CBsI3HU,

OU3NYECKUM YHUYTOKEHUEM KOMITBIOTEPHOU CUCTEMBI JIH €€ YaCTEM.

CJ'IGI[OBaTeJ'II)HO, AJIA 3allIUThI AAHHBIX OT IIOTCPH LCJIOCTHOCTH, PA3PYyLIC-
HHUA U HCCAHKIMHUOHHUPOBAHHOI'O MCIIOJIB30BAHHA CHUCTCMaA JOJIKHA obecneyn-

BaTh:
1.

4.

5.

[Tonnepxky omnpenensieMblx HHOOPMAIIMOHHONW MOTUTHKONU TPEAIpHsi-
THsI OTPAHUYEHUM NPAB U IMOJHOMOYMH TOCTyNa MOJIb30BATENIEH K JJaH-
HBIM;

3aluTy OT BPEJAOHOCHBIX JEUCTBUM IMOJIb30BATENICH, HAINPaBICHHBIX

Ha TIOBPEXCHNUE JAaHHBIX HIIM TOJYyYCHHS KOH(MHICHITMAIbHBIX JIaH-
HBIX Ha OCHOBE aHaJIM3a IOCTyMHON uH(OopMaIuu;

JluciuminHy napauieIbHON paboThl MHOTHX TOJb30BaTeNel, NCKITIO-
YarUIyI0 BO3MOXHOCTh BHECEHHS] HECOTJIACOBAHHBIX U3MEHEHUH B CO-
crostHue b/l;

Boccranosnenune nemoctHoro coctossuusa b/l mmociie mokambHEIX cOOCB
U MATKUX COOEB CUCTEMBI;

Boccranosnenue b/l mocie xectkux cOoes.

Jlst oGecrieueHust 6€30MaCHOCTH JTAHHBIX TPUMEHSIOTCSI KOMITBIOTEPHBIC U
HEKOMITBIOTEPHBIE CPEACTBA 3alIUThl. BHavame paccMOTpUM KOMIBIOTEPHBIE
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cpeacrBa 3allrThI. TpaI[I/II_[I/IOHHBIMI/I SABJIOTCA CIICAYIOIMIUC CPEACTBA KOH-
TPOJIA U 3aIIMTHI,

ABTOpH3anMs TOJIB30BATENICH M pa3rpaHUUCHUE NOCTyma. ABTOpH3a-
s TI0JIb30BATEIICH, O3HAYaromas IPEIOCTaBICHUE OIPEACICHHBIX
IpaB IOJIb30BATENI0, TO3BOJISIONIUX MX BIJIAJICIBIY UMETh 3aKOHHBIN
JOCTYIT KO BCEH CHCTEME MJIU K €€ OTACIbHBIM 00BEKTaM MOXKET OBITh
OCYIIIECTBJICHA KaK CPEJCTBAMH OICPAI[MOHHOW CHCTEMBI, TaK U CPEJI-
ctBamu camoit CYB/I.

Joctyn k gaHHBIM uepe3 npenctaBieHus. [IpeacrtaBieHue - 310 pe-
3yJIbTaT OJHOM MJIM HECKOJIBKUX PEJISIIIMOHHBIX ONEepaluii ¢ 6a30BbIMU
OTHOILLICHUSIMUA C LEJIbI0 CO3JaHUS HEKOTOPOIO HMHOTO OTHOILIEHHS.
[IpencraBienue sBJISETCS BUPTYaJIbHBIM OTHOIIEHHEM, KOTOPOTO pe-
anbHO B BJ/] He cymiecTByeT, HO KOTOPOE CO3/JaeTcsi MO0 TpeOOBaHUIO
OTJZIEJIbHOTO MOJIb30BaTEJII B MOMEHT MOCTYIUICHUSI 3TOTO TPEOOBaHUS.

MexaHu3M NpeACTaBICHUS SBISETCS MOIIHBIM U THOKUM HHCTPY-
MEHTOM OpraHW3alMy 3allUThl JAHHBIX, MO3BOJISIOIIUM CKPBITH OT
ONPEAEICHHBIX I10JIb30BaTEed HEKoTopelie yactu bJ[. B pesynbrare
MOJIb30BaTeNI HE OyAyT MUMETh HUKAKUX CBEJCHUN O CYIIECTBOBaHUU
JTO0OBIX aTpUOYyTOB WM CTPOK JIaHHBIX, KOTOPbIC HEJOCTYMHBI Yepe3
MpECTaBJICHUs, HaXOJsIIUecss B MX pacnopsbkeHuu. lIpeacraBnenue
MOXET OBbITh OTMpe/IeTICHO Ha 0a3e HECKOJIbKUX OTHOILIEHUM, TTOCJIE YEro
MOJIB30BATENII0 OYIyT MPEAOCTABICHB HEOOXOJAUMbBIC MPUBUIIETUU JO-
CTyma K 3TOMY MPEJICTaBJICHUIO, HO HE K 0a30BbIM OTHOIIICHUSM. B naH-
HOM CJIy4ae MCIOJb30BaHUE MPEICTABICHUS SIBJIAET cCOOOM OoJee KecT-
KU MEXaHW3M KOHTPOJS JO0CTyHa, 4eM OOBIYHOE MPEIOCTaBICHUE
MOJIB30BATEIIO TEX WM MHBIX TIPAB JIOCTYyNa K 0a30BbIM OTHOIICHUSIM.
OOHOBJIEHHE JAaHHBIX W pealu3alus MpaBuwl «OU3HEC JOTUKW» C TIO-
MOIIBIO XPAHUMBIX Tpouenyp, (PYHKIUHA W TPUTTEPOB. XpaHUMBIC
nporeAypbl, PYHKIMU U TPUTTEPHI MPEACTABISAIOT CO00M (pparMeHTHI
KOJla Ha BBICOKOYPOBHEBOM SI3BbIKE MPOrPaMMHUPOBAHMUS, SIBISIOIIEM
coboit pacmupenue s3pika SQL, XpaHsieecs W BHITIOTHSIOMAECS Ha
cepBepe. Peanuzanus Bcex mpaBuil «OU3HEC JIOTUKWY C TTIOMOIIBIO Xpa-
HUMBIX TIPONEAYP, PYHKIMI U TPUTTEPOB MPEAOCTABISAET 3HAYUTEIHHO
0oJiee BBHICOKUM ypOBEHBb 3alllUTHI JAHHBIX, HEXEJIM WX peav3alus B
KJIIMEHTCKUX MpOTrpaMmax.

PesepBHOE KomMMpoOBaHWE W BOCCTaHOBJICHHE. Pe3epBHOE KOMMMPOBAHME
- TIEPUOIUYECKH BBITIOJIHSIEMas TpolleAypa moiaydeHnus konuu b/ u ee
¢aiina xxypHaia (a Takke, Bo3aMoxHo nporpamm CYBJ]) Bo BHerrHeH
MOCTOSTHHOW TaMsITH, Yallleé BCETO Ha OTAEIbHOM Hocutene. B ciydae
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OTKa3a, B pe3yJibrare KOoToporo b/l CTaHOBUTCA HENpPUTrOJHOW ISt
JaNbHENIeH SKCIUTyaTallud, pe3epBHast KOnmus U 3auKcHpoBaHHAs B
daiine xypHaiga omepaTtuBHas WH(OpPMAIUS HUCIOIB3YIOTCS IS BOC-
craHoByieHus b]l 10 mociiefHero coriacoBaHHOTO COCTOSIHUS .

Benenue xypHama - 3TO Mpoleaypa CO3JaHds U OOCTYKHUBaHUS
daiina KypHana, COAEpKaIIero CBeleHuss 000 BCeX M3MEHCHUSX, BHE-
ceHHbIX B b/] ¢ MOMEHTa co3gaHus NOCIENHEN PE3epBHOM KONWH, U
npeIHa3HavYeHHOro A oOecnedeHus 3((HEKTUBHOTO BOCCTAHOBJICHHUS
CHUCTEMBI B cly4yae ee oTka3a. Eciam B oTkazaBiiei cucreme (QyHKIIHS
BEJICHUSI CUCTEMHOI'O JKypHaja He HCI0JIb30Bajlach, 0a3y NaHHBIX MOX-
HO OyJeT BOCCTAHOBUTH TOJIBKO JI0 TOT'O COCTOSIHUSA, KOTOPOE OBLIO 3a-
(¢uKCcHpOBaHO B MOCIEAHEN CO3JaHHON pe3epBHOI konuu. Bee usmene-
HUS, KOTOpbIE ObLIM BHECEHBI B B/l mocie co3nanus nociaenHen pe3eps-
HOU KOIHNH, OKAXKYTCS TOTEPSIHHBIMH.

Obecnieuenne uenoctHoctd. OOecredeHHe IENOCTHOCTH BKIIOYAET
MPOBEPKY LIEJIOCTHOCTH JAHHBIX U UX BOCCTAHOBJIEHUE B CIy4yae OOHa-
pyxenus npotuBopeunit B bJ1. LlenoctHoe cocrossnue b/ onuceiBaer-
CS C MOMOILIBID OTPAaHUYUTENEN LEJIOCTHOCTH B BHUJE YCIOBHUHM, KOTO-
PBIM JIOJKHBI YJIOBJIETBOPATH XpaHUMBbIE B 0a3€ TaHHBIE.

VYnpaBneHue napaieIu3MOM BBINOJHEHUS TPaH3aKUMM. YTpaBiIeHUE
TpaH3aKIUAMU SBISETCS OAHOW W3 HamOosiee BakHbIX 3amad CYB/I.
PazButeie MHOTOMOJMB30BaTeNbCKUEe CYDB/[ UMEOT 10CTaTOYHO COBEp-
IIEHHBIE CPEJCTBA YMNpaBJCHUS MNapajUIeIM3MOM BBIMOJHEHUS TpaH-
3aKIUM, MO3BOJISIONIUM MHOXECTBY TMOJIb30BaTelie MMETh OIHOBpE-
MEHHBIN JOCTYI K JTaHHBIM.

Aynut (peructparys Bcex oOpalieHHi K 3aluinaeMoi nHGopManmn).
JIns onpeneneHnst akTUBHOCTH MCNOJIb30BaHus b/l ananmsupyrorcs ee
(aiisibl KypHasia. ITH K€ UCTOYHUKU MOTYT OBITh UCIOJIb30BAHbI JIJIs
BBISIBJICHUSL JTIOOBIX HEOOBIYHBIX JCHCTBHM B cucteMe. PerymspHoe
MPOBEJCHUE ayAUTOPCKUX MPOBEPOK, JTOMOTHEHHOE MOCTOSIHHBIM KOH-
TPOJIEM COJEPKUMOTO (halIoB >KypHaia C IEIbI0 BBISIBICHHUS aHO-
MaJIbHOW aKTUBHOCTH B CUCTEME, OUE€Hb YaCTO MO3BOJIIET CBOEBPEMEH-
HO O0OHAPYXUTh U TIPECEUb JTIOOBIC MOMBITKH HAPYIIICHUS 3aIIUTHI.

[[Indporanue. Hanexnas (Ha omnpeneneHHOe Bpemsi) 3anuTa KOH(U-
JIEHITMATBHBIX JTAHHBIX BO3MOJKHA JIMIb C TOMOIIBIO IH(PPOBAHUS
nauueix. [ludposanue, 3T0 KOMUPOBAHNE JAHHBIX C TTIOMOIIBIO CTIEITHU-
aJIbHOTO AJTOPUTMA, B PE3yJbTaT€ YEro JaHHbIE CTAHOBSTCS HEIO-
CTYIHBIMU JJi uTeHus. J{ns ycnemHoro aemudpoBanrie JaHHBIX Tpe-
Oyercs 3HaHue Kioua aemudposanus. Hekoropsie CYB]] npennara-
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IOT BCTPOEHHBIE CPEACTBAa MU(GPOBAHUSA XPAHUMBIX JTAaHHBIX, IIPOU3BO-
nsmme aemudpoBaHue «Ha JIETy» B MOMEHT OOpallieHus! MOJIb30BaTelNs
K JJAHHBIM.

BcnomoratenbHble poLeAypsl, Takue Kak 3amura oT SQL nHbeKui,
arperupoBaHus U HH(PEPECHIINH.

HCKOMHBIOTGPHLIC CpCACTBA 3alIUTHI BKIOYAIOT IIPHUHATUC aAMHWHUCTPA-
THUBHBIX MCD, BLIpa6OTKy OI‘paHI/I‘IeHI/Iﬁ u cornamenuii. K HUM oTHOCSTCS:

Mepsl oOecriedeHusi O€30MACHOCTM M IUIAHUPOBAHHUE 3aIUUTHI OT
HENPEBUICHHBIX 00CTOSTENIBCTB;

KoHTponb HaJx nepcoHanoM U B LEJIOM KOHTPOJb 32 (PU3UUECKUM J10-
CTYTIOM,;

3aHII/ITa HOMGHIGHI/Iﬁ N XpaHujiyay € IIOMOIIBIO PAa3JIMYHOTIO poaa
OXpPaHHBIX CUCTECM,

3aKIIFOUeHUE TapaHTUMHBIX COTJIAIIEHUN U JOTOBOPOB O COMPOBOKIIE-
HUU anmnapaTHbIX CPEACTB U MPOTPAMMHOTO OOECIeYeHusl CUcTeM Oe3-
OMAacCHOCTH, MPOU3BOJUMBIX TPETHEU CTOPOHOM, YTO TO3BOJISIET HA
OMPEICJICHHBIA CPOK MPOJJIUTh YBEPEHHOCTh B TOM, YTO 3TU CPEJCTBA
HE CTaHyT NPUYMHON peanu3auuu yrpo3 0€30MacHOCTH.

B nmoxkymeHTax mo Mmepam oOecreueHHs O€30MacHOCTH JIOJDKHO OBITh
OTIPEIEIICHO CIICIYIOIICE:

00JIaCTh JEJNOBBIX TMPOILIECCOB OpPTraHMU3aIUu, JJIsI KOTOPOM OHHM ycCTa-
HAaBJIMBAIOTCS;

OTBETCTBEHHOCTh Y 00SI3aHHOCTH OTACJIBbHBIX pa6OTHI/IKOB;

JTUCHUIUIMHAPHBIE MEphbl, TMPUHUMAaeMble B Ciydae OOHapy>KeHUs
HapYLICHHS YCTAHOBJIEHHBIX OTPAHUYEHUN;

nepeyeHb 0053aTENHHO BBIMOIHIEMBIX MPOLETYP.
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1.2 OcHOBHbIe NOHATUA U onpeaeneHusn

[Tpu hopmMyIupOBKE OCHOBHBIX MOHSATUH W ONpEIeTICHUI Oy/1eM mojaratb,
YTO 3aIlMINAEMBbIM 00BEKTOM siBIIsieTcsl He cama b/l unu skcniepTHas cucrema,
a xomnbtotepHas cuctema (KC) B nenom. [loHsiTHE 3aIUTHl TPUMEHUMO HE
TOJIBKO K COXpPaHsSIEMBbIM JaHHBIM. bpemm B cucTeme 3amuThl MOTYT BO3HU-
KaTh U B IPYTUX YACTSAX CUCTEMBI, HAIPUMEP, JTUHUN CBS3H, YTO B CBOIO OUe-
penb, noaBepraet onacHoctu U cooctBeHHo bJl. CnenoBarenbHo, 3amurta b/l
J0JHKHA OXBAThIBATh MCIIOJIb3yeMOe 00OpyI0BaHUE, MPOrpaMMHOE olecrede-
HUE, MePCOHAT U COOCTBEHHO JIaHHBIE.

Hugpopmayuonnas éezonacnocmoro (information security) — cocrosiaue
paccmatpuBaeMoit KC, npu KoTopoii oHa, C OJIHOM CTOPOHBI, CIIOCOOHA IMPO-
TUBOCTOSITh JIECTAOWIM3UPYIOIIEMY BO3JICUCTBUIO BHEIIHUX W BHYTPEHHUX
UH(GOPMAITMOHHBIX YIPO3, a C IPYroil — PyHKIIMOHUPOBAHUE CUCTEMBI U CaM
dakT ee HAIWYUS HE CO3JAIOT YIPO3 ISl €€ TMOJIb30BaTeNeH, NIl BHEIIHEH
cpenpl U s snemeHToB camo KC. MHaue, dezonacnocms unghopmayuu —
COCTOSIHUE 3alIUIIEHHOCTH MH(OpMAILINK, IPU KOTOPOM OOECIICUEHBI €€ KOH-
(bUIECHINAIBHOCTB, [IEJIOCTHOCTD U JIOCTYITHOCTb.

3awuma ungpopmayuu - KOMIUIEKC MEPOINPUSATUM, HAMPABICHHBIX Ha
obecrnieyeHue UHPOPMAITMOHHON O€30MacCHOCTU (1IEJIOCTHOCTU, TOCTYIMHOCTH
U, €CIIM HYXHO, KOH()HUIEHIUAIbHOCTH HH(DOPMALIUU U PECYPCOB, UCIIONb3YE-
MBIX ISl BBO/IA, XpaHEHMUsI, 00paOOTKY U NIEpeaun JaHHbBIX ).

3awumaeman ungpopmayusa (sensitive information) — uadopmarus, ss-
JSIOMIASACS MPEMETOM COOCTBEHHOCTH M TOJJIeXkKAIlasi 3aluTe B COOTBET-
CTBUHU C TPEOOBAHMUSIMU MPABOBHIX JOKYMEHTOB WJIM TPEOOBAHUSIMU, YCTaHAB-
JTUBAaeMbIMU COOCTBEHHUKOM HHpopMaruu. O4eHb 4acTO HAPSTY C TEPMUHOM
3amuiaeMas uHQopManus yrnoTpeOaseTcss U TEPMHUH KOH@UOeHyuanbHas
ungpopmayua — nabopmaiysi, J0CTyl K KOTOPOH OIrpaHUIUBAETCS B COOTBET-
CTBUM C 3aKOHOJIaTE€IbLCTBOM WM TpeOoBaHUsAMU Bianenblia. Konguoenyu-
ansnocmo (confidentiality wimm secrecy) - sto cBoiicTBO MH(pOpPMaNHKU OBITH
M3BECTHOW TOJIBKO JOMYIIEHHBIM U MPOLIEAIINM MPOBEPKY CyObEKTaM CUCTE-
MBI.

3awuwaeman ungpopmayuonnan cucmema — CUcTema, peaHa3HauYeHHas
IUIsl 00pa0OTKHU 3alMIIaeMoil HHpOopMaluu ¢ TpeOyeMbIM YPOBHEM €€ 3alllu-
HIEHHOCTH.

Cucmema nazvieaemca 6e30nacHoll, €CIM OHA, UCIIOJIb3YsI COOTBETCTBY-
IOIME alMapaTHbIe M MPOTPaMMHBIC CPEACTBA, YMPABIAET TOCTYIIOM K HWH-
dbopmanmu Tak, YTO TOJBKO JTOJDKHBIM O00pa3oM aBTOPWU3OBAHHBIC JIMIIA WITU
Ke JCUCTBYIOIIME OT UX MMEHH MPOIECCHI MOTYYaloT MPaBO YUTATh, MMHUCATH,
co37aBaTh U yAausaTh uHpopManui. OUeBHIHO, YTO a0COIIOTHO OE30MacHBIX
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CUCTEM HET, U 3[IECh PE€Ub UJCT O HAJICKHOU CHUCTEME B CMBICIIE «CHCTEMA, KO-
TOPOIl MOXKHO AOBEpATHY. Cucmema cuumaemcsa HaoexycHoul (unaue 0oge-
PEHHOIL), €CT OHA C HCIOJIb30BAHMEM JOCTATOYHBIX AamlMapaTHBIX H IPO-
IPaMMHBIX CPEJICTB 00€CIIeUrMBAECT OJHOBPEMEHHYIO 00pabOTKy MH(pOpMaLUU
pPa3HOM CTENEHU CEKPETHOCTH TPYIION MOoJIb30oBaTeNe 0e3 HapylIeHus: mpan
J0CTyIa.

OCHOBHBIMH KPUTEPHUSIMU OLIEHKH HAJEAKHOCTH SIBIISIIOTCS MOJIUTUKA Oe3-
OMAaCHOCTU U TapaHTUPOBAHHOCTb.

Honumuxoit 6e3onacnocmu (Security policy) Ha3bpIBaroT KaueCTBEHHOEC
OMHCaHNE KOMIUIEKCAa OPraHM3allMOHHO-TEXHOJOTHYECKHMX W MPOTrPaMMHO-
TEXHUUYECKUX Mep Mo obecriedeHuro 3amuThl JaHHbX B KC, BkItoyaeT B ceOs
aHaJIM3 BO3MOXKHBIX yTpo3 M BHIOOP COOTBETCTBYIOMIMX MEp MPOTHBOJICH-
ctBus. [lomuTrka 6€30MacCHOCTH, SBISAACH AKTUBHBIM KOMITOHEHTOM 3aIllUTHI,
0TOOpakaeT TOT HAOOP 3aKOHOB, NMPABUII U HOPM MOBEAEHUS, KOTOPBHIM MOJIb-
3yeTCsl KOHKPETHAasi OpraHM3alis mpu oO0padOoTKe, 3allluTe M pachpocTpaHe-
HUM MHpOpMannH. BeIOOp KOHKPETHBIX MEXaHU3MOB olecrieueHus Oe3onac-
HOCTHU CHUCTEMBI IPOU3BOJIUTCS B COOTBETCTBUU CO CHOPMYJIMPOBAHHOMN MOJH-
TUKOM 0€3011aCHOCTH.

I'apanmupoeannocms, SBISAACH MACCUBHBIM 3JIEMEHTOM 3alllUThl, OTOO-
paxkaeT Mepy J0BEpHUs, KOTOPOE MOXKET ObITh OKa3aHO apXUTEKType U pealu-
3alMM CUCTEMBI (IPYTUMHU CJIOBaMU, MOKA3bIBAET, HACKOJIBKO KOPPEKTHO BHI-
OpaHbl MEXaHHU3MBbI, 0oOecrieunBaroIe 0€30MacHOCTh CUCTeMBI). ['apaHTHpO-
BAaHHOCTh MOKHO OMPEICIUTh TECTUPOBAHMEM CUCTEMBI B IIETIOM U OTHEIb-
HBIX €€ KOMIIOHEHTOB. [Ipu oIleHKe CTEeNeHr TapaHTHPOBAHHOCTH, C KOTOPOId
CHUCTEMY MOXHO CUMTATh HAJEKHOH, IEHTPATLHOE MECTO 3aHUMAET JOBEpPEH-
Has (HaJaekHas) BeiauciauTenbHas 0asza (JIBB) (B anrmmiickom — trusted com-
puting base, TCB). /IBb npencrasisieT co0oi MOJHYIO COBOKYITHOCTh 3aIUT-
HBIX MEXaHHW3MOB KOMIIBIOTEPHON CHUCTEMBI, KOTOpas MCIOJIB3YyEeTCs IS Tpe-
TBOPEHUS B KU3Hb COOTBETCTBYIOLIECH MOMUTUKU Oe3onmacHocTH. HanexxHOCTh
3aBUCHUT UCKIIIOUUTEIFHO OT €€ Peasiu3allii U KOPPEKTHOCTH BBEJICHHBIX JaH-
Heix. ['panuna [IBb o6pasyer nepumerp 6e3onacHoctu. Kommonentst JIBb,
HaXOJIAIINECsS BHYTPU ITOW TPAHUIII, JOJKHBI OBITh HAJCKHBIMU (CIIE0Ba-
TEJBHO, JIJIS1 OLIEHKH HaJEKHOCTH KOMITBIOTEPHOM CHCTEMBI JOCTATOYHO pac-
cMoTpeTh ToabKo ee JIBB). OT KOMIOHEHTOB, HAXOASIIMXCS BHE TIEpUMETpa
Oe3omacHOCTH, BOOOIIE TOBOpPsI, HEe TpeOyeTcs HaaexxkHOocTH. KoHTposb Aory-
CTUMOCTH BBITIOJTHEHHSI CYOBEKTaMH OIPEICICHHBIX ONepanuid HajJ 00BhEeKTa-
MU B paMmkax JIBb BeinonnseTcss MoHuTOpOoM O6e3onacHocTH. [Ipu kaxmaom 06-
pallleHrH MOJIb30BaTeNsl K MporpaMMaM WK TaHHBIM MOHUTOP MPOBEPSET JI0-
MyCTUMOCTbH JTaHHOTO oOpaieHus. Peanu3aius MOHHTOpa OOpaIieHil, a HHO-
raa u Bceit JIBB, HazpiBaeTcs siipoM 0e30MmacHOCTH, Ha 0a3e KOTOPOTo U CTPo-
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ATCS BCE 3AIIUTHBIC MEXAHU3MbBI CUCTEMBI. SIApo 0e30mMacHOCTH JAOJDKHO Ta-
PaHTHUPOBATH COOCTBEHHYIO HEM3MCHHOCTb.

dopmanbpHOe (MaTeMaTHYECKOE, AITOPUTMUYECKOE, CXEMOTEXHHYECKOER)
BhIp@KEHUE M (DOPMYJTUPOBAHKME MOJUTHKU OC30MaCHOCTH HA3bIBAIOT MoOOe-
abto 6ezonacnocmu (Security model). B ocHoBe OonblinHCTBA Mojeel 0e3-
OIACHOCTH JICXKHT CYObEKMHO-00beKMHAsA MOJeb KOMIBIOTEPHBIX CHCTEM,
B TOM 4HMClIe U 0a3 JaHHBIX KakK spa aBTOMATH3MPOBAHHBIX WH(POPMAIIMOH-
HBIX cHCTeM. Boimensrorcst cyfwvexkmut (Subjects) Gasbl gaHHBIX (aKTHBHBIC
CYILIHOCTH), oObekmbt (Objects) 0a3bl JaHHBIX (MTACCHBHBIC CYIIHOCTH) M IO-
pOXIaeMble ICHCTBUSIME CyOBEKTOB Hpouecchl Haa 00BEKTaMH.

Takum oOpa3om, cydvekmom docmyna (aCCesS subject) Ha3wpIBaeTcs ak-
THUBHBIA KOMIIOHEHT CHCTEMBI, KOTOPBIA MOYET CTaTh MPHUYUHON HHHUIIHAJIH-
3allid MMOTOKAa WH(POPMAIUK WM M3MEHEHHUS COCTOSHHUS cUCTeMbl. CyObeKT
IPEACTABISCT COOOM JIMIIO MITH TPOIIECC, ACHCTBHS KOTOPOIO PEriaMEHTHPY-
IOTCS MPABUIIAMH pa3rpaHUYEHUs TOCTYIIA.

O6vexm oocmyna (access object) - macCUBHBI KOMIIOHEHT CHCTEMBI,
XpaHSAIIUN, TPUHAMAOIINN WK Tepeaaronuii nHpOopMaIHIo, J0CTYI K KOTO-
POl perjJaMeHTUPYETCs MpaBUIIaMu pasrpaHuueHus gocTyna. O0beKkTaMu 10-
cryna B B/l siBiiseTCsl MpaKTHYECKU BCE, UYTO COJCPIKUT KOHCUHYIO MH(pOpMa-
1uio: Tabuilbl (0a30BbIe WM BUPTYaJIbHBIC), MPEICTABICHUS, a TaKkxkKe Ooliee
MEIIKHE DJIEMEHTBI JaHHBIX: CTOJOIBI U CTPOKH TAOJMII U JIaXKe OTICIbHBIC
TOJISI.

Ilpasuna pazzpanuuenusn oocmyna (Security policy) - COBOKyIMHOCTb mpa-
BUJI, PErIAMEHTHPYIONIUX IpaBa CyObEKTOB JOCTyIa K OOBEKTaM IOCTYIIA.
JlocTyn k wH(GOPMAITUK pa3aeisSiOT Ha CAHKIIMOHUPOBAHHBINA U HECAHKI[HOHH-
POBaHHBIN: cankyuonuposannvtit docmyn (authorized access to information)
- IOCTYII K HH(GOPMAIIMH, KOTOPBIHA HE HAPYIIIA€T YCTAHOBICHHBIX ITPABHII Pa3-
IpaHUYCHHUS JOCTYyNa, a Hecankuuonuposanuvtt oocmyn (uUnauthorized
access to information) - goctymn k nHbopMaIK, KOTOPBIH HapyIIaeT YCTaHOB-
JICHHBIC TIpaBUiIa pasrpaHndeHus. KoHTpob 1ocTyna 00s3aTeIbHO BKIFOYACT
uACHTHU(UKAIMIO (IEPCOHAIM3AINIO) U ayTCHTHU(PUKAIIMIO BCEX CYOBEKTOB U
UX TPOIIECCOB U pasrpaHUYECHUE MOJHOMOYNN CYOBEKTOB MO OTHOIICHHIO K
00BEKTaM ¢ TIOCIIEAYIOMICH 0053aTebHON MPOBEPKON BBEJECHHBIX MOJHOMO-
Y.

Hoenmuguxayusa (identification) - npucsoenne o0beKTaM U CyOBEKTaM
JOCTyMa uaeHTudukaTopa u (Uian) cpaBHEHUE MPEAbSIBIIEMOro UISHTU(HKA-
TOpa C MEPEUYHEM IPUCBOCHHBIX HACHTU(GUKATOPOB. HMoenmugpuxamop 0o-
cmyna (access identifier) - yHukanbpHBIN NMpU3HAK 00bEKTA WM CyOBEKTa J10-
CTyma.
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Aymenmuguxayus (authentication) - mpoBepka NMpUHAIICKHOCTH CYOb-
eKTy J0CTyla MPEIbSBICHHOTO UM HIEHTU(UKATOpA, MOATBEPKICHUE TOI-
auHHOCTU. TeM cambiM, 3a7a4a UACHTU(UKAIIMA — OTBETUTH HAa BOMPOC «KTO
3TO?», a 3a7]a4a ayTeHTU(UKAIIMU — «a OH JIM TO HA CAMOM JIETIE.

[Tocne naeHTUGUKAIMY U TPOBEPKH MOAJIMHHOCTH YCTaHaBIIUBaeTCs ce-
pa neicTBuil cyobekTa (noctymnubie emy pecypchl KC). DTy mpouenypy Ha3bi-
BaIOT MPEJOCTABICHUEM MOJTHOMOYHUH (aBTOpU3AIUEH).

Aemopuzayus (authorization) - sTo npenocrasienue npas (WK IPHBHIIC-
T'Uil), MO3BOJIIONIMX WX BIAJENIbIly UMETh 3aKOHHBIN JOCTYN K CUCTEME HIIU
ee oObekTaM. MHOTIa B TIpOIIeCC aBTOPU3ALMU BKIIOYACT U UACHTH(PHUKAIHIO,
U ayTeHTU(UKALHUIO CYOBEKTOB, TPEOYIOIIMX MOJNyUYEHHUs JOCTyma K OOBEK-
tam. Ilpueunecus oocmyna (ypoBEHb IIOJHOMOYHMH CyOBEKTa JIOCTYIIA)
(subject privilege) - coBokyImHOCTB IpaB IOCTYIA CYOBEKTa JTOCTYIIA.

BrIenpuBeieHHbIE TIOHATHS B OOJBIIEH CTETICHH CBSI3aHBI C OPTaHU3AIIH-
el 3ammThl KOHQUACHIMANbHBIX JaHHbIX. Hapsmy ¢ 3amuToil KoHPuaeHIH-
QJIbHBIX JAHHBIX B MOHATHE OE30MACHOCTH JIaHHBIX BXOJUT TaKxke oOecreue-
HUE LIEJIOCTHOCTH U AOCTYITHOCTH JaHHBIX.

Ilenocmuocme oannvix (data integrity) - CBOWCTBO JaHHBIX COXPAHSAThH
TOYHOCTb U HENIPOTUBOPEUNBOCTh HE3ABUCUMO OT BHECEHHBIX U3MEHEHUH. 3a-
BUCUT OT CHOCOOHOCTH HMH(OPMALIMOHHOW CUCTEMBI 00ECHEYUTh HEU3MEH-
HOCTh JIJAHHBIX (IaHHBIE, XPAHSIIUECS B CUCTEME, HE OTIMYAIOTCS B CEMAHTH-
YECKOM OTHOIICHUM OT JAHHBIX B UCXOJHBIX JIOKYMEHTax) B yCIOBUAX CITy-
yailHoro u (WiM) mpeJHaMepeHHOro UcKaxkeHus (paspyiuenus). Eciu ObITh
0oJjiee TOYHBIM, TO CYOBEKTOB HHTEpECYeT obecnedeHue O0ojee HIMPOKOro
CBOMCTBa — JOCTOBEPHOCTH JIaHHBIX (MH(MOpMAIUu), KOTOpasl CKJIAIbIBAETCA
13 aJeKBATHOCTHU (MTOJIHOTHI U TOYHOCTH) OTOOPaXEHUS COCTOSIHUS MPEIMET-
HOW 00J1aCTH U HETIOCPECTBEHHO IEIOCTHOCTH JAHHBIX, T. €. €€ He NCKaKEH-
HOCTH.

Jocmynnocms oannvix (data availability) - BosmoxHOCTE peanu3zaru
OecnpensITCTBEHHOTO J0CTyna K MH(pOpMaAIUu CyObEKTOB, UMEIOIINX Ha 3TO
Hajnexamue noiaHomouns. ObdecrneynBaeTcsi CIOCOOHOCTBIO CUCTEMBI o0ec-
Ne4YrBaTh CBOEBPEMEHHBIN OecTIpensiTCTBEHHBIN NOCTYyN CyOBEKTOB K 3arpa-
[ITUBAEMBIM JTAHHBIM.

1.3 Knaccudmkaumsa yrpos nHcgpopmaumMoHHON 6e30NacHOCTH

[lon yepo3oit 6e3onacnocmu unghpopmayuu MOHNMAETCS OCYIIESCTBIISIEMOE
WM TIOTEHIIMAJLHO OCYIIECTBUMOE BO3JICHCTBHE Ha KOMITBIOTEPHYIO CUCTEMY,
KOTOPOE MPSIMO UJIM KOCBEHHO MOXET HaHECTH yiiepO O6e3onacHocTu uH(op-
Mal. YTPO3bl PEaM3yIOT WIH THITAIOTCS PEaln30BaTh HApyuiumeau VH-
dbopmaIoHHON OE30MMaCHOCTH.
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Hapywwumenv ungopmayuonnoit oe3onacnocmu  (Security policy
violator) - cyOBeKT AocTyma, CIIydailHO WU MPEeTHAMEPEHHO COBEPIIMBIIHIA
JCICTBHE, CIEICTBUEM KOTOPOTO SIBISIETCA HapylIeHHe HH(POPMAIMOHHOM
6e3onacHocTH opraHuzanuu. @opMaIn30BaHHOE ONMUCAHUE WUITU MpEACTaBJe-
HUE KOMIUIEKCAa BO3MOXHOCTEW HapYILIUTENS MO pead3allii TeX WA WHBIX
yrpo3 6e3omacHOCTU MH(OPMAIMU Ha3bIBAIOT MOOe1bi0 Hapywiumens (3I10-
YMBIIJICHHUKA).

Yazeumocmo — cBOICTBO MHGOPMAIIMOHHON CUCTEMBI, 00yCIIaBIUBAIOIEE
BO3MOXXHOCTh BO3HMKHOBEHHSI Ha KaKOM-IHOO0 3Tane >ku3HeHHoro nukia KC
TAKOTO €€ COCTOSIHUSA, MPU KOTOPOM CO3MAIOTCS YCJIOBUA JIA peaau3aluu
yrpo3 0e3omnacHocT HHGOPMAIIUH.

Amaxoni na KC Ha3pIBalOT NEHUCTBUE, NMPEANPUHAMACMOE HAPYIIUTENEM,
KOTOPO€ 3aKJIF0YAETCS B OUCKE U UCTOJIb30BAHUH TOW WM NHOU YSA3BUMOCTH.
Nnaue rosops, araka Ha KC sBisieTcss peanuzainueid yrpo3bl 0€30MaCHOCTU
nH(pOpManuu B HEW.

Knaccudukanus yrpo3 MOXeT ObITh IPOBENECHA 10 MHOXKECTBY IpPHU3HA-
koB. Ha camoM BepxHeM ypoBHE yrpo3bl MH(POPMAIMOHHON 0€30MacHOCTH
MOTYT OBITh KJIACCU(PUIIUPOBAHBI O MPUPOJIE BOSHUKHOBEHUS. Bce yrposs
MH(POPMAITMOHHON 0€30MIaCHOCTH MOXKHO pa3/eiuTh Ha yrpo3bl, HE 3aBUCH-
IKUe OT JCSATEIBHOCTH 4YesioBeKa (ecmecmeenHvle yepo3vl), HAPUMEP CTH-
XUITHBIC TPUPOHBIC SIBJICHUS, U YTPO3bl, BHI3BAHHBIC YEIOBEUECKOU JESATEIb-
HOCTBIO (ucKyccmeeHHble yeposul). TlocnenHue sSBISIOTCS Hanboee OnacHbI-
MU YyTpO3aM U UM YIENSeTCs MOBBIIIICHHOE BHUMAHHE.

HckyccTBeHHBIE YIPO3bI, UCXOIs M3 MX MOTHBOB, Pa3lesAIOTCS Ha He-
npeonamepennvle (CydaiiHbie) U npeonamepentvie (yMbIIUICHHBIC) (KIaccH-
bukamms o cmenenu npeonamepennocmu). K HenpenHaMepeHHBIM yrpo3am
OTHOCSITCSL:

e omubku B npoektupoBanuu KC;

e owuMOKHU B pa3paboTke nporpaMMHbIX cpenactB KC;

e ciy4aitHbie cOou B pabore ammapatHbix cpenctB KC, nuHuil cBs3u,
YHEPrOoCHAOKECHUS;

o omuOku mnonp3oBarened KC  (HEKOMIIETEHTHOE HCIOJIb30BaHUE
CPEIICTB 3aIlUThI, @ TAKXKE JIFOOBIX JPYTMX MPOrpPaMMHBIX U amnmnapar-
HBIX CPEJICTB CUCTEMBI);

e Bo3jciicTBUE Ha anmapatHbie cpeacTBa KC duszndeckux mosiei apyrux
AJIEKTPOHHBIX YCTPOUCTB U JIp.

[IpenHamepeHHbIE YTPO3bl CBA3aHBI C IIEJICHANPABICHHBIMU JEHCTBUSIMHU
HapymurTens. JleHcTBUS HapymuTenss MOTYT OBITb OOYCIIOBJIEHBI CAMBIMHU
pa3zHOoO0pa3HBIMU MOTHBAMH: HEIOBOJILCTBO CIIYKAILIETO CBOEH Kapbepoil, Ma-
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TepUATHHBIM WHTEPECOM, JTFOOOMBITCTBOM, KOHKYPEHTHON O0pHhOOH, cTpemIie-
HUEM CaMOYTBEPIUTCA U T.A. B 3aBUCMMOCTH OT Lielield IpeIHaMEpPEHHBIX
yrpo3 6e3omacHocty uHpopMmaruu B KC yrpo3sl MOTyT OBITH pa3zieieHbl Ha
YETHIPE OCHOBHBIE TPYIIIbI:

Hoxuwenue u ganvcuguxayus oanuwvix. MoXET IPOUCXOIUTH HE TOJIBKO B
cpeae b/, Bcs opranu3anys noJaBep:KeHa 3TOMYy puUcKy. OgHAKO AEHUCTBUS 10
MOXHUIIEHUIO U (anbcUUKAIIMKN JaHHBIX BCErJa MPOU3BOIAATCS JIIOJAbMHU, T10-
ATOMY OCHOBHOE€ BHHMAaHHUE JOJIKHO OBITh COCPEAOTOYEHO HAa COKpAILCHUU
oOIIIero KOJIMYeCTBa YIOOHBIX CUTYallMid Jis BBIMOJHEHUS MOJAOOHBIX ACi-
CTBUI;

Ympama rounguoenyuanonocmu (HapylleHUe TaWHbBI) W HapyuileHue
HeNnpUKOCHOBEHHOCMU JTUYHBIX OAHHbBIX, T.€. yTeUKa HHPOPMALlUU OTpaHUYEH-
Horo nocryna, xpansmencs B KC nimu nepenaBaemont ot ognout KC k npyroi.
CrnencTBrueM pas3riialieHuss KOH(PUICHIMATBHBIX JaHHBIX MOXET OBbITh yTpaTa
MO3ULIUNA B KOHKYPEHTHOM O0phOe, TOr/1a KaK CIIECTBUEM HAPYIICHHS HENPH-
KOCHOBEHHOCTH JIMYHBIX JAHHBIX MOTYT OBITh IOPUANYECKUE MEPBI, IPUHSTHIE
B OTHOIIIEHUU 3THUX JIUI] WJIK OpraHU3alluy,;

Ympama yenocmnocmu oawnnvix, T. €. IpeTHAMEPEHHOE BO3JCHCTBUE Ha
uHpopmaruio, xpausuryrocss B KC win nepegaBaemyto mexay KC, mpuBos-
Iee K MoTepe COTIACOBAaHHOCTH JAaHHBIX (JIOCTOBEPHOCTH) JaHHBIX. LlerocT-
HOCTb MH(OpPMAaLUU MOKET OBITh TAaKXKE HAapyILIEHA, €CJIM K HECAHKIIMOHUPO-
BaHHOMY M3MEHEHUIO WM YHUYTOXKEHUIO MHGOPMAIIMKU TPUBOAUT CIIydalHas
omuOKka B pabore mporpaMMHbIX wid anmnapaTHbix cpeacts KC. Hamporus,
CaHKLIMOHUPOBAHHBIM SIBJISIETCS U3BMEHEHHE WJIM YHUUYTOXKEHUE UH(POPMALINH,
CIEJIAaHHOE YIOJTHOMOYEHHBIM JIMLIOM ¢ 0OOCHOBaHHOM LIENbIO;

Ilomeps 0ocmynnocmu 0auHwbix, T. €. 0TKa3 B 00CITYKWBaHUH, BbI3BAHHBIM
MpeHAMEPEHHBIMU JIEUCTBUAMHU OJIHOTO W3 moJib3oBarteneid KC (Hapymure-
JIs1), P KOTOPOM OJIOKUpYETCS A0CTYI K HeKoTopoMy pecypcy KC co cropo-
HBI JIPYTHX IO0JIb30BaTeseil (IOCTOSIHHO WM Ha OOJBIION Mepuosi BPEMEHH).
[ToTepss JOCTYMHOCTH MOKET OBITh TaK)K€ BbI3BaHA YMBILIUICEHHBIM I He-
YMBIIUICHHBIM Pa3pyLICHUEM JaHHBIX.

OmnocpenoBanHoil yrposort 6e3onacHoctu uHpopmaruu B KC sBisercs
yrpo3a pacKpbITHs MapamMeTpoB MOACHUCTEMBI 3aIMTHl UHPOPMAIH, BXOJ-
mei B coctaB KC. Peanuzanus 370l yrpo3bl Ja€T BO3MOKHOCTh pealii3aliu
MEPEYUCIICHHBIX paHee HEMOCPEICTBEHHBIX YIrpo3 Oe3omacHoCcTH WH(pOpMa-
muu. [lepexons Kk aeransiM, MOXKHO BBIIETUTH CIEAYIOLIME NMPEeIHAMEPEHHbIE
yrpo3bl HHPOopMalMoHHOM O6e3omacHocTy B/I:

® HECaHKUHMOHUPOBAHHBIA JOCTYI MOCTOPOHHUX JIMIl U O3HAKOMJICHUE C

XpaHUMOW KOH(PUACHIIMAIbHON UH(pOpMaIei;
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® O03HAKOMJICHHE JIETAJIIbHBIX JUI[ ¢ WH(pOpMaluend, K KOTOPOH OHH He
JOJDKHBI UMETh JTOCTYIL;

® HECaHKIIMOHHUPOBAHHOE KOITUPOBAHUE MPOTPaMM M JIAHHBIX;
® Kpa)ka HOCUTEIIEH, CoJlepKaIIuX KOHPUACHITHAIbHYIO HH(OPMAIIHIO;
e Kpaka paclievyaTaHHbBIX JOKYMCHTOB,;

e Kpaxka 00OpyJTOBaHWS,

¢ VYMBIIIJICHHOC YHHYTOKCHUC JAaHHBIX, B TOM YHCJIC PA3pYHICHHUC HH-
(I)OpMaI_[I/II/I, BBIBBAHHOC BUPYCHBIMHA BOSHCﬁCTBHﬂMH;

¢ HCCAHKIHNOHHPOBAHHAA MOI[I/IqJI/IKaI_[I/IH JaHHBIX
L (baHBCI/I(l)I/IKaHH}I COO6H_[€HI/II‘/II, nepcaaBacMbIX I10 KaHaJlaM CBA3H,

® OTKa3 OT aBTOPCTBA COOOIICHUS, MEPEJAHHOTO IO KaHalaM CBSI3U WIIU
OTKa3 OT (pakTa Moy4eHus: nHMOpMaIny;

® HaBs3bIBAaHUE paHee MepeJaHHOIO COOOIICHUS.

Hecankunonuposannsiii qoctyn (HCJ) siBnsercss Hanbomnee pacnpocTpa-
HEHHBIM U MHOTOOOpa3HbIM BUAOM KOMIbIOTepHBIX HapymieHui. Cyts HC/]
COCTOUT B IMOJYYEHUH IOJIH30BATENEM (HAPYIIUTEIEM) JOCTyNa K OOBEKTY B
HAPYLICHUE NPaBWI Pa3rpaHUUYCHHS] JOCTYNa, YCTAHOBIEHHBIX B COOTBET-
CTBUHU C MPUHATON B opraHuzanuu noiautukoi 6ezonacHoctu. HCJI ucnosib-
3yeT 00y OMMOKY B CHCTEME 3aIllUThl U BO3MOXEH IPH HEpaIlliOHAJILHOM
BBIOOpE CPEJCTB 3aIUTHI, UX HEKOPPEKTHOW ycTaHoBKe M Hactpoiike. HC/|
MOKET OBITh OCYIIECTBIIEH KakK mTaTHbiMU cpeacTBamu KC, Tak u cnenuaib-
HO CO3/IaHHBIMM aNMapaTHbIMU U IPOTrpaMMHBIMU cpeacTBamu. M3 Bcero pas-
HOOOpa3us crnoco00B U MPUEMOB HECAHKIIMOHMPOBAHHOTO JOCTyIa OCTaHO-
BHUMCSI Ha CJICAYIONIUX PACIPOCTPAHEHHBIX U CBSI3AHHBIX MEXIy COOOM Hapy-
IIEHUSIX

e [lepexBar maposeit miam ooxox 3amutel (Bypassing Controls). Ilepe-

XBaT MapoJieid 00bIYHO OCYIIECTBISETCS CIEHUATBHO pa3pad0TaHHBIMU
nporpamMmamu. Hampumep, mpu MNONBITKE 3aKOHHOTO MOJIb30BAaTENS
BOWTH B CHUCTEMY IporpaMma-lepexBaTUYMK HMUTHUPYET Ha BSKpaHe
JIACIUIES. BBOJ MMEHHM WM MapoJisd IOJIb30BATENS, KOTOPBIE Cpa3y Iepe-
CBUIAIOTCSA BJIAJICJIbIly TPOTPAMMBI-IIEPEXBATUMKA, IIOCJIE€ YEro Ha
9KpaH BBIBOJUTCS COOOIIEHUE 00 OIMMOKE U YIpaBJIeHUE BO3BpAIACT-
cs ornepanMoHHou cucteMe. [lonb3oBaTens npenmnosiaraer, 4ro JIOIy-
CTWJI OMUOKY Tpu BBOJIe maposisi. OH MOBTOPSIET BBOJ U TOJy4YaeT J0-
CTyll B cucreMmy. Brnanenmen nmporpaMmel-iepexBaTyuKa, MOJYYHUBIIUN
MM ¥ TIapOJIb 3aKOHHOTO TOJIb30BATENA, MOKET TENEPh UCMHOJIb30BaTh
WX B CBOUX IIeJIsIX. PazymeeTcsi, CyIecTBYIOT U APYTUe CIIOCOOBI Tepe-
XBaTa MapoJieu;
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e Mackapan (Masquerade). Mackapaa — 3TO BBINOJIHCHHE KaKUX-THOO
JCUCTBHI OHUM IOJIH30BATEIEM OT MMEHH JPYroro MOJb30BaTelIs,
00J1a/1af0IIer0 COOTBETCTBYIOMIMMHU MOJHOMOUMsAMH. [{enbio Mackapa-
Ja SIBJIAETCS TMPHUIHUCHIBAHKE KaKUX-JMOO ACUCTBHH IPYyromy MOJIb30-
BaTEJIIO JIMOO0 MPUCBOCHUE MOJHOMOYHI U MPUBHUJICTHIA APYrOTo MOJIb-
3oBaresst. [IpuMepamu peanu3anui Mackapaja sBISIOTCS: BXOJI B CH-
cTeMy T0Ji HIMEHEM U IapoJieM JPYroro IMojb30Barelis (3TOMy MacKa-
pajy mpeecTByeT MepexBar naposis) u nepeaada CooOIICHHH B CETH
OT UIMEHH JPYrOro MojIb30BaTEs;

e Hesakonnoe wucnonb3oBanue mnpuBmieruii (Misuses of authority).
BONBIIMHCTBO CHUCTEM 3alllUThl YCTaHABIMBAIOT OIpENEICHHbIE HA0O-
PBI IPUBWJIETUI JIJIS1 BHIIOJHEHUS 3a1aHHbIX (yHKIMA. Kaxablii mosb-
30BaTelb MOJIy4aeT CBOM HaOop mpuBmiiernid. HecaHKIIMOHUPOBaHHBIM
3aXBaT MPUBWIETUNA, HAIPUMED, TOCPEICTBOM MacKapaaa, IPUBOJUT K
BO3MOYKHOCTH BBIIOJIHEHUS! HAPYLIUTEIEM ONpPENEIEHHbIX JEHCTBUN B
o0xoj cuctembl 3auuThl. CiaeayeT OTMETUTh, YTO HE3aKOHHBIN 3axBat
IPUBUJIETUIA BO3MOKEH JIMOO MPHU HAIMYMU OMIMOOK B CHCTEME 3alllu-
Thl, TM0O0 MU3-3a XaJaTHOCTH aJIMUHUCTpPATOpa MpU YNPaBICHUU CUCTE-
MOM Y Ha3HAYECHUU ITPUBUIIETUM.

Tak kak noctyn Kk b/l 0ObIYHO MPOU3BOAUTCS U3 YIAIEHHOTO KOMIIBIOTEpPA
u PparmMenThl BJ[ MOryT OBITH pacnpeeseHbl 0 HECKOJIbKUM y3J1aM CETH, TO
CJIelyeT OCTAHOBUTHCS Ha Yrpo3ax, KOTOPHIM MOTYT MOABEPraThCsa U KOMITbIO-
TepHble ceTh. CBA3b MEXIY Y3JIaMU CETH OCYIIECTBISIETCS (PU3HYECKHU C TO-
MOIIbIO CETEBBIX JUHUI CBS3H U MPOTPAMMHO C MOMOILBIO MEXaHHU3Ma CO00-
menuid. [lpu sToM ympamistoniye cooOlleHuss W JaHHbIE, NepechblacMble
MEXJy OOBEKTaMU CETH, MepenaroTcs B BHJE MakeToB. IIpu BTOp)keHUU B
KOMITBIOTEPHYIO CETh 3JI0YMBIIUIEHHUK MOXET UCIOJIb30BaTh KaK IMaCCUBHbIE,
TaK U aKTUBHBIE METO/bI BTOPKEHHUS.

ITpu naccuBHOM BTOpkKEeHMM (TepexBaTe HWHGOpPMalMK) HaPYLIUTEIh
TOJIbKO HaOJIOZAaeT 3a MPOXOXKIACHHEM HH(OpMalMu 1O KaHaldy CBS3H, HE
BTOpPrasicb HuU B MH(OPMAIIMOHHBIN MOTOK, HA B COAEpKaHUE MepeaBaeMon
uHpopmarmu. Kak npaBuiio, 37I0yMBINUIEHHUK MOKET ONPEAETUTh MYHKTHI
Ha3HA4YCHUS W UACHTU(DUKATOPHI JUOO TOIBKO (DaKT MPOXOXKACHUS COOOIIIe-
HUS, €ro JJIMHY U 4acTOTy OOMEHa, €Clii COJACP>KUMOE COOOIIEHHSI HE PacIo-
3HaBa€MO, T.€. BBINOJHUTH aHaiu3 Tpaduka (MOTOKa COOOUIECHUI) B JAHHOM
kaHase. [Ipu akTUBHOM BTOpP>KEHUM HAPYIIMTENIb CTPEMUTCS MOJIMEHUTH WH-
dbopmanuio, nepegaBaeMyto B coobmieHrn. OH MOXKET BBIOOPOYHO MOIUDU-
UPOBaTh, U3MEHUTh WM J00aBUThH NMPABUIBHOE HIIM JIO)KHOE COOOIIECHHE,
yAaIUTh, 3aJIepKaTh WM U3MEHUTH MOPSIOK CIEIOBaHMUS COOOIIEHUN. 3710-
YMBILIUIEHHUK MOKET TaK)K€ aHHYJIHPOBATh U 3aJIep:KaTh BCe COOOILIEHUSs, Tie-
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penaBaemblie Mo KaHaiy. [logoOHbIe EHCTBUS MOXKHO KBAaIH(PHUIIMPOBATH Kak
0TKa3 B nepeniaue coodmenuii. OTkas oT aBTOpCTBa COOOIIECHHUS, IEPETAHHOTO
M0 KaHajlaM CBsI3U, OTKa3 OT (hakTa MoJyuyeHUus: MHPOpMAIH, HABA3bIBAHHE
paHee Mepe]aHHOTO COOOIICHHS] TaKXKE MOXKHO OTHECTH K yrpo3aM CETeBOM
0€30MacHOCTH.

KoMmbroTepHble ceT XapaKkTepHBI €llIe TeM, YTO KpoMe OOBIYHBIX JIOKaJIh-
HBIX aTaK, OCYHIECTBIISIEMBIX B Ipe/esiax OJIHOM CHUCTEMBbI, TPOTUB OOBEKTOB
ceTel MpeINpUHUMAIOT TaK Ha3blBaeMble yAaleHHbIe aTaku. [lon yoanennoi
amakoil TOHUMAIOT WH(OPMAIMOHHOE pa3pyllalolllee BO3/ACHCTBUE Ha pac-
MPEIEJICHHYI0 KOMIBIOTEPHYIO CETh, MPOTPAMMHO OCYIIECTBICHHYIO MO Ka-
HaJaM CBSI3H.

PesynbraTom peanuzaiuu yrpo3 6e3omnacHoctu undpopmaiuu B KC Moxer
OBITh yTeuKa (KOMHUpPOBaHUE) UHPOPMALIUH, €€ yTpaTa (pa3pylIeHHUE) WU KC-
KakeHue (mopjenka), omokupoBanue uHpopmanuu. [TocKoabKy CloXHO 3a-
paHee OMpeeUTh BO3MOKHYIO COBOKYIMHOCTh YIpo3 Oe3omacHocTH UHGOP-
MaIliy M PEe3yJbTaTOB MX pealn3allid, MOJENb MOTCHIMAIbHBIX YIpo3 0e3-
onacHoctd uHpopMmanuu B KC noimkHa co3naBaThCsi COBMECTHO COOCTBEHHU-
koM (BrazenbiieM) KC u crienpanuctamMu 1o 3amure WHQopManuu Ha JTare
npoektupoBanusa KC. Co3znanHas MoJienb TOJKHA 3aT€M YTOUHSTHCS B XO€
skcrutyaranuu KC.

1.4 OcHoBHbIe NpuHUMNbLI 06ecnevyeHus UHopMaLMOHHOMN Ge3-
OMacHoOCTH

PaccmoTpenHbie moaxoapl obecriedeHus: 0€30MacHOCTH MOTYT OBITh pea-
JIM30BaHbI MPU 00ECTICUCHUH CJICTYIOMINX OCHOBHBIX MPUHITUIIOB:
® CHCTEMHOCTH,

® KOMIUICKCHOCTH;
® HENPEPBHIBHOCTH 3AILNTHI;

® Pa3yMHOU JOCTATOYHOCTH;

e TUOKOCTHU yNPABJICHUS U IPUMEHEHUS,

® OTKPBITOCTH aJITOPUTMOB U MEXAHW3MOB 3aILIUTHI;
® [IPOCTOTHI IPUMEHEHHUS 3aITUTHBIX MEP U CPECTB.

Ilpunyun cucmemnocmu. CUCTEMHBIN MOJIXO0/ K 3aIIUTE KOMITbIOTEPHBIX
CUCTEM TPEJIOoJIaraeT HeOOXOJUMOCTh y4eTa BCEX B3aMMOCBSI3aHHBIX, B3aU-
MOJICHCTBYIOIINX U U3MEHSIOIINXCSI BO BPEMEHH DJIEMEHTOB, YCJIOBUHN U (pak-
TOPOB Ha BCEX ATarax KU3HEHHOTO IIUKJIAa C YYETOM B3aUMOJICUCTBUS 00BEKTA
3alUThI ¢ BHEMIHEHW cpenoit. Cucrtema 3aiuThl 10KHA CTPOUTHCS HE TOJIBKO
C YYETOM BCEX M3BECTHBIX KaHAJIOB MPOHUKHOBEHUS, HO U C YYETOM BO3MOXK-
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HOCTHU TOSBJICHUS IPUHIMITNAIFHO HOBBIX MyTEH peanu3ainuu yrpo3 desormnac-
HOCTH.

Ilpunyun Komnaekchocmu. B pacriopspKEHUM CHENUATUCTOB MO KOMITb-
IOTEPHON OE€30MACHOCTH MMEETCS IUPOKUI CIIEKTP MEp, METOAOB U CPEACTB
3aIUThl KOMIIBIOTEPHBIX CUCTEM. B 4acTHOCTH, COBPEMEHHBIE CPEJICTBA BbI-
YUCJIUTEIBHON TEXHUKH, ONIEPALMOHHBIE CUCTEMbI U MPUKIIATHOE MPOTPAMM-
HOe of0ecriedueHue 00J1IajaloT TEMU WM WHBIMH BCTPOEHHBIMHU 3JIEMEHTaMU
3amuThl. KOMIIEKCHOE MX MCHOJIb30BaHUE MPEAINOIAracT COrjlacOBaHUE pas-
HOPOJIHBIX CPEJACTB MPHU MOCTPOCHUU LIEJIOCTHON CUCTEMBI 3alUThI, IEPEKPHI-
BAIOIIECH BCE CYIIECTBEHHBIE KaHAaJbl pealM3aldyd Yrpo3 M HE COJepKallen
c1a0bIX MECT Ha CThIKaX OTJEIbHBIX €€ KOMIIOHEHTOB.

Ilpunyun nenpepvignocmu 3aujumapl. 3anura NHGOPMALIUU - ITO HE pa-
30BO€ MEPONPHUITHE U AK€ HE KOHKPETHAs] COBOKYIHOCTh MEPONPUITHI IO
Pa3BOpPAYMBAHUIO U HACTPOMKE CPEACTB 3alllUThl, & HENPEPBHIBHBIN LieJIeHa-
MpaBJIEHHBIA MPOIECC, MPEANOJAraloluil IPUHITHE COOTBETCTBYIOIIUX MEP
Ha Bcex 3Tamax >ku3HeHHoro 1ukia KC (HauumHasg ¢ caMbIX paHHHMX CTaJui
IPOEKTUPOBAHMUS, a HE TOJBKO Ha 3Tale ee 3Kciulyarauuu). Pa3pabortka cu-
CTEMBI 3aIIUTHI JOJHKHA BECTUCH MapajUIesIbHO ¢ pa3paboTKoil caMoil 3aiu-
I1a€MOM CUCTEMBI. JTO MO3BOJIUT Y4eCTh TPeOOBaHUs OE€30MACHOCTH MPHU MPO-
€KTUPOBAHUU ApXUTEKTYPhl U, B KOHEYHOM CU€Te, IO3BOJMUT CO3AaTh OoJjee
s¢¢dekTuBHbIE (KaK IO 3aTpaTaM PECYpCOB, TaK M MO CTOWKOCTH) 3alUILEH-
Hble CUCTEMbI. BOJBIIMHCTBY (PU3NYECKUX M TEXHUYECKUX CPEJCTB 3aIUTHI
Uit 3(HEKTUBHOTO BBINIOJIHEHUSI CBOMX (PYHKIMH HE0OXOAMMa MOCTOSHHAS
OpraHu3alMoOHHasA (aAMUHUCTPATUBHAA) MMOJIEPKKA (CBOEBPEMEHHASI CMEHA U
oOecrieueHre NpaBUIbHOTO XPaHEHHs U IPUMEHEHUSI UMEH, MTapoJieH, KIltouen
mrpoBaHus, NepeonpeaeeHne noiaHoMounii u T.1.). IlepepsiBel B padote
CPEIICTB 3aIUTHI MOTYT OBITh MCIOJB30BAHbI 3JI0YMBINUICHHUKAMHU JJIs aHa-
JU3a MPUMEHAEMbIX METOJIOB M CPEJICTB 3alllMThl, BHEPEHUS CHEIUATbHBIX
OPOrPAMMHBIX W aIlllapaTHBIX «3aKIaJ0K» U JIPYTUX CPEICTB MPEOAOJICHUS
CUCTEMBI 3alUTHI I0CJI€ BOCCTAHOBJICHUS €€ (PYHKIIMOHUPOBAHUSI.

Paszymnasa oocmamounocms. Co3ngatb aOCOJIIOTHO HENPEOJOTUMYIO CH-
CTEMY 3alUThl NPUHLIHUIIHAIBHO HEBO3MOKHO: IIPU JOCTATOYHBIX BPEMEHU U
CpeICTBaX MOKHO MpeoaosieTh Jtolyro 3amuTty. Hanpumep, cpeacrsa kpun-
TOorpauueckoi 3aluThl B OONBIINHCTBE CIy4YaeB HE TapaHTUPYIOT a0COJIOT-
HYI0 CTOHMKOCTb, a 00€CIEeYMBAIOT KOH(PHUICHIMAIBHOCT, MH(POPMAIUUA TPU
UCIIOJIb30BAaHUU  JJIsl  JACeMU(POBAHUS COBPEMEHHBIX  BBIYMCIUTEIbHBIX
CPEICTB B TE€UEHUE MPUEMJIEMOTO JUIsl 3alMIIAIOLIEHCS CTOPOHBI BPEMEHHU.
[loaTOMy HMEET CMBICI BECTH pPEYb TOJBKO O HEKOTOPOM IPHEMIIEMOM
ypoBHe 0e3omacHOCTH. BricokoaddhekTuBHAS cuCcTEMA 3alUThI CTOUT JOPOTO,
UCIOJIb3YET NPHU paboTe CYIIECTBEHHYIO YacTh MOIIHOCTH U PECYPCOB KOM-
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MBIOTEPHON CHUCTEMBI M MOYKET CO37aBaTh OIIYTHUMBIC JOMOJHUTEILHBIC HE-
ynoOcTBa MoJyib30BaTesiM. BakHO MpaBWIIBHO BBIOpPATh TOT JOCTATOYHBIN
YPOBEHbB 3aIIUTHI, PU KOTOPOM 3aTPaThl, PUCK U pa3Mep BO3ZMOKHOIO yiiepoa
ObLIH OBl MpHEMJIEMBIMU (3aJ1aua aHallu3a PUCKa).

T'uokocms cucmemswt 3auwumepl. Yacto NpUXOIUTCS CO3/1aBaTh CHUCTEMY
3aIlIUTHI B YCIOBUSX OOJBINON HeomnpeaeaeHHOCTH. [1oaToMy npuHSATEIE MEphI
U YCTAHOBJICHHBIE CPEACTBA 3aIlIUThI, 0COOEHHO B HaYaJIbHBIM MEPHUOJ UX IKC-
IUTyaTallid, MOTYT OOecrneuuBaTh Kak 4pe3MEpHbIM, TaK U HEJOCTATOYHBIN
ypOBEHb 3alIUThl. ECTECTBEHHO, UTO AJi1 0OECrieYeHHs] BO3MOKHOCTH BapbH-
pOBaHMSI YPOBHEM 3alIUIIEHHOCTH CPEACTBA 3alllUThl JOJDKHBI 00J1a/1aTh
onpeaeneHHOW TMOKOCThI0. OCOOEHHO Ba)KHO 3TO CBOMCTBO B TEX CiIydasx,
KOI/Ia CPEJCTBA 3alIMThl HEOOXOAMMO YCTAaHABIMBATH HA Pa0OTAIONIYIO CH-
CTEeMy, HE Hapyllas MHpoliecc e¢ HopMalbHOro (GyHKIMOHUpoBaHUsA. Kpome
TOTO, BHEIITHUE YCIIOBUS M TPEOOBAHUS C TCUCHUEM BpEMEHH MEHSIOTCA. B Ta-
KMX CUTyallusaX CBOMCTBO ruOkoctu cracaet BiagenbiieB KC ot HeoOxoaumo-
CTH TIPUHSTHS KapAUHATBHBIX MEP IO TIOJTHOM 3aMEHEe CPE/ICTB 3aIUTHI.

OmKkpoimocmo anzopummos u mexanuzmos 3awjumapl. CyTb IPUHLAIIA
OTKPBITOCTH aJTOPUTMOB U MEXAHU3MOB 3aIUTHl COCTOUT B TOM, YTO 3aIllMTa
HE JI0OJDKHA 00eCIeYnBaThCs TOJIBKO 32 CYET CEKPETHOCTH CTPYKTYpPHOM opra-
HU3AIMH U aJTOPUTMOB (DYHKIITMOHMPOBAHUS €€ MOJACUCTEM. 3HAHUE aJITOPUT-
MOB pabOThl CUCTEMBI 3aIUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTH €€ MPEoJIo-
nenus (naxe aBTopy). OIHAKO ATO BOBCE HE O3HAYAET, YTO MHOOpMAIUS O
KOHKPETHOM CHUCTEME 3alllUThl JIOJDKHA OBITh OOIIENOCTYMHA - HEOOXOIUMO
o0ecIeunBaTh 3alIUTy OT YTPO3bI PACKPHITHS TTAPaMETPOB CHCTEMEI.

Ilpunyun npocmomul npumenenus cpeocme 3augumpl. MexaHU3Mbl 3a-
ITUTBI JTOJDKHBI OBITh WHTYUTHUBHO TOHSATHBI W TMPOCTHI B HCIOJB30BAHHH.
[IpumeHeHue cpeACTB 3alUTHI HE JOJKHO OBITH CBSI3aHO CO 3HAHUEM CIICIIH-
ANBHBIX S3BIKOB WJIM C BBITIOJIHCHHEM JCHCTBUH, TPEOYIONTUX 3HAYNTEIBHBIX
JIOTIOJTHUTENBHBIX TPYA03aTpaT MpU OOBIYHON paboTe 3aKOHHBIX IMOJIb30BATE-
JIeH, a TakKe He JIOJDKHO TPeOOBaTh OT MOJIb30BATENS BBIMOTHEHUS! PYTUHHBIX
MaJIOTIOHSATHBIX €My orepanuid (BBOJ HECKOJBKHX Mapojie U UMEH U T.1.).
D10 Hen30eKHO MPUBENET K BHIBEIIMBAHUIO CIIMCKA MApoJIel Ha caMOM BH/I-
HOM MECTE, HalpuMep, Ha MOHUTOP.

25



2. Cneuudmka 3awmThbl B 6a3ax gaHHbIX

HpI/I IMOCTPOCHHUH 3allIUThI 0a3 JaHHBIX HGO6XOI[I/IMO YUUTBIBATb PAO CIIC-
upuIecKux yrpo3 0e30macHoCTH MHPOPMAIUH, CBSI3aHHBIX C KOHIIEHTpPALIU-
eil B 0a3ax MaHHBIX OOJIBIIOTO KOJHYECTBA pa3sHOoOpa3HOM mH(popMaluu, a
TAKKC C BO3BMOKHOCTBIO UCITIOJIB30BAHUA CJIOKHBIX 3aIIPOCOB O6pa6OTKI/I JdaH-
HbIX. K Takum yrposam oTHOCSTCS:

e wuH(pepenus u arperupoBanue (Logical Inference and Aggregation);

° KOM6I/IHaI_[I/I$I PAa3pCHICHHLIX 3aIIPOCOB JIA IMOJYYCHUA 3aKPBIThIX OaH-
HBIX (Browsing);

e oOpra"u3anus CKpbITBIX KaHaioB mnepenaun uHpopmanuu (Covert
Channels);

e SQL unnekiuu (SQL Injection);
e IIpOrpaMMHBIC 3aKJIaKH, OTJIaa04HbIH ko (Backdoors, Trapdoors)
e TposiHCKHe KoHu (Trojan Horses).

2.1 WHdepeHumn un arperupoBaHue

[Tox uudepenmeld moHUMaeTCs MoJdyYyeHne KOHUIEHIMaIbHOU nHDOP-
MalH U3 CBEJACHUN C MEHBIIEH CTENEHbIO KOH(PUIEHIUAIBHOCTH IIyTEM YMO-
3akrodeHui. Ecnu yuuThiBaTh, 4TO B 0a3ax JaHHBIX XpaHUTCS UHPOpMaIus,
MOJIyYeHHAas! U3 Pa3IMYHbIX HICTOYHUKOB B Pa3HOE BPEMSsl, OTJIMYAIOIIASCS CTe-
MEHbIO 00OOIIEHHOCTH, TO AHAIUTUK MOXKET MOJYYUTh KOH(PUIEHIMATbHbIC
CBEJICHUS ITyTEM CPaBHEHUSI, JOMOJHEHUS U QWIbTPALIMU JAHHBIX, K KOTOPHIM
oH nonyuieH. Kpome toro, oH o0padarbiBaeT HH(OPMALUIO, OJIYYCHHYIO U3
OTKPBITHIX 0a3 JaHHBIX, CPEJICTB MACCOBOM MH(OpPMAIUH, a TAKKE UCIIOIb3YET
MPOCYETHI JIMILI, ONPEAEISIIONIMX CTENeHb BaXKHOCTH U KOH(PUACHIMATBHOCTU
OTJICTLHBIX SIBJICHUH, MPOIIECCOB, (PAKTOB, MOJYYEHHBIX Pe3yJabTaTOB. Takoi
croco0 monayyeHus KOH(UICHIIUATbHBIX CBEJECHUHN, HApUMep, M0 MaTepua-
JaM CpeICTB MAacCOBO MH(OpMAINH, UCIOJIB3YETCs 1aBHO, U MOKa3all CBOIO
3 PEKTUBHOCTD.

brnuskuMm k uH(pEpeHINH ABISIETCA APYro crmocod m00bBaHUs KOHGUICH-
LIUAJIBHBIX CBEJIEHUIl — arperupoBaHue. [log arperupoBaHreM NOHUMAETCA
croco0 moytydeHus 0ojiee BaXKHBIX CBEJICHUI 110 CPaBHEHHUIO C BaXXHOCTBHIO TEX
OTJIETIbHO B3SITHIX JAHHBIX, HA OCHOBE KOTOPBIX U MOJYYArOTCS 3TH CBEJICHUA.
Tak cBefieHUs! O IEATENLHOCTH OAHOTO OTIENEHUs WK (uimana Koprnopauuu
o0nagatoT onpeneraeHHbIM BecoM. J/laHHBIE ke 3a BCIO KOPHOPALUIO UMEIOT
KyzAa OOJbIIYI0 3HAYMMOCTb.

Ecnu undepeHnus u arperupoBaHuE SIBISIOTCS CIOCOOAMU JTOOBIBAHUS
uH(pOpMaIU, KOTOPbIE MPUMEHSIOTCS HE TOJbKO B OTHOILIEHUU 0a3 JaHHBIX,
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TO CImoco0 CHenuaIbHOTO KOMOWHHUPOBAHUS 3alPOCOB MCIOJIB3YETCS TOJIBKO
npu padbote ¢ 6a3zaMu JaHHBIX. VICIIOJIb30BaHUE CIIOXKHBIX, & TAKKE MOCIEN0-
BaTEJIbHOCTH MPOCTHIX JIOTUYECKHU CBSI3aHHBIX 3aMPOCOB MO3BOJISIET MOIYYaTh
JAHHBIE, K KOTOPBIM JOCTYIl MOJIb30BAaTENO0 3aKpbIT. Takas BO3MOYKHOCTH
UMeeTCs, MPEXkJIe BCero, B 6a3ax JaHHbBIX, MO3BOJISIIOIIUX MOTy4aTh CTATUCTU-
yeckue naHHble. [Ipu 3TOM OTAeNbHbIE 3a1TUCH, 1TOJIs, (MHAUBUAYaIbHbIC JaH-
HBIC) SBIISIIOTCS 3aKpBITHIMU. B pesynbrare 3ampoca, B KOTOPOM MOTYT HC-
NOJIb30BATHCS UTOTOBBIE OIEPALMM, IMOJb30BATEIb MOXKET IMOJIYYUTh TAKHUE
BEJIMYMHBI KaK KOJIMYECTBO 3aIHUCEH, CyMMa, MAaKCUMAJIbHOE WM MUHUMAaJIb-
HOE 3HaueHue. MIcronb3ys clokKHbIE TEPEKPECTHBIC 3aITPOCHl U UMEIOIIYIOCS B
€ro PactopsDKEHUN JTOTIONHUTEIRHYI0 HH(OPMAITHI0 00 0COOCHHOCTSIX WHTE-
pecyrolieit 3anucH (1oJist), 37I0YMBIIUICHHUK TyTeM MOCIe0BaTEIbHON PUIlh-
Tpalyy 3aIMCed MOXKET MOJYUYUTh TOCTYI K HY>KHOM 3amucu (I0JIto).

PaccmoTpum nipuMepsl nHPEpEeHIIMY 1 KOMOUHUPOBaHUS 3ampocoB. [lomy-
CTUM, MBI UMeeM 0a3y AaHHBIX, KOTOpasl COACPKUT MH(OPMALIUIO O COTPY/I-
HUKaxX HEKOTOporo yHuBepcutera B KamudopHum u Haia 1ejib COCTOUT B
OTpeeICHUN BETUYUHBI 3apaO0THOM IUIATHI OMPENEIECHHBIX COTPYIHUKOB.
[Ipsimoit goctyn k 3Toit mHbopmaruu 3arnpenied. Ho Mbl MoxkeM chopmyiu-
pOBaTh 3alpoOC Ha CPEIIHIOK 3apIUIaTy OINPEIEICHHONW KaTeropuu COTPYIHH-
KOB, K MPUMEPY, CpeIHEN 3apIuiaThl KEHITUH MPOGeccOpoB KOMIBIOTEPHBIX
Hayk. OtBer coctaBua 100 000$. 3arem MBI MOKeM CHOPMYIHPOBATEH EIIIE
OJIMH 3aIpoC, HO YK€ Ha KOJUYECTBO XKEHIIUH MPOPECCOPOB KOMITbIOTEPHBIX
HaykK. OtBeT - oauH. OCTaeTcs BBINOJHUTH Pa3pellEHHBIN 3alpoC Ha MOMCK
YKEHILMHBI TTpodeccopa KOMIbIOTEPHBIX HAYK.

K apyrum xananam yteuku uHGOpPMAIUA MOKHO OTHECTH aHAJIU3 OIITUOOK
1 cooOIIeHn 00 ommMOKax BPEMEHH BBIMOJHEHUS U aHAJIN3 BPEMEHH BBITNOJI-
HeHus 3anpoca. Hanpumep, 3anpoc:

select * from employee where 1/(salary-100000) = 0.23

MO3BOJIUT JIETKO OMNPEAEIUTh HAJIUYHE COTPYAHHUKA, IOIYYarollero
100000. T'enepanusa 3ampoca WM MOJA3AMPOCA, BBIIOJHSIIOMIETO CIOXKHBIE
(nUTENbHBIC) BEIYUCICHUS TIPU HAIMYUH OIMPEACIIEHHOTO (MCKOMOT0) 3Haue-
HUSI HEKOTOporo nojisi B b/l Tak:ke MO3BONUT BBISIBUTh HAIMYHME TAKOTO 3HA-
YEHUS.

[IpotuBoseiicTBre MOJOOHBIM YIPO3aM OCYIIECTBISIETCS CICAYIOIUMHU
METOJIaMU:

e (JIOKMPOBKA OTBETA MPU HEMPABUILHOM YHUCJIE 3aIPOCOB;

® JCKaXEHUE OTBETAa IIyTEM OKPYIVIEHUS W JAPYIOW IpeIHAMEPEHHOU
KOPPEKLINU JaHHBIX;

e paszneneHue 0a3 TaHHBIX;
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® CIIyYaifHBINA BHIOOP 3aMHCH ISl 00pabOTKH;
® KOHTEKCTHO-OPHUEHTHPOBAHHAS 3aIUTA;
® KOHTPOJb MOCTYMAIOIINX 3aIPOCOB.

MeTto OJOKMpPOBKM OTBETA MPHU HENPABUIBHOM YHCIIE 3aIIPOCOB MPEATO-
JaraeT OTKa3 B BBIIIOJHEHHUH 3aIlpoca, €CIM B HEM COAEPKUTCS OOJbILIE OIpe-
JICJICHHOI'O YMCJa COBIAAIOIIMX 3aMCEN U3 NPEIbIAYLIINX 3anpocoB. Takum
o0pa3oM, JAaHHBII MeTOJ O00ECHeYMBAET BBINOJIHEHHE NMPUHILINAIA MUHHMAJIb-
HOWM B3aMMOCBSI3M 3allpOCOB. OTOT METOJ CIOKEH B peaju3alld, TaKk Kak
HE00XO0AMMO 3allOMHHATh U CPABHUBATh BCE MPEIBLIYIIUE 3aIIPOCHI.

MeTon KOppEeKIHH 3aKIII0YaeTCs B HE3HAYUTEIbHOM W3MEHEHUU TOYHOIO
OTBETa Ha 3ampoc nosb3oBatTens. Jig Toro, 4ToObl COXPAHUTh MPUEMIIEMYIO
TOYHOCTbh CTATUCTUYECKON MH(POpPMALIMU, IPUMEHSETCSA TaK Ha3bIBAEMbI CBO-
NUHT JaHHBIX. CYIIHOCTh €ro 3aKJII04aeTcs BO B3aUMHOM OOMEHE 3HAuYE€HUU
MOJIEH 3alliCH, B PE3yJbTaTe YEro BCE CTATUCTUKH 1-TO MOPAJKA, BKIIOYAIO-
e 1 aTpuOyTOB, OKA3bIBAIOTCA 3AUIUIICHHBIMU JUISI BCEX 1, MEHBIIUX WM
PaBHBIX HEKOTOpOMY uuciay. [Ipyu CBONMHIrE pe3ysbTar BBINOJIHEHUS CTaTH-
CTUYECKOM OIlepaliy HE MEHSETCS, HO €CJIH 3J0YMBIIIICHHUK U CMOXET BbI-
SBUTh HEKOTOPbIE 0000IIEHHBIE TaHHBIE, TO OH HE CMOKET ONPEJEINUTD, K Ka-
KOM KOHKPETHO 3aIlMCH OHU OTHOCSITCSI.

[TpumeHnsieTcs Takke METOJ pa3zesieHus: 0a3 JaHHBIX Ha Ipynnsl. B kax-
IYI0 TPYIIy MOXET ObITh BKIIFOUEHO HE 0O0Jjiee OINpeieseHHOro Yucia 3amu-
ceil. 3ampochl pa3penieHbl K JII0OOMY MHOXKECTBY TPYIIN, HO 3alpelaloTcs K
ITOAMHOXECTBY 3aIllMCEeN U3 OOHOM rpynmnsl. [[puMenenue atoro Mmeronaa orpa-
HUYMBAET BO3MOKHOCTH BBIJCJIICHHS JAHHBIX 3JIOYMBIIICHHUKOM Ha YpOBHE
HE HW)XE TpyMIbl 3anuceid. MeTo pa3zaeneHus 0a3 JaHHBIX HE HAlllel IIHPO-
KOr0 MPUMEHEHMS] U3-3a CJIOKHOCTH TOJYYEHHs] CTATUCTUYECKUX JAHHBIX,
OOHOBJIEHUS U PECTPYKTYpHU3ALUU JaHHBIX.

O (DEKTUBHBIM METOJIOM MPOTUBOJACUCTBUS HCCIEIOBaHUIO 0a3 JTaHHBIX
SBJISIETCSI METOJ] CIIy4aifHOTO BBIOOpA 3amucei JJig CTaTUCTUYECKON 00padoT-
ku. Takas opraHusansi BbIOOpa 3amucedl He MO3BOJSET 3JI0YMBILUICHHUKY
IIPOCIIEAUTH MHOKECTBO 3aIPOCOB.

CyIHOCTh KOHTEKCTHO-OPUEHTUPOBAHHOM 3aIUTHI 3aKJII0YAETCS B Ha3HA-
YeHUH aTpuOyTOB OCTyna (YTeHHE, BCTaBKa, yAalleHue, OOHOBJICHHE, YIIpaB-
JICHUE U T. J.) dJIEMEHTaM 0a3bl JaHHBIX (3aMHUCSAM, MOJISIM, TPYIITIaM ToJiei) B
3aBUCUMOCTH OT MpEABIAYIIUX 3alpocoB MoJib3oBarens. Hampumep, mycrthb
MOJI30BATENIO TIOCTYIHBI B OTACJBHBIX 3alpOocax MOJs: «UAECHTU(UKAIIUOH-
Hble HOMEpa» U «(haMUIMK COTPYAHUKOB», a TaKXKe «UICHTU(UKAIMOHHBIC
HOMEpa» M «pa3Mep 3apaboTHOM miuaTe». CONOCTaBUB OTBETHI MO 3TUM 3a-
pocaM, MOJb30BaTENb MOKET MOJYYUTh 3aKPHITYI0 HHPOpPMALIKIO O 3apadoT-
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HOH IJIaTe KOHKPETHBIX PAOOTHUKOB. J[JI1 MCKIIIOUEHUS] TaKOl BO3MOKHOCTH
MOJIB30BATENIO CIICYET 3alPETUTh JOCTYI K MO0 «HACHTH(PUKATOP COTPY-
HHKa» BO BTOPOM 3aMpOCe, €CIIA OH YK€ BBITIOIHUI TIEPBBIN 3a1poc.

OmuuM 13 Hambosiee d3(PGHEeKTUBHBIX METOOB 3aIUTHl HH(POpMaIu B Oa-
3aX JaHHBIX SBJISICTCS KOHTPOJIb MOCTYIMAIOIIUX 3allPOCOB HA HAJIMYNE «I10J10-
3pUTENIBHBIX» 3aIPOCOB MM KOMOHWHAIIMM 3alPOCOB. AHaN3 MOJOOHBIX IO-
IIBITOK TI03BOJISICT BBIIBUTH BO3MOKHBIC KaHAJIBI MTOJTYYEHUS] HECAHKIIMOHUPO-
BAHHOTO JIOCTYIIA K 3aKPBITHIM JIAaHHBIM.

2.2 CKpbITble KaHanbl nepegaym nHdopmauum

HedopmansHo mon ckpeiThiM kanaiom (Covert channel) mepenaun wun-
dbopmalu MOHUMAIOT JIIOOOM KaHall CBSI3M, MU3HAYaJIbHO JUIS Nepefadyu WH-
dbopmanuu He peAHa3HauYeHHBIN. B 0osee 0011emM BUie MO CKPBITHIM, HHAYE
KOCBEHHBIM KaHaJIOM, HapylIeHHUs KOH(PUACHIMAIBLHOCTU MOJIpa3zyMeBaeTCs
MEXaHHU3M, IMOCPEJACTBOM KOTOPOTO CYOBEKT, MMEIOIINM BBICOKUM YPOBEHb
JIOITYCKa, MOXET MPEIOCTAaBUTh OMpPEIeNICHHbIE aCeKThl KOH(MHUICHIIUATHHON
uHpopMaIuu cyObeKTaM, CTEMEHb JOIMyCKa KOTOPBIX HUXKE YPOBHS KOH(DU-
JEHIIUATBHOCTH 3TOW MH(POPMAIIUH.

JI71st opraHu3aIiu CKpbITOTO KaHajla HeOOXOAUMBI TPU Bellv. Bo-TIepBBIX,
OTIPABUTEIb U MOMyYaTeNb JOHKHBI UMETh JIOCTYI K 001ieMy pecypcy. Bo-
BTOPBIX, OTIPABUTENb JOJDKEH HUMETh BO3MOXXHOCTh W3MEHSATh HEKOTOPHIE
CBOMCTBa 00ILIETO pecypca, a MoJdydaTeab — UMETh JOCTYIl Ha MPOCMOTP 00-
mero pecypca. Hakoser, oTmpaBUTeNb U MOJydaTesib JOJDKHBI UMETh BO3-
MOYXHOCTb CUHXPOHU3UPOBAThH CBOU JCHCTBUS.

CKpbIThie KaHaAJIbl MPAKTUYECKH HEBO3MOXKHO YCTPAHUTh, U HAIllA YCUIIUS
JOJDKHBI OBITH HAMNpaBJi€Hbl HA MUHUMM3ALUIO TPOIMYCKHON CIOCOOHOCTH
ATUX KaHajoB. HaBepHOe, €IMHCTBEHHBINA CIOCOO YCTPaHEHUS CKPBITHIX KaHa-
JIOB 3aKJIIOYAETCS B MOJIHOM JIMKBUJALIMKM BCEX OOIIUX PECYPCOB U BCEX KOM-
MYHUKAaIHH.

BoIaensitoT cienyronme TUIBI CKPBITHIX KaHAJIOB:

1. CkpbIThle KaHAJIBI 110 MaMSITH, B KOTOPBIX MH(pOpMaIIUs Tiepenaércs ve-

pe3 JOCTyN OTIPABUTENS HA 3aMUCh U MOJydaTess Ha YTeHHWE K OJTHUM
U TEM K€ pecypcamM Uiu 00beKTaMm;

2. CKpbITble KaHAJIbI 10 BPEMEHHU, KOTOPbIE XapaKTePU3YIOTCS JOCTYIIOM
OTIIPABUTENA U MOJIy4YaTels K OJHOMY U TOMY K€ IIPOLIECCY WIN U3MeE-
HSIEMOMY BO BpPEMEHU aTpuOyTy.

[IpuBenéM mnpuMepbl CKPBITHIX KaHaJoB mepenayn uHpopmanuu. Pac-
CMOTPHUM CUCTEMY, B KOTOPOU UMEIOTCS [BA YPOBHSA CEKPETHOCTU: BBICOKUN U
Huskuii. Ilepenaua undopmanuu ¢ ypoBHss Huskuii Ha ypoBeHb Bbicokuit
paspelleHa, a B 0OpaTHOM HalpaBJIeHUH — 3ampelieHa. Lens Hapymmrens co-
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CTOUT B TOM, YTOOBI OPraHU30BaTh CKPBITHIA KaHaJ IS Mepeaadyu uHpopma-
MU OT MPOrPaMMHO-ANIapaTHOrO areHTa, (QyHKIHOHUPYIOWIEro B cpene Bol-
COKHi, K APYyroMy NMporpaMMHO-aNmnapaTHOMy areHTy, QyHKIIMOHUPYIOIIEMY
B cpene Huskuii. CyOnekT, GyHKIMOHUPYIOMUN B cpefe Bricokuii, MOXeT
COBEPpILIATh COBEPIIEHHO O€300UIHbIE IEHCTBUS, HAIIPUMED, MEHITh HACTPOIi-
KU TapamMeTpoB OE€30MacHOCTH 3JEMEHTOB (DaillioBOM CHCTEMBI, JOCTYIHbBIE
Uit HaOmoaeHus: B cpene Huskuil. B 3ToM ciiydae 370yMBIIIUVIEHHUK MOXKET
3aKOIMPOBAThH TepeaBaeMylo MH(POPMAILUIO B 3HAYEHUSX MapameTpoB Oe3-
OMACHOCTHU T€X WJIM UHBIX AJIEMEHTOB (PaillIoBON CUCTEMBI.

[Ipumep CKpBITOro KaHaja 1o BpeMEHH. B 1aHHOM ciiydae Mexay ypoB-
HsMu Breicokuit 1 Huzkuil HeT 001mux pecypcoB, 3a UCKITIOYCHHEM HEKOTOPOI
CUCTEMHON OMOJMOTEKH WM MPWIOKEHUS, TOCTYNl K KOTOPOMl BO3MOKEH
TOJIBKO Ha yTeHue. [ opraHu3anuu CKpbITOTO KaHajla nepenadyu uHpopma-
uu CyOBeKT B cpeie Bricokuii MOXeT MOIyJIUpPOBAThH ONPEEeIEHHBIM 00pa-
30M MHTEpPBAJIbI 3aHATOCTH OMOIMOTEKHU, a CyOBeKT B cpene Huzkuili — ckanu-
pOBaTh BpEMsl 3aHATOCTH OMOJIMOTEKH, OCYLIECTBIISAS 3alIPOChl K HEW ¢ 3aaH-
HOM MEPUOJIUYHOCTBIO.

Eme onun npumep: cotpyaauk Alice ¢ ypoBHeM momycka Top Secret xo-
4eT MepesaTh HEKOTOPOE KOJIMYECTBO CEKPEeTHOW MH(pOpMalUU COTPYIHUKY
TOW K€ OpraHu3aliM, HO YK€ C MUHUMAJbHBIM YPOBHEM J0MycKa. Y 000ux
COTPYJHHUKOB €CTh JIOCTYI Ha YTEHHE HEKOTOPOTO KaTajiora B 00LIEM pecypce.
Jlononautensao Alice MoxeT co3aBarh U yAaisTh (Gailjibl B ITOM KaTaJore.
Torna nyis nepenaun napopmaru Alice MoXeT co3maBaTh U yIaIsaTh (haii ¢
OnpeaeeHHbIM UMEHEM B 3TOM KaTajore ¢ 3apaHee yCIOBJICHHOW Nepuoany-
HocThi0. Eciii monib3oBatens Bob, npocmarpuBas karasior, BUINUT B HEM (aiil,
To mepenana 1, ecnu Her — 0. Konewuno, mng mepenauu, Hanpumep, ¢aiina
pazmepom 100M6 ¢ nepuonuunocteio 1 cex (1 out B cekynmy) Alice motpe-
Oyercs 25 net, HO ans nepenaun 256-bit AES key yxe tpeOyercst MeHbIe 5
MUHYT.

[Togxoapl K pEIIEHUIO 3aJayd BBIABICHHS CKPBITBIX KaHAJIOB IEepeaadn
MH(pOpPMaIMU B HACTOSIIEE BPEMs aKTUBHO M3y4YalOTCS U COBEPILIEHCTBYIOTCS.
Ha ceroansinuii neHp Hanbosiee pacpoCTpaHEHbI CIETYIOIINE METOIbI:

1. Meron paznensembix pecypcoB Kemepepa, KOTOPBI COCTOUT B ClIeNTy-
IOLEM: JUISl KQXJI0ro pa3JeisieMoro pecypca B CHCTEME CTPOMUTCS Mart-
pHIla, CTPOKHM KOTOpPOHl COOTBETCTBYIOT BCEBO3MOXKHBIM aTpHOyTam
paszensieMoro pecypca, a CToJa0Ibl — ONEepalsaM, BHIIOIHIEMBIM B CH-
cTeMe. 3JHAYeHUs B silU€MKaX MaTpPUIbl COOTBETCTBYIOT BO3ICHCTBUSIM,
OCYUIECTBJISIEMBIM NIPU BBIMOJIHEHUU TEX WM MHBIX Olepanuil B OTHO-
HIEHUW aTpuOyTOB paszzenigeMblx pecypcoB. llomyunBmiascs B pe3yib-
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TaTe MaTpHIla MO3BOJIAET OTCIAEAUTh MH(POPMAIIMOHHBIE MOTOKH, CYIIe-
CTBYIOILIME B CUCTEME.

2. CurHaTypHbIN aHaJIU3 HMCXOJHBIX TEKCTOB MPOrpaMMHOro obecreye-
HUsl. JIaHHBIM METOJ MpEAnoiaracT MPOBEACHHUE aHAIN3a MCXOIHBIX
TEKCTOB MPOrPaMM C LEIBIO BBISBICHUS KOHCTPYKIMM, XapaKTEPHBIX
JUISl CKPBITBIX KaHAJIOB nepenaun uHdopmanuu. HeodxoaumocTs mpo-
BEJICHUS aHaJM3a aBTOMATU3UPOBAHHBIX CHUCTEM B XOJI€ MPOBEACHUS
CepTU(PUKAMMOHHBIX HCIBITAHAA PETIAMEHTUPYETCSI COOTBETCTBYIO-
IIUMHU OIIEHOYHBIMH CTaHAAPTAMU U OOBIYHO SIBJISIETCS. HEOOXOIUMBIM
JUJIS1 BBICOKO TOBEPEHHBIX CUCTEM.

2.3 SQL unHBbekuun

Wuveknuert SQL (SQL Injection) Ha3pIBarOT TEXHOJOTHIO B3JIOMa, KOTO-
past nobaBiisgeT B mapametp auHamuueckoro SQL He TpeOyemoe 3HaueHue, a
HekoTopbId koj SQL. DTa TexHosmorus oco00 omacHa Te€M, 4TO JIt00O0H, KTO
umeeT goctyn k Bl win Web-caiity opranmu3anuu, odpararomeiics k BJI, u
CrocoOC€H BBOAUTH JAHHBIE B TEKCTOBBIE MOJISI, TOTEHIIUAIIBHO MOXET CTaTh
HMCTOYHUKOM aTaK ¢ IMoMoIbio MHbeKIni SQL. SQL-MHBEKINS MOXKET BO3-
HUKHYTH B CIEAYIOUIUX CIydasX:

e 1iepeJaya BPEIOHOCHOIO KOJa B MapaMeTpbl JUMHAMUYECKOTO 3arpoca

(mpuKperuIseMsblit Koa U u3MeHeHHbIe peiokenuss WHERE);

e HemnpaBWIbHas 00pabOTKa TUIIOB,;
e nouck ya3sumMoctu B CYB/I;
® YCJIOBHBIC OIIHOKHU.

CymiecTByeT MHOKECTBO BPEJOHOCHBIX ITPUEMOB, HMCHOJIB3YIOIIUX IPU-
KperuisieMbli koA U u3meHeHHble npenoxenuss WHERE. Pacemorpum ciie-
OYIOIINUE U3 HUX:

IIpukpensenue BpeIOHOCHOT0 Koaa. JloOaBieHuWe TepMUHATOpA WH-
CTPYKLMH, Apyrod uHCTpykuuu SQL W conepKMMoro BBOJA IO3BOJISIET
B3JIOMILMKY ME€PeaaTh NPOrpaMMHBINA KOJ B CTPOKY BbINOJIHEHUA. Hanpumep,
[IPUJIOKEHUE CUUTBIBAET IapameTp CUStOMEr u3 Iojs BBOAA, Pa3MELLIEHHOIO
Ha ¢popme, U AuHamudecku popmupyet ctpoky SQL Buaa

qguery = " SELECT * FROM Customers WHERE CustomerName ='" +

customer +"'"

Ecnu mosp3oBarens B3aMEH BBOJA MMEHU KIMEHTA BBOJIUT CIIEAYIOLIYIO
CTPOKY:

Cupnopor'; Delete FROM Orders--

TO B AuHamuyeckyro cTpoky SQL Oyamer poGaBinena wunctpykuus DDL
DELETE, kotopas u OyeT BbIIIOJIHEHA B MAKETE C OCHOBHOM:
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SELECT * FROM Customers WHERE CustomerlD ='Cumopor'; De-

lete FROM Orders-—-'"

TepmuHaTop WHCTpYKIMU (;) 3aBepliaeT 3aJI0KEHHYIO MPOTPaMMHUCTOM
oneparuto, nocie yero CYBJ] paccMarpuBaeT npoaoKAOIIMICA TEKCT KaK
CJIEIYIONTYI0 MHCTPYKIIMIO B TIaKeTe. 3aBepIaroinas KaBbldka MOTJIa Obl TIPH-
BECTH K OIMOKE BBHIITOJTHEHHUS, OJJTHAKO 3Ta IPoOIeMa MpOoCTO periaeTcs myTeM
nobasieHuss Mapkepa komMmenTtapus (-- it MS SQL Server). B pesynbrare
HOJy4uM IycTyro Tabauily 3aka3os (Orders).

Cpeau npyrux MomyJsipHbIX MPUKPEIUIIEMbIX KOJIOB MOKHO OTMETHUTh 3a-
nyck koMmaHawsl Xp commandshell (8 MS SQL Server) u ycraHoBKy mapoJis
JUTSI TIOJTb30BATES Sa.

Ipukpennenue Or 1=1. Eme onaum MetooM "unbekiui" SQL sBiser-
csa monudukarus npeaioxkenuss WHERE s BeiGopku Oosblero kosmue-
CTBa CTPOK, YeM ObLIO M3HAYAJILHO MpeaycMoTpeHo. Ecinu nonb3oBaTenb BBO-
JUT B TEKCTOBOE TIOJIE CTPOKY

123" Or 1=1 --

To ycinoBue 1=1 (koTopoe Bcerja MCTHHHO) BHEAPSAETCS B MPEJIOKECHUE
WHERE:

SELECT * FROM Customers WHERE CustomerlD='123' or 1=1 --'

Tak Kak B MHCTPYKIIMM OTOUPAIOTCSI BCE CTPOKH, J1aJiee€ BCE 3aBUCUT TOJb-
KO OT TOr0, KaK cucreMa o0pabaTbiBaeT MHOXKeCTBa CTpoK. OIHAKO HE3aBH-
CUMO OT 3TOTO0, MPOrpaMMa CJIeJTAeT COBCEM HE TO, YTO JOJDKHA Obla CAeNaTh.
WNnu BBeeM B moJie BBOAA NapoJis CAEAyoLIee

secreta net' Or 1=1 -- [Homyuum:

SELECT * FROM users WHERE username = 'james' AND password

= 'secret' OR 1=1--"

3HadyeHue 1=1 Bcerna UCTMHHO, TAKUM 00pa30M, 3HAUEHUE NApOJIs yKe HeE
OyZleT UMETh 3HAUYCHUSI.

KomMmenTupoBanme koaa. Eie ogHON pacnpocTpaHEeHHON "MHBeKIuen"
koga SQL sBseTCss KOMMEHTUPOBAHUE OCTAJIBLHOM YacTH KOJIa, MOJIeXKAIero
BbINOJIHEHHUIO. Eciu mosnb3oBarens BBoauT B Web-popmy perucrpanmu Ha
caure:

UserName: Joe' --

Password : qwerty
TO PE3yJbTUPYIOIIYI0 UHCTPYKIUIO SQL MoxkHO OyJeT mpouuTath ClIeayro-
UM 00pa3oMm:

SELECT UserlD FROM Users WHERE UserName = 'Joe'--' AND
Password = 'gwerty'
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Bxirouenne Mapkepa KOMMEHTapHsi B MOJIE UMEHH TOJIb30BaTElIsl TPUBO-
IUT K TOMY, YTO JajbHenmas yacte npegioxenus WHERE, Bxirouas ycio-
BHE JIJIS TAPOJIsi, UTHOPUPYETCSL.

I'enepanus ommook. [IpoBepka ys3umoctu aia SQL uHBEKIUi myteM
BBoJa '*** B mose BBoja. OIMHOYHBIEC KABBIUKU BCTABJISIIOT TAKXKE B CTPO-
ky URL 3ampoca. Bo3Hukatromias HeoOpaboTaHHas OIIMOKAa MOXKET MPeI0cTa-
BUTh MHOTO MH(MOpMAIUK Il HapyuTens. Eciy B3IOMIMK NOTyYUT OLIno-
Ky BHJIA

Microsoft OLE DB Provider for ODBC Drivers error '80040e14'

[Microsoft][ODBC SQL Server Driver][SQL Server]Incorrect syntax near the

keyword ‘or".

/wasc.asp, line 69
TO BEPOSITHOCTh OCYIIECTBIICHUS BTOpKeHHs myTeM SQL uHBEKuuil Oyner
JIOBOJIBHO BBICOKOM.

MoxHO TakXe BBECTHM KaBBIUKY MpPU 3alpoce OlpejiesieHHoro (aiina
(Hanpumep My3bIKabHOTO (haiina). B oTBET mosiyunm 4to TO mogoOHOoE cie-
ayromemy: Warning: file(./data/music/Sunny.mp3): failed to open stream: No
such file or directory in C:\Website\index.php on line 27. TToixyyeHHoe coo0-
nieHue o0 omuOKe MO3BOJISET JETKO Y3HATh, II€ XpaHATCS (Dailiibl.

OmnpeneneHHbIM 00pa3oM cPOpMYITUPOBAHHBIE 3alIPOChl MOTYT AaTh J0-
CTYII K CTPYKTYpE JaHHBIX (MMeHaM ToJiei u Tabuuir). Harmpumep, 1715 moucka
ySI3BUMOCTH Ha caiite, HanmucaHHoM Ha si3bike PHP u ucnonssyronium CYB]]
MySQL, MoxxHO TOonpoOoBaTh Clenyomiee:

http://.../php?id = 12 + union + select + null,null,null +

from + users/*

(3meck /* aTo cumBos kommeHTapus B MySQL). [TpaBuibHbIE BBITIOJTHCHHBIC
3ampochl OyAYT COOTBETCTBOBATH CYIECTBYIOIIUM MMeHaM Tabmnui. Cieayer
MIPOBEPUTH HA CYIIECTBOBAHUE TAOJIHUIL USers, passwords, regusers  T.1. 3aTeM
BBITIOJTHSIEM
http://.../php?id=9999+union+select+'test’',null,null/*
http://.../php?id=9999+union+select+null, 'test',null/*

BBon mogoOHBIX KOMaHI HEOOXOJUMO MPOJOJDKATh JO TEX MOp, IMOKa
Ha3BaHHE MOJs (CJIOBO test) okaxkeTcsl B Hy>)KHOM Mmecte. «Ilone3HbiMmy sBiis-
FOTCSl TAKXKE CIICIYIOIINE KOMaH/IbI:

http://.../php?id=9999+union+select+null, DATABASE () ,null/*

http://.../php?id=9999+union+select+null, USER() ,null/*
http://.../php?id=9999+union+select+null, VERSION () ,null/*

MoxHO Takke MOompoOOBaTh W YSI3BHUMOCTbH, IMO3BOJISIONIYIO 3arpykaTh
(aiiiel ¢ cepBepa:

http://.../php?id=9999%+union+select+null, LOAD FILE('/etc/p

asswd'),null/*
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Ecnmu HeT BO3MOXHOCTM TpPHUMEHEHHS union B 3ampoce (Hampumep,
MySQL umeer Bepcuro 3.*), To MHBEKIINIO MOKHO UCIIOJB30BaTh IS TOTO,
4TOOBI 3aCTAaBUTH CepBep 0a3bl JAHHBIX MCYEpIaTh BCE CBOU pecypchbl. s
ATOro MOXKHO Hcnoiib3oBath PyHkiuio BENCHMARK, kortopasi moBTopsieT
BBIIIOJTHEHUE BBIPAXKEHUS €XPr 33/IaHHOE KOJIMYECTBO pa3, YKa3aHHOE B apry-
MeHTe count. CocTaBiIeHHBIN 3aMpoc OYJET BHITJISIETh CIETYIOUUM 00pa3oM:

http://.../php?id=BENCHMARK (10000000, BENCHMARK (10000000, md

5 (current date)))

1000000 3ampocoB mdS BBIMONHAIOTCA (B 3aBUCUMOCTH OT MOIIIHOCTH Cep-
Bepa), MpUMEpHO 5 cekyHI. BioxenHwrid benchmark Oymer BBIMOTHATHCS
OYEHB JIOJNTO Ha JIIOOOM CepBepE.

3ammra or SQL umHbekumii. [IpenoTBpatuTe NpOHWKHOBEHHE "MHBEK-
nuil" K0Ja MOKHO HECKOJIBKUMU Ty TSMU.

1. B3ameH auHaAMUYECKOTO (HOPMUPOBAHMS HHCTPYKLHMM HCIOIb30BaTh

IIOATOTOBJICHHBIE HHCTPYKIIUU, HAIIPUMED:

PreparedStatement pstmt= conn.prepareStatement ("select
balance from account where account number =2?2%);
pstmt.setString(l,accnt number) ;
pstmt.execute() ;

2. Tlpow3BoaWTh MPOBEPKY THIA BBOJAMMBIX JAHHBIX M OTPAHUYUBATH
YHUCJIO BBOAUMBIX CUMBOJIOB.

3. Hcmnonb3oBaTh coXxpaHEHHbIE MPOIEAYPHI U (PYHKITUH.

4. TlpuMeHATh (PYHKITUH, aBTOMATHYECKH YCTPAHSIOIMINE MOTCHITHATBHO
OTaCHBbIE CHMBOJIBI MJTU TTOCIIEAOBATEILHOCTH CHMBOJIOB, COJIEPIKaIIIe
TEPMUHATOPHI WHCTPYKIIUH, KOMMEHTApUU, OJUHOYHBIE KABBIUKU U
cumBosIbl Xp  (mmst SQL Server) u3 BBoauMbIX naHHbX. Hampumep:
dbynkuus O6mokupoBku mysql real escape string() B8 MySQL 6moku-
PYET BBOJI OJJUHOYHBIX KaBbIUEK, TEPMUHATOPOB MHCTPYKIUNA U TMPO-
yee.

5. TmarenbHO onpeensaTh MpaBa A0CTyNa, YTOObl MHCTPYKIIMHU HE UMEIN

paspenienuit Ha 3anyck DDL unctpykiuii.

6. OtkirouaTh Bbijayy HE0OOPaOOTAHHBIX OIIMOOK.

[Tpobneme mubekuii kona SQL criegyer ynensTh MOBBIIMIEHHOE BHUMA-
Hue. Ecau Bame npuiioxkeHue npeanojaraeT BBoJ AaHHbIX U3 MHTepHeTa, n
Bbl HE MPEAYCMOTPUTE JACUCTBUS, HAIPaBICHHBIE MPOTUB IMOTEHUIMAIbHBIX
MHBEKIUH, pa3pylieHre 0a3bl JaHHBIX CTAHET TOJILKO BOMPOCOM BPEMEHH.
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3. YnpaBneHue [oOCTYNnoM K AaHHbIM

B n1o601i opranu3anuu A€HCTBYIOT ONpPEE/ICHHbIE TPaBUIa HAKOIUIEHUS U
WCIIOJIb30BaHUsl CBEACHMI, OTPAHUYUBAIOLIUE JTOCTYN K HH(POPMAIMOHHBIM
pecypcam. KoHKpeTHbIE TpaBMiia OMpenessitoTcss WHOOPMAIIMOHHONW MOIUTH-
KOW PYKOBOJCTBA NPEANPUATHS, OJHAKO B JIFOOOM CiIy4ae pa3yMHbIE OTPAHH-
YEeHUS JOCTyIla OCHOBAHbI Ha CJIEAYIOIMINX MPUHIHUIIAX:

® TMpEANpUSTHE SABISAETCS COOCTBEHHMKOM BCEH CITy:keOHOW MH(popMa-

LIUH, TTIOJIyYE€HHOH €ro NMoApa3elIeHUIMU WIH CIyXKaIUMH;

® [IOAPA3JICIICHUE WU CITY>KAIUi SBJISICTCS BJIAJCIIBIIEM ITOJTYICHHON UM
uHPOPMAIIMM U MOXET HUCIOJb30BaTh €€ B WMHTEpecax MHpeIIpHSTHS
0e3 OrpaHNYCHUN;

® CIyXKalllui UMEET MPaBo JOCTyIa K TEM U TOJIBKO TEM CBEJCHUSIM, KO-
TOPbIC HEOOXOAUMBI JIJIsl UCTIOJTHEHUSI €T0 CITY>KEOHBIX 00SI3aHHOCTEH;

e CIyXalllui MMEET MPaBO BBHITIOIHATH T€, U TOJBKO T€ MAHHUITYJISAIIUH
JTOCTYITHBIMU CBEJICHUSIMH, KOTOPBIE OOYCIIOBJICHBI €T0 CIYKECOHBIMH
003aHHOCTSIMH.

OTH IPUHLMUIIBI PEATTM3YIOTCS B BUAE CUCTEMBI IPABUJI, OTPAHUYUBAIOIINX
paBa JIOCTYIa CIyXaluX K HHPOPMAIMOHHBIM pecypcam npenrpusitus. Co-
BpeMeHHble CYBJ[ nMMeroT Xopowo pa3BUThIE CPEACTBA MOAIEPKKU 10J100-
HBIX MPaBUJI - NOJCUCTEMbI aIMUHUCTPUPOBAHUS JaHHBIX. Llenbro noacucre-
MBI QJIMUHUCTPUPOBAHMUS SIBJISIETCS OOECIEeYeHHE CAHKIMOHUPOBAHHOIO J0-
CTyla CHyXXalluX MOPEeANpPHUSATHS K XPaHUMbIM AJaHHbIM. C KOHUENTYyaJIbHOU
TOYKU 3pPEHUsI OHA JIOJDKHA oOecrieurBaTh HajelieHue mnosib3oBateneit CYB/]
MPUBUJICTUSAMHU IO OTHOIICHUIO K JTAHHBIM U KOHTPOJUPOBATH MPEAOCTABIIC-
HUE KOHKPETHOMY I10JIb30BATEN0 TOJBKO ONPEACIEHHBIX I HETO MPUBUIIE-
TH.

3a mpeAocTaBiIEHUE MOJIB30BATENSAM JOCTYNa K KOMIIBIOTEPHON CHUCTEME
OOBIYHO OTBEYACT CHUCTEMHBIM aJIMHUHUCTPATOpP, B OOSI3aHHOCTH KOTOPOTO
BXOJUT CO3JaHHE YUYETHBIX 3alIMCEU Mobp30Baresel. KaxaoMy mosp30BaTennto
MIPUCBANBACTCS] YHUKAIbHBIM WACHTH(UKATOP, KOTOPBIM HCIOJIB3YETCs OTle-
PAIMOHHOM CUCTEMOM JIJIsl TOTO, YTOOBI OMPEAEINTh, KTO €CTh KT0. C KaKIbIM
UJEHTU(PUKATOPOM CBSI3BIBACTCS TAPOJib, BEIOMPAEMBIN MOJIb30BATEIIEM U U3-
BECTHBIM ONEPAllMOHHOMN cucteme. lIpu perucrpanuu nosb3oBaTeNb TOJKEH
PEeAOCTaBIATh CUCTEME CBOM TMaposib 1 ayTeHTudukanuu. [TogqoOHas npo-
Lelypa MO3BOJISIET OPraHU30BaTh KOHTPOJIUPYEMBIA JOCTYIl K KOMIIBIOTEPHOM
cUCTEME, HO He 00s3aTeibHO mpenocTaniseT npaBo aoctyna k CYBJ[ wiun
VHOM MPUKIATHOU ITporpamme. s moaydeHus: noiap30BaTesieM mpaBa JI0CTy-
na Kk CYB/] MoXxeT ncronp30BaThes OTaeIbHAs mogo0Has nporeaypa. OTBeT-
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CTBEHHOCTb 3a TpenocTaBieHue npas gocryna k CYBJl o0praHO HeceT aamu-
HUCTpPATOp 0a3bl IAHHBIX, B 00SI3aHHOCTH KOTOPOTO BXOAUT CO3/IaHUE WH]IU-
BHUIYQJIBHBIX HJICHTU()UKATOPOB TOJIH30BATEIICH, HA ATOT pa3 yXKe B Cpele ca-
moit CYB/I. Kaxxnaplii u3 unentudukaropon nonszoBateneit CYBJ Taxxke cBsi-
3BIBAETCS C IapOJIeM, KOTOPBIM JOJDKEH OBITh M3BECTEH TOJIBKO JTAHHOMY
10JIb30BaTEIIIO.

Hekoropsie CYB]] mogaepKuBarOT CIUCKH Pa3pellieHHbIX UACHTU(UKA-
TOPOB MOJI30BATEIEH M MAPOJICH, OTIIMYAIOIINECS OT aHAJIOTUYHOIO CIIHCKA,
noanepxuaemoro OC. Jlpyrue tunel CYB]] moaiepXuBarOT CHOUCKH, dJie-
MEHTBI KOTOPBIX PUBEICHBI B COOTBETCTBUE CYIIECTBYIOIIUM CITUCKAM IOJIb-
30BaTEJIEN ONMEPALMOHHON CHUCTEMBI U BBINIOJHAKOT PETUCTPALAIO, UCXOAS W3
TEKYIeT0 UACHTU(UKATOPA MOJb30BATENS, YKA3aHHOTO UM IIPU PETUCTPaALUU
B CHCTEME. DTO MPEIOTBPAIIAET MOMBITKH MOJIb30BATENEH 3aPETUCTPUPOBATH-
csa B CYB]] nmoa uneHTuduKaTopoM, OTJIIMYHBIM OT TOTO, KOTOPHIA OHU TMOJIb-
30BaJIv MPU PETUCTPALMU B CUCTEME.

Hcxons u3 BhIIECKa3aHHOTO, CHOPMYIUPYEM TEPMUH «YIPABJICHUE JO-
CTymom» OoJjiee JeTaIbHO. Ynpasienue 00CmMynom €CTh METOJ 3aIllUTHl WH-
dbopmaluu MmyTeM peryJMpOBaHUS HCIIOJIb30BAaHUS PECYPCOB CHUCTEMBI (dJIe-
MeHTOB BJI, mporpaMMHBIX M TEXHHYECKUX CPEJACTB). BKiroyaeT ciemyroriue
(YHKIIUU 3aIUTHI:

® yjeHTU(UKAIMS TTOIH30BATEIICH U PECYPCOB CUCTEMBI;

® YCTaHOBJICHUE MOJJIMHHOCTA OOBEKTAa WM CYOBEKTa MO MPEIbIBIICH-
HOMY UM UJeHTU(UKaTOpY (ayTeHTU(DUKAITHSA);

® pasrpaHMyYEHUE U MpOBEpKa MojgHoMouui (aBTropu3zanus). Co3zmaHue
yCIJIOBUI pabOTHI B TIpeieNiaX YCTAHOBJICHHOTO PETJIaMEHTA;

e perucrpaiys oOpalieHnil K 3alMIacMbIM pecypcaM (IIPOTOKOIUPOBa-
HUC U ayIUT);

¢ pcarupoOBaHHUC IPH IOIIBITKAX HCCAHKIIMOHWPOBAHHOI'O JOCTYIIA.

3.1 UpgeHTudUKauma n ayteHTUdMKaLmusa nonb3oBaTenen

Jyis Toro 4to0Obl moay4yuTh A0cTym K B/, mosib3oBarens HOKEH yka3aTh
cBoii maeHtudukarop (ID) u moATBEpAMTH MPaBO HA €ro KCIOJIb30BaHHE.
Ono3HaB MOJIb30BaTENsA, CHCTEMA TOTOBA BBIIIOJIHATH ONEPALMH HA/l TaHHBIMU
oT ero uMmeHu. B 3aBucumoctu oT TpeOyeMoil cTerneHu 3alMIIEHHOCTU CH-
CTEMBI MOTYT MCIIOJIB30BaThCA Pa3JIMYHbIC IPOLIEAYPHl YCTAHOBIICHUS JIMYHO-
cTH noas3oBatens. [IpuBenem nmpocreiiiye U HandoJIee YaCTO UCIIOJIb3YEMbIE
IpOrpaMMHbIE IPOLEAYPhI ayTeHTU(UKAIINHI, HE CBS3AHHBIE C aHATU30M «IIO0-
YyepKay MoJIb30BaTelis (HalmpuMep, 0 CKOPOCTH Ha)KaTus KJIaBUII KJaBUATY-
PBI U JUIUTEIILHOCTH Tay3 MEXY OTJIEIbHBIMU HAXKATUSIMHU ):
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Ilaponvnaa 3awguma. B npocrenmem Bapuante ¢ ID cBa3piBaeTcs nmapoiib
- W3BECTHBIA TOJIbKO Biazenblly ID u cucteme HabOp CUMBOJIOB (CEKPET).
MuHrMaNbHBIN Ha0Op NMoJHOMOYMH Biajaensua ID B 3ToM BapuaHTe BKIIOYaA-
€T IIpaBa BX0/la B CUCTEMY W M3MEHEHHs cBoero mapoiisi. Hu onun nonb3oBa-
TeNb (BKJIIOYas aIMUHUCTPATOPA CUCTEMBI) HE UMEET IIpaBa IPOCMOTpa napo-
neil. [Taponu XpaHsTCs B BUIE X31I-KO/1a WK B 3alIM(POBAHHOM BUJE.

Peanusys nmaposibpHy0 3aluTy, aIAMUHHUCTPATOP JOJDKEH ONPEIENIUTh all-
(aBuT maposel U UX JIUHY, @ TAKXKE YCTAaHOBUTh MAKCUMAJIbHOE YUCIIO IO-
IBITOK BBOJIA MAPOJIS W/WIM BPEMsI PEAKIMM TOJIb30BATENs HA 3aIIPOC MapoJs.
Cnenyer uMeTh B BHIY, YTO 4eM Oorauye andaBUT W JJIMHHEE MapoOiib, TEM
TpYyJIHEE B3JIOMATh 3aIIUTY MyTEM ero noadopa. OgHako, ¢ Jpyroil CTOPOHHI,
JUIMHHBIA ¥ M30ILIPEHHBIN MapoJib TpyAHee BBECTH Oe3 ommOok. s moBbI-
HIEHUS! HaJEKHOCTH 3aIIUThl MOXKET OBITh YCTAHOBJIEH CPOK JEUCTBUS MapOJIs
WM MAaKCUMAaJIbHOE YMCIIO MOAKIIOYEHUH C 3THM MapojieM. J[OMOIHUTENbHO
BBOJIAT 3aJIEPKKy IPU BBOJE HEMPABWIBHOTO MAapoJid, OTOPAKOBKY MapoJien
10 CJIOBAPIO M )KYpHAIY UCTOPUM Napojeil. B psae ciayyaeB BBOAAT 3anpeT Ha
BbIOOp MapoJisi MOJIb30BATEIEM M MPOU3BOASIT ABTOMATHYECKYIO T€HEPALHIO
napoJs.

3awguma "eonpoc-omeem'’. bonee CIOXHBIA BapuaHT 3alllUThl BXOJa
MOKeT ObITh TakuM. Bragenen ID BBOAUT NpU perucTpaliuu CEpUIO BOIIPOCOB
BMECTE C OTBETAMH. BONPOCH UMEIOT JMYHBIA XapakTep, NO3TOMY IIPABUIIb-
HbIE OTBETHI HA HUX HEBO3MOXHO yragaTts. Hanpumep: "Ha kakyro MIKOJbHYIO
KJIMYKY oT3bIBaeTca Bam mnemsnuuk?", "I'me poaunacs Bama 6abymika?" u
T.1. J{71s1 yCTaHOBIJIEHUS IMYHOCTH TMOJIb30BATENS IPU MOMBITKE BXO/a CUCTEMA
MPEABSBISIET €My CIy4allHO BbIOpaHHBIN Bonpoc(bl) U3 3TOM CepuUu.

Ilpedonpedenénnwtit ancopumm. Eciii NOTEHUUAIBHBIN 3JI0YMBIIIJICHHUK
MOET MOJKIIFOUUTHCS K KOMMYHUKAIIMOHHOW JIMHUH, CBS3bIBAIOLIEH KOMIIb-
IOTEP-KIMEHT C CEPBEPOM, TO JJIA 3aLIUTHI BX0JIa MOYKHO MCIOJIb30BaTh MpeE-
ONPEAECIICHHBIN aJITOPUTM, U3BECTHBIN Biaaenbply ID u cucreme. [Ipu nomnsit-
K€ BX0Jla CUCTEMA MPEABABISAET MOJIb30BATENO CiydyaliHoe yucio. [lomp3o0Ba-
TEJb JAOJDKEH BBINOJHUTH HyXHbIE MpeoOpa3oBaHus U BBecTH pesyinbrar. [lo-
CTOPOHHHUIN HaAOJI0aTeNlb HA JIMHUU MOXKET YBHUJETh TOJBKO UCXOAHOE U KO-
HEYHOE ymcia. Takoro BUAa 3aliuTa Moyyuia IUPOKOE PACIPOCTPAHEHHE B
WuTepHeT cucrteMax AocTyna K 0aHKOBCKOMY cueTy. Bragenbily cuera Bblja-
€TCSl CHELUAIbHOE MOPTATUBHOE YCTPOMCTBO, OCHALIEHHOE CUYUTHIBATEIIEM
uH(popmaluu 13 yuna 0aHKOBCKOM cMmapT-kapThl. [Ipu ycTaHoBieHun coeau-
HEHUsl BiaJieNiel] JOJDKEH BHAvalle BCTAaBUTh KapTy B CUUTHIBATENb, BBECTU
NUH-KOJ, a YK€ 3aTe€M BBECTH CIIy4YailHbIM 00pa3oM CreHEpUpOBaHHOE Ha
cTpanuile Aoctyna yucio. OTBET JAHHOTO YCTPOMCTBA MOChUIA€TCS 0OpaTHO
Ha cepBep.
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[Tpu coenuHeHNN MO CETH ayTEHTHU(PHUKAIUIO TOJDKHBI TPOUTH 00a coemu-
HAomMxcs 00bekTa. [locne ycTaHOBIEHUSI COETMHEHHS] HEOOXOUMO BBIIOJI-
HUTH TPEOOBAHUE 3ALTUTHI TPU OOMEHE COOOIIECHUSIMMU:

® [I0JIy4aTesb JO0JKEH ObITh YBEPEH B MOAJMHHOCTY UCTOYHHUKA JAHHBIX;

¢ JI0JYy4YaTcClib JOJIKCH OBITh YBCPCH B NOMIMHHOCTU IICPCAaBaACMbIX
JAHHBIX,

¢ OTIIpaBUTCIIb JOJDKCH OBITH YBEPEH B NOCTABKEC JAHHBIX I10JIYYaTCIIIO,

® OTHpaBUTENb JIOHKEH OBbITh YBEPEH B TMOJJIMHHOCTH JOCTAaBJICHHBIX
JTaHHBIX.

BoInonHUTh 3T0 TpeOOBaHUE 3aIUTHI MOKHO C IIOMOIIIBIO TaK Ha3bIBAEMOM
nudpoBoi noanucu. Ecnu Bce 3TH yeTbipe TpeboBaHus peanuzoBanbl B KC,
TO o0ecrieunBaeTcs (PYHKIMS MOJITBEPKICHHUS (HEOCIIOPUMOCTH Mepeaayn).
OTtnpaBuTeNb HE MOKET OTPULATH HU (PaKTa MOCBUIKH COOOILEHHUSI, HU €0 CO-
JEp’KaHus, a MOoJydaTeab HE MOXKET OTPHULATh HU (DAaKTa MOITYYEHHUs cOoOoO0IIe-
HUS, HU TIOJIJTMHHOCTH €T0 COAEPIKAHMUS.

Nudopmanust o 3apeructpupoBaHHbIX noib3oBarensx b/l xpanurtcsa B ee
cucteMHoM katainore. CoBpemennsie CYB/[ He umeroT oOmero cuHTakcuca
SQL-mipenmockeHust coeAMHEHUST ¢ 0a30i JaHHBIX, TaK KaK UX COOCTBEHHBIN
CHUHTAKCHUC CJIOXKUJICA paHblie, ueM ctannapt [SO. Haubonee yacto ynorpeo-
nsiercs npemnoxxkenne CONNECT. Hanpumep, mist IBM DB2:

CONNECT TO <EI> USER <nomnpzoBaTens> USING <mapoib>

CoeauHeHnue ¢ cUCTEMON HE WIECHTU(UIMPOBAHHBIX MOJIb30BATENECH U
MOJIb30BATENEH, Yy KOTOPBIX MPOBEPKA MOJJIMHHOCTH MPEAbSIBICHHOTO WJIEH-
TU(UKATOpa NIPU ayTEHTU(PUKALIMK HE OATBEpAUIach, UCKIo4aeTcs. B mpo-
1iecce ceaHca paboThl MOJIb30BaTelNs (0T yIaYHOTO MPOXOXKIACHUS UACHTUDU-
Kallud ¥ ayTeHTU(UKALUU 10 OTCOCAUHEHUSI OT CUCTEMBI) BCE €r0 JEUCTBUSA
HETOCPEICTBEHHO CBS3BIBAIOTCA C Pe3ysbTaToM HiaeHTuukauuu. Ortcoenu-
HEHUE TOJIb30BaTelNI MOXKET ObITh KaK HOPMAJIbHBIM, TaK ¥ HACUJICTBEHHBIM
(ucxomsamMM OT IOJIB30BATENA-aAMUHUCTPATOPA, HAIIPUMEP B Cllydae yJaje-
HUS TT0JIH30BATENS WM TIPU aBapUITHOM OOpBIBE KaHajia CBSI3U KIIMEHTA U Cep-
Bepa). Bo BTopoMm citydae mosib30BaTeNb JOJIKEH ObITh TpouH(pOpMUpOBaH 00
ATOM, U BCE €ro JACHCTBUS aHHYJIMPYIOTCA 10 TOciaeqHel (uKcaluu u3MeHe-
HUW, TPOU3BEJICHHBIX MM B TaOJuIax Oa3bl NaHHBIX. B 5000M ciydae Ha
BpeMsl ceaHca paboThl WIASHTU(PHUIIMPOBAHHBIN TMOJIb30BaTENb OYJIET CYyObEK-
TOM JIOCTyNa JJisi CPEACTB 3aUIUThl MH(POPMAIIMK OT HECAHKIIMOHUPOBAHHOIO
noctyna CYB/I.
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3.2 AsTopu3auusa nonb3oBaTenewn

ABTOpHu3anusl mojb3oBarened (CyOBEKTOB JOCTyIa) 3aKiII04aeTcs B
PEIOCTaBICHUU ONPENENECHHBIX MpaB (WM MPUBUIIETHI), TO3BOJISIONINX HX
BJIQJIEbIy UMETh 3aKOHHBIA JOCTYN KaK K CaMOW CHCTEME, TaK U K €€ OT-
NenbHBIM 00bekTaM. Bee cyOBeKThI 10CTyna MOTYT ObITh pa3iesieHbl sl CH-
crembl Ha psg kareropuid, Hanpumep: CONNECT, RESOURCE u DBA.
HaGop takux kareropuii onpenensiercs npousoautenem CYBJI. Hapactanue
BO3MOXHOCTEH (ITOJTHOMOYMI) JIJIsl KaXXJ0T0 OTIAEIBHOTO BUAA MOIKIIOUYEHUS
MPOUCXOJIUT B YKa3aHHOM MOPSIJIKE:

CONNECT - xoneunble mosib3oBaTend. [lo yModaHUIO UM pa3perieHo
TOJIbKO COEIMHEHME ¢ 0a30i1 JaHHBIX W BBHIMIOJHEHHUE 3alIPOCOB K TAaHHBIM, BCE
WX JCUCTBUS pPETIaMEHTHUPOBAHBI BbIIAHHBIMU UM ITPUBUJICTUSIMU;

RESOURCE - npuBmierupoBaHHbIe TOJIB30BATENN, 00IaIaf0IIHE TPABOM
CO3/IaHUsI COOCTBEHHBIX OOBEKTOB B 0a3ze JaHHBIX (TaOJull, MpPEACTaBICHUN,
XpaHUMBIX MIPOIICTYP U TPUTTEPOB).

DBA - kareropusi aIMUHHCTPATOPOB 0a3bl JaHHBIX. BKiroyaer BO3MOXK-
HOCTH 00€uX MPEeAbIIYIIUX KaTeropui, a Takke BO3MOKHOCTb PErHCTPHUPO-
BaTh CyOBEKTHI 3AIIUTHI WJIM U3MEHSTH UX KATETOPHIO.

Cnenyer ocob60 oTmMeTuTh, uTo B HeKoTOpbix CYBJl agMuHUCTpaTUBHBIC
JEUCTBUA TaKXKe Pa3CNICHbl, YTO OO0YCIOBIMBACT HAJIMYKUE JOMOJIHUTEIBHBIX
kateropuid. Tak, B Oracle mons3oBatens ¢ umMeHeM DBA sBisieTcs agMuHU-
CTpaTopoM cepBepa 0a3 TaHHBIX, 4 HE OJIHOW-CIMHCTBEHHOW 0a3bl NaHHBIX. B
IBM DB2 cymectByer psa Kareropusl agMuHHCTpatopoB: SYSADM
(HAUBBICIIMKA YPOBEHb; CHUCTEMHBIM aJIMUHUCTPATOp, OOJAJAIOIIMI BCEMHU
npuBwierusimu); DBADM (agMuHucTpaTop 0a3bl JaHHBIX, 00Jaaarouiui
BCEM Ha0OpOM NPHUBUIIETUN B paMKaX KOHKPETHOM 0a3bl JaHHBIX). [IpuBuie-
TUHU YIPaBJICHUS CepBEPOM 0a3 JaHHBIX UMEIOTCS y MOJb30BaTeIei ¢ UMEHa-
mMu SYSCTRL (HauBbICHINK YPOBEHH MOJTHOMOYHWN YIPABICHUS CHUCTEMOM,
KOTOPBIM MPUMEHSETCS TOJIBKO K OINEpalMsIM, BIUSIOIIMM Ha CUCTEMHBIE pe-
CYpCBI; HETIOCPEACTBEHHBIN TOCTYN K JaHHBIM 3allpelleH, pa3peuieHbl onepa-
MU CO3JaHusl, MOAU(PUKALINY, yAAIeHUs 0a3bl TaHHBIX, CO3/IJaHUE U yIaJICHHE
TaOJIMYHBIX MPOCTPAHCTB). [yt KaXK0i aiIMUHUCTpATUBHOMN onepanmu B IBM
DB2 onpenenen HeoOXoauMbIA HA0OpP aAMUHUCTPATUBHBIX KATETOPUIA, K KO-
TOPBIM JIOJKEH MPUHAJJICKATh MOJIb30BaTENb, BBITOJHIIOMUA TOT WX UHOU
3ampoc aIMUHUCTpUpOBaHUS. Tak, BBIMOJHSIThH ONEpallui Ha3HAYEHUSI TIPUBH-
Jierui moJibzoBarelsiM MoxkeT SYSADM uimn DBADM, a qy1st Toro 4TtoObI co-
31aTh OOBEKT JaHHBIX, II0JIL30BaTENIb JOJDKEH 00JiafaTh MpUBUIICTHEH
CREATETAB.

AnmunucTtpaTop Kaxaou b/ 3aHumaercst co3laHMEM CIUCKA BO3MOYKHBIX
nones3oBaresie b/l M pasrpaHMyeHHEM IOJHOMOYMM ITUX I10JIb30BATEIICH.
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JlaHHBIE 0 pa3rpaHUUCHUSX pacroiararTcs B cucteMHoMm katanore bJI. Ode-
BHJIHO, YTO JIaHHAss MH(GOPMAIHS MOXKET OBITh UCIIOIh30BaHA JIJIsi HECAHKITHO-
HUPOBAHHOTO JOCTyIa W TOATOMY TaKXKe TMOJUICKUT 3aluTe. 3amuTa dTUX
JaHHBIX ocyliecTBisieTcs: cpeacrBamu camoi CYB/I.

B Hacrosiiee BpeMs HanboJjiee 9acTo UCIOIb3YeTCs] TPU OCHOBHBIX IOJI-
X0J1a K pa3rpaHUYEHHUIO JOCTyNa: N30upaTeabHbIN, 00s3aTeIbHBIN U POJICBOM.
N36upaTenbHbIi MOIX0]T OMUCHIBACTCS TUCKPEIIMOHHOW MOJIEIBI0 pa3rpaHu-
yenust pocryna, Discretionary Access Control (DAC), o0s3aTenbHBIN HIH
MOJHOMOYHBIA — MaHJIAaTHON MOJENbI0 pa3rpaHudeHus goctyma, Mandatory
Access Control (MAC). O6a obecrieunBarOT CO3JaHUE CHCTEMBI 0€30I1acHO-
ctu Kak nis B/l B menmoM, Tak U 71 OTACIBHBIX €€ 00BEKTOB - TAOIUII, Ipe/-
CTaBJICHUH, KOPTEKEH U T.J. BILUIOTh JO KOHKPETHOTO 3HAYCHUS HEKOTOPOTO
aTpuOyTa B OIpPEJEICHHOM KOPTEXKE OMPEICICHHOTO OTHOIIeHus. PoneBas
MoJienb pasrpanuueHus goctymna, Role Based Access Control (RBAC) siBis-
€TCs B HEKOTOPOM CMBICJIE KOMOMHAIIUEH BhINIEYKa3aHHBIX Mojienei. Criemyer
YIOMSIHYTh TaKXe U MOJAENb KUTACKON CTEHBI, 3aKII0YArONIascs B BO3BEAC-
HUK (pusndeckoro 6aprepa Mexay b/l m rpynmoit aBTOpM30BaHHBIX JIWII, W
OCTaJIbHBIM MHPOM.

3.3 [OucKkpeuuOHHOEe pa3rpaHuyYeHue gocrtyna

N30uparenbHblii MOAXOJI, ONMUCHIBAEMBIA JUCKPELIMOHHOW MOJEIBIO pa3-
IPaHUYEHUS JTOCTYIIA, ABJIAETCS HauOoJee MPOCTHIM OJHOYPOBHEBBIM MOJXO-
JIOM K o0ecrieueHno 0e30macHoCcTH. OCHOBHBIMU €I0 ITOHITHIMH SBJISIOTCS .

e CyOBEKT - CHUCTeMHbIH uAeHTU(UKaATOp, OT uMeHu koToporo CYB]]
BBITNIOJIHAET ONpPEIeTICHHbIE IEUCTBUS HAa/l ONIPEIETIEHHBIMU O0OBEKTaMH.
[TonsiTue cyObekTa OTIMYAETCS OT MOHSATHUS IOJIb30BATENb KOMIIbIO-
TEPHON CHCTEMBI, TOCKOJIbKY MHULIMUPOBATh U3MEHEHUE UH(pOopMauu
MOTYT TaK»€ U CUCTEMHBIE ITPOLIECCHI;

e 00BEKT 3auThl - yacTh bJl, Ha KOTOpyIO pacnpocTpaHsaeTcs AeHCTBUE
KOHKPETHOTO MpaBuiia 0€30MaCHOCTH; 3TO MOXKET ObITh Tpymnna OTHO-
[IEHUH, OTJEIBbHOE OTHOILIEHUE, TOJAMHOKECTBA aTpUOyTOB U T.1I.;

® [PUBWIETHUSA - JEHCTBUE HAJ OOBEKTOM 3aIlUTHI, KOTOPOE MOKET ObITh
COBEPILEHO OT UMEHU KOHKPETHOTO WJEHTU(UKATOPA.

WNudopmanius 0 IpUBHIETHSIX COXpaHSAETCs B CUCTEMHOM Kartajore. OHa
UCIIOJIB3YETCS. CUCTEMOU ISl IPUHATHSL PELICHHS O BBIIIOJIHEHUU 3aIPOLIECH-
HBIX CYOBEKTOM omnepanuii Haj JaHHbIMU. [Ipu 3TOM neicTByeT NpUHLIMIL: 3a-
IIPELLIEHO BCE, YTO HE Pa3pPEIICHO SBHO. BBIAEIAOT 1Ba TUIIA IPUBUIIETHM:

1. CucreMHble NPUBUJIETHH - IPaBa Ha CO3JaHUE U MOAUDUKAIIUIO 00BEK-

tToB b/l (monb30BaTesei, UIMEHOBaAaHHBIX OTHOIIECHUMN, TPABUII U T.I1.);
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2. OOBeKTHBIC MPUBWIETHH - TIpaBa Ha MCIOJIb30BaHHE OOBEKTOB B OIe-
panusx MaHUIYJIUPOBAHUS TaAHHBIMH.

JluckpernmoHHasi MOJIeIb pa3rpaHUYCHHS JOCTYIla OCHOBBIBACTCS Ha Clie-
TYIOIINX OCHOBHBIX TIOJIOKCHHSIX
1. Bce cyOBeKTHl M OOBEKTHI JOJDKHBI OBITh OJHO3HAYHO HACHTH(HUIU-
POBaHBI;

2. Jlna moboro oO0BeKTa JOJDKEH OBITh OIpeesieH I0Ib30BaTellb-
BIIAJETIELI;

3. Branmenen oO0bekTa o0laaeT mpaBOM OMpENEICHHs MpaB AOCTyMHa K
00BEKTY CO CTOPOHBI JIIOOBIX CyOBEKTOB;

4. B cuctemMe CyliecTByeT NPUBUIIETUPOBAHHBIN MOJIb30BaTENb, 00J1a1a-
IOIUM MPaBOM TOJIHOTO JOCTyMa K JI000MY OOBEKTY (WM IpaBoOM
CTAHOBHUTBHCS BIIaJICNIBIIEM JIFOOOTO 00BEKTA).

[TocnenHee CBOMCTBO OINpPEAENSIET HEBO3MOXKXHOCTh CYIIECTBOBAHUSA B CH-
CTEME NOTEHUHUAIbHO HEJOCTYNHBIX OOBEKTOB, BiaJEjel] KOTOPBIX OTCYT-
cTtByeT. Ho peanmsanust 3TOro moJjoKE€HHsI HE O3HAYAET, YTO IPHUBUIIETHPO-
BAHHBIM IOJB30BATEIb MOXET HCIIOIb30BAaTh CBOM IMOJHOMOYHS HE3aMETHO
JUTSL peajbHOrO Bia/ienbla 00bEKTa.

Yame Bcero BiajenblieM 0a3bl JaHHBIX siBisieTcs Anmuuuctpatop b/l
EMy mpenocraBiieHbl BCE€ CHCTEMHBIE U OOBEKTHBIE MpUBHIETMU. B yacTHO-
CTH, OH UMEET MPaBO PErMCTPAllMK HOBBIX MOJIb30BATENEH U MPEIOCTABICHUS
UM TPUBWJIETUNA, KaK CUCTEMHBIX, TaK U 00bEeKTHBIX. Ilosib30BaTenb, uMero-
M CUCTEMHBIE NPUBMIIETUU, SIBISETCS BIAJENBIEM BCEX CO3JaHHBIX UM
OOBEKTOB, UMEET MO OTHOUIEHWIO K HUM BCE MPUBWIETUH M MOXKET Ipeno-
CTaBJIATh MX IMOJHOCTBIO WM YaCTHYHO JIPYTUM I0JIb30BaTENsIM. MUHUMAIIb-
HOM CUCTEMHOM NpUBUIIETHEN siBIIgeTCs npaBo nojkiodeHus k CYB/I - npu-
Buiierus Bxoja. OHa 10JKHA OBITH MTPEIOCTAaBIIEHA KaXA0MY CITyKallemy, Ko-
TOPBIN B CHUITY CBOMX CIIY>KEOHBIX 003aHHOCTEI UMEET TaKOe MPaBo.

JIuckpenmoHHOe pa3rpaHUyYEHue JIOCTYIA peain3yeTcs Ha OCHOBE MHOXe-
CTBa pa3pelIEHHBIX OTHOIICHUH AOCTyNa B BUAE TPOEK — «CYOBEKT IOCTYyMa —
THUIT JOCTyIa — 00BEKT Aoctynay. HariasaHelM ¥ pacnpOCTpaHEHHBIM CIIOCO-
60M (opMaTM30BAaHHOTO MPEJICTABICHUS JUCKPEIIMOHHOTO JIOCTYyNa SIBJISECTCS
MaTpulia JI0CTyla, yCTaHABJIMBAIOIIAs TIepeUYeHb MOJIb30BaTeNneil (CyObeKTOB)
U TIEpEUCHb pa3pelIeHHBIX onepannii (MIPoLecCOB) MO OTHOUIEHUIO K KaXIAOMY
00BbeKTy 0a3bl TaHHBIX (TaOIUIBI, 3apockl, (hopmbl, oTyeThl). Ha Puc. 1 mpu-
BEJICH NPHUMEP, WUIFOCTPUPYIOUIMI MaTpully Aoctyna. JlaHHOe mpeacTasie-
HUE SBJISIETCS CXEMaTHUYHBIM, ITOCKOJIBKY B pensiunoHHbIX B/l BcienctBue
TpeOOBaHMs NMEPBOM HOPMAIBLHOW (POPMBI JIJIST KaXKIOTO THUIA JTOCTyNa HEKO-
TOPOTO CYObEKTa K HEKOTOPOMY OOBEKTY OTBOAMUTCA OTHEIbHASI 3aIHCh.
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O0bexThI
Kauenrsl Tosapsl 3aka3sbl
Cyo0obeKTbI
YTCHHUC, BCTAB- YTCHUC, BCTAB- YTCHUC, BCTAB-
Cugopos Ka, Momuduka- | kKa, Moguduka- | xa, Moauduxa-
oust ous ous
YTCHHUC, YTCHHUC YTCHHUC
IleTpoB
BCTaBKa
HNBanos YTEHHUE YTEHUE

Puc. 1 Monens 6e30macHOCTH Ha OCHOBE MAaTPHIIBI JOCTYIIA

B pamkax AUCKpEIMOHHOW MOJIENM CYIIECTBYET JiBa MOJXO0a YIPABICHUS
JIOCTYIIOM:
e 00pOBOILHOE YIIPABICHUE JOCTYIIOM;

¢ J[IPHUHYIUTCIBHOC YIIPABJICHUC JOCTYIIOM.

[Ipu 10OpOBOIBLHOM YMPABICHUU JOCTYIIOM BBOJUTCS TaK Ha3bIBAEMOE
BlajicHne oObekTamu. Kak mpaBwiio, BiaagenbllaMd OOBEKTOB SIBIISIIOTCS T€
CyOBeKThl 0a3bl JAHHBIX, MPOIECCH KOTOPHIX CO3/Iajii COOTBETCTBYIOIINE
00BbekThl. JI0OOpPOBOJBLHOE YIIpaBICHUE JOCTYIOM 3aKIIOYaeTCs B TOM, 4YTO
paBa Ha JIOCTYI K 00BEKTaM OINpPEACIISIIOT WX BIaeibllbl. MIHaue roBopsi, co-
OTBETCTBYIOIIUE STUCUKU MATPUIIBI JOCTYIA 3alOIHSIIOTCS TEMU CYyOBEKTaMu
(monp30BaTensIMH), KOTOPHIM MPUHAJICKAT TpaBa BIAJCHUS HaJ COOTBET-
CTBYIOIIUMHU OOBEeKTaMU O0a3bl JaHHBIX. BrazeHue HEKOTOPHIM OOBEKTOM
MIPEIOCTABISIET €ro BIaJCNbIly BeChb BO3MOXKHBIN HA0Op MPUBWIETUN B OTHO-
IIEHUU 3TOr0 00BEKTa. ITO MPABWIO MPUMEHSETCS KO BCEM aBTOPU3UPOBAH-
HBIM TOJIb30BATENSIM, MOJYYaIOIUM TpaBa BJIaJCHUs ONpeIeICHHBIMU 00bEK-
TaMu. JIr000i BHOBb CO3/aHHBIN OOBEKT aBTOMATUUYECKHU MEpeaacTCs BO Bia-
JIEHUE €ro CO3/1aTel0, KOTOPhIN U MOJyYaeT BECh BO3MOXKHBIA HAOOp MpUBH-
Jeruit 1uist faHHOTOo 00bekTa. [IpuHanexaniye Biaaenbily IpUBUICTUA MOTYT
OBITH TIEpEaHbl UM IPYTUM aBTOPU3UPOBAHHBIM MOJb30BatessaM. [Ipu npemo-
CTaBJICHUM MOJIb30BATEI0 HEKOTOPOW MPUBWIETUH JIOMOJTHUTEIBHO MOKHO
YKa3bIBaTh, MEPEIACTCS JIU EMY MPaBO NPEAOCTABIATh 3Ty NPUBUIIETHIO JIPY-
UM TI0JIb30BATENSIM (YK€ OT UMEHHU 3TOTO Mojb3oBaTesns). EcrecTBEHHO, 4TO
B 3ToM ciyyae CYB/l nomkHa KOHTPOJIMPOBATH BCIO LIETIOYKY MPEIOCTaBIIE-
HUSI TIPUBWIETUN TMOJI30BATENISIM C YKAa3aHUEM TOTr0, KTO MMEHHO €€ IpeJo-
CTaBWJI, YTO TMO3BOJUT MOAJICPKUBATH KOPPEKTHOCTh BCETO HAOOpa yCTaHOB-
JICHHBIX B CHCTEME MpUBWieTrHuidi. B yacTHOCTH, 9Ta nHpOpMarms OyneT HeoO-
X0JIUMa B CIydae OTMEHBI NMPEOCTABICHHBIX paHee MPUBUIICTUIN JJII OpTraHu-
3aIlii KaCKaJHOTO PaclpOCTPaHEHUs] BHOCUMBIX U3MEHEHUN CPElU IEMOYKU
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noJyib3oBareseil. B pesynbpTare npu J0OpOBOIBHOM yNPaBICHUH TOCTYIIOM pe-
aMU3yeTCs TMOJHOCTBIO JEUEHTPATU30BAHHBIA NPUHIUII OpraHu3alud U
YIOPABJIEHUS MPOIECCOM pa3rpaHUuYeHus AocTyna. Takoil moaxoxa obdecrnedn-
BaeT r'MOKOCTh HACTpPaMBaHUs CUCTEMbl pa3rpaHUYEHUs] JOCTyna B 0asze J1aH-
HBIX Ha KOHKPETHYIO COBOKYITHOCTH IMOJIb30BATEJIEH M PECypcoB, HO 3aTpy/i-
HsIeT OOILIUI KOHTPOJIb U ayJJUT COCTOSIHUSI 0€30MaCHOCTH JTAHHBIX B CUCTEME.

[IpuHYIUTENBHBIN MOIXO0J K YIPABIECHUIO JTOCTYNOM IMpEAyCMaTpUBAET
BBEJICHUE E€UHOTO IEHTPATU30BAHHOTO AIMUHUCTPUPOBAHUS TOCTyrnoM. B
0a3e JaHHBIX BBIIETSAETCS CHEIUATbHBIN JOBEPEHHBIA CYOBEKT (aJMUHUCTpA-
TOP), KOTOPBIN (M TOJIBKO OH), COOCTBEHHO, M OMPEAEIIICT pa3pelieHus Ha J10-
CTyH BCEX OCTAJIBHBIX CYOBEKTOB K 00bEKTaM 0a3bl JaHHbIX. MlHaue roBops,
3aMOJIHAThL U U3MEHSTh SYEHKH MaTpHUIbl JIOCTyla MOKET TOJbKO aJMUHHU-
cTparop cuctembl. [IpuHyIUTENBHBIN ciocod obecrieunBaeT Oosee KEeCTKOe
LEHTPAIM30BAaHHOE YNPABICHUE NOCTYNOM. BMecTe ¢ TeM OH sIBIsSIETCSI MEHEe
THOKUM U MEHEE TOYHBIM B IUIAHE HACTPOWKHU CUCTEMBI Pa3rpaHUYCHUS J10-
CTyla Ha NMOTPEOHOCTH M MOJHOMOYMS IOJb30BaTENEd, TaK Kak Hauboiee
MOJIHOE TPEJCTABICHUE O COJAEPKUMOM M KOH(PHUACHIIMAIBHOCTH OOBEKTOB
(pecypcoB) UMEIOT, COOTBETCTBEHHO, X BJIAJCIIbIIbI.

Ha mpakTuke MOXXeT MPUMEHSTHCS KOMOMHUPOBAHHBIA CIIOCOO yIpaBiie-
HUS IOCTYIOM, KOTJIa OTIpeJIeICHHAsl YacTh MOJHOMOYUN Ha JOCTYI K OOBEK-
TaM yCTAHABJIMBAETCS aMUHUCTPATOPOM, a JAPYyTasi 4acTh BIaJe/ibllaMH 00b-
€KTOB.

HekoropsiMu o0bektamu B cpeae CYB/] Bmaneer cama CYB/[. OObryHO
ATO BJAJEHHUE OPraHU3yeTCs] MOCPEICTBOM HCIONb30BAHUS CIELHAIBHOIO
uaeHTuUKaTopa 0co00ro Cyneprnoab30BaTes - HaIpuUMep, ¢ UMEHEM SyStem
administrator (sa).

[Tonp3oBaTe MOTYT OBITH OOBEUHEHBI B CHICIUATIbHbBIE TPYIIBI MOJIb30-
Baresieil. OAUH MOIb30BaTEIh MOXKET BXOJUTh B HECKOJIBKO rpymm. JIjis mosib-
30Baresield ¢ MUHUMAJIBHBIM CTaHAAPTHBIM HAaOOpPOM TpaB BBOJUTCS TOHITHE
rpynnsl PUBLIC. Tlo ymon4anuio mpeamnosiaraeTcsi, 4TO KaKIblii BHOBb CO-
31aBa€Mbli MOJIb30BATENb, €CJIA CHEUUATBHO HE YKa3aHO WHOE, OTHOCHUTCS K
rpynne PUBLIC. Ecniu CYB/] nognepxuBaeT MCHONb30BaHNE UIAECHTU(DUKA-
TOPOB KakK OTJAEJbHBIX TOJIb30BAaTENIC, TaK M WX TPYMI, TO, KaK MPaBUJIIO,
UEeHTU(HUKATOP TMOJIB30BaTENs OYJET UMETh 00Jiee BHICOKUIN MPUOPHUTET, YEM
UJECHTU(HUKATOP TPYIIIIHL.

[IpuBWIErUM KOHKPETHOMY TOJIb30BATEIII0 MOTYT OBITh HA3HAYEHBI aJIMH-
HUCTPATOPOM SIBHO U HESIBHO, HalpHUMep, yepe3 poJib. Poiib - 3T0 emie oauH
BO3MOHbII MMEHOBAHHBIA HOCHUTENb NpuBWiIeruil. CyliecTByeT psiJi CTaH-
JTApTHBIX POJIeH, KOTOopble MpoekTupyrorcs npu pazpadotke CYBJI. Takxke
UMEETCSI BO3MOXHOCTh CO3/1aBaTh HOBBIE POJIH, TPYIIHUPYS B HUX MTPOU3BOJIb-
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HbIE MOJHOMOYMS. BBejeHre poseil mo3BoJiIeT YNPOCTUTh YIPABICHUE MPHU-
BWJIECTUSIMU TIOJIb30BaTENCH, CTPYKTYpUpOBaTH 3TOT mpolecc. Kpome Toro,
BBEJICHUE POJICH HE CBSI3aHO C KOHKPETHBIMU MOJIL30BATEISIMU, IO3TOMY POJIH
MOTYT OBITH OMNpeAeNeHbl U CKOH(UTYpUPOBAHBI JI0 TOTO, KaK OINpPEICIICHbI
M0JIb30BaTeNIM CUCTEMbl. Poinu yJ00HO MCIOJIb30BaTh, KOT/Aa TOT WJIM MHOU
HaOOp MPUBUIIETUNA HEOOXOAMMO MPENOCTABUThH WM OTHATH Cpasy Uil TPyM-
el moib3oBareneid. C OJHOM CTOpPOHBI, ATO OOJEeryaeT agMUHUCTPATOPY
yIpaBJIeHUE MPUBWIETUSMHU, C JPYrOoll - BHOCHUT OIPEACIICHHBIH MOPSJIOK B
ciiydae He0OXOAMMOCTA U3MEHUTh HA00p MPUBWIIETUH VISl TPYIIIBI TOJIb30Ba-
Tenei cpasy. boiee moapoOHO ¢ pOIEBOM MOJEIBIO pa3TpaHUYCHHSI TOCTYyTa
MMO3HAKOMHUMCSI TIO3KE.

Mopaeabr Xappucona-Py33o0-Yasmana. Matematuueckoit popmanuzanu-
el TUCKPELIMOHHOW MOJIEH siBJsieTcsl pa3paboranHas B 1971 r. moaens Xap-
pucona-Py330-Ynemana. B manHOM MOjeny JOMOTHUTEIBHO K CyOBEKTaM S,
oowektam O (mpuyeM Jis TOTo, YTOOBI BKIFOUHUTH B 00J1aCTh JECHCTBHS MOJIC-
JU U OTHOIICHUSI MEXIY CYOBEKTaMH, MPUHITO CUUTATh, YTO BCE CYOBEKTHI
OJTHOBPEMEHHO SBJISIFOTCS M 00bekTaMHu, S <O ) u mpaBamu joctyna R, ompe-
JEJSIIONIUM MaTpUIly Joctyna M, BBOIUTCS TakKe MPOCTPAHCTBO COCTOSIHHMA
cucteMbl Q. [IpocTpaHCTBO COCTOSTHUUM CHUCTEMBI 00pasyercs JEKapTOBBIM
IPOU3BEJCHUEM MHOKECTB COCTABJISIONINX €€ 0OBEKTOB, CYOBEKTOB U IpaB
SxOxR. Jlrobas sueiika matpuibl M comepxut Habop mpaB cyObekTa S K
o0wekty O, mpuHaanexammux MHOXKECTBY npaB noctyna R. IloBeaenue cu-
CTEMBbl BO BPEMEHHU MOJICTUPYETCS MEPEXOoJaMU MEXKIY Pa3IuYHBIMHU €€ CO-
crosausmu. JIjig 3agaHHON crucTeMbl HadanbHOoe coctosaue Q0 = {SO, OO0,
MO}, rme MO — Tekyree coCTOSIHEE MaTPHIILI JTOCTYIIA, Ha3bIBaeTCs Oe3omac-
HBIM OTHOCHUTEJBHO IpaBa I, €Clii He CyllecTByeT npumennmon k Q0 mociie-
JIOBATEIbHOCTU KOMaH/I, B PE3YyJIbTaTe BBHIMOJIHEHUSI KOTOPHIX MpaBo I OyaeT
3aHECEHO B siueiiky maTpuilbl M, B KOTOpOil OHO OTCYTCTBOBAJIO B COCTOSIHUM
Q0. Ipyrumu ciaoBamMH 3TO 03HAYAET, YTO CYOBEKT HUKOTJA HE TIONYYUT Mpa-
BO JIOCTYTA I' K 00BEKTY, €CJId OH HE MMEJI ero u3HaudaiabHo. Ecnu ke mpaso I
OKa3aJIoCh B siUeiKe MaTpuilbl M, B KOTOPOI OHO W3HAYAJIBLHO OTCYTCTBOBAJIO,
TO TOBOPSIT, YTO MPOM3OIILJIA yTeUKa mpana I

O4eBUIHO, YTO IS KAXKIAOTO CYOBhEeKTa S, aKTHBU3MPOBAHHOTO B MOMEHT
BpeMeHU {, CyIeCTByeT €AMHCTBEHHBIN CyOBEKT S', KOTOPBI aKTUBUPOBA
(coszmai) HEKOTOpOE TpaBo nocTyma I st cyonrekrta S. [ToaTomy mocpeactBom
aHanu3a rpada OTHOUIEHUH MEXIy CyObeKTaMU M OOBEKTaMU MOKHO BbI-
SIBUTh €AMHCTBEHHOT'O IOJIh30BaTENsl, OT UMEHU KOTOPOTO aKTUBU3MPOBAHO
uccienyeMoe npaBo cyobekra S. COOTBETCTBEHHO, ISl JIFOOOro 00BbEKTa Cy-
IIECTBYET €IMHCTBEHHBIM IOJIH30BATENIb, CO3/IABIIMK JAaHHBIH OOBEKT H
c(hopMHUPOBABIIMIA JJIs1 HETO CIIUCOK MpaB JO0CTyma. B aToMm ciiyuae cxemaTuy-
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HOe M300pakeHHEe KaHajla yTeYKU B BUJE PA3pELICHHOrO JOCTyNa OT UMEHH
pa3HBIX MOJb30BATENICH K OJHOMY U TOMY K€ 00BEKTY OyJeT BBITIIAAETh Cie-
ayronmmM oopaszom: Si -> (3anmck B MOMEHT BpeMenH 1;) -> O u Sj -> (Urenue
B MOMEHT BpeMeHHU 12) -> O, e i#) u t; < t DakTHUeCKU 3TO 03HAYACT, YTO
HUYTO HE MEIIAET JITAJIbHOMY IO0Jh30BATENI0 (HampuMep, BCIEICTBHUE IMPO-
IrpaMMHOM OIIMOKH) MEepeOpPOCUTh CEKPEeTHYI0 HH(GOpPMAIUI0 BO BHOBBL CO-
3JIaHHBIA OOBEKT, TOCTYN K KOTOPOMY OTKPBIT BCEM KEJIAIOIIUM, WJIH OPraHH-
30BaTh CKPBITHIA KaHAJl YTEYKU MPU MOMOIIN «TPOSHCKOT0» KOHS. [ J1aBHBIM
HEJ0CTaTKOM MOJIEJH SABJISIETCS TO, YTO B HEH KOHTPOJUPYIOTCS TOJBKO OIle-
paluu 0CTyna CyOBeKTOB K 0OBbEKTaM, a HE MOTOKHM MH(OPMALUU MEXIY
Humu. [loaToMy, KorJa «TposTHCKas MporpaMma MepeHOCUT HH(POPMAIIHIO 13
JIOCTYITHOTO HEKOTOPOMY TMOJIb30BaTEI0 OOBEKTa B OOBEKT, JOCTYITHBIM
HAPYIIUTENIO, TO (POpMaATbHO HHUKAKOE MPABUIO TUCKPEIIMOHHOW MOJIUTHUKH
0€30MacHOCTH HE HapyIIaeTCsl, HO yTeuka HH(GOPMaIlUU MPOUCXOIUT.

Paccmotpum emie oauH mpumep yTedkd mpasa. [lycTe B HauaabHOM CO-
CTOSIHUH B cucTeMe nMeroTcs o0bekT O u 1Ba cyObekTa: S u T; S He oOnmagaeT
HUKAKUM TpaBoM 1o oTHomieHuio k O, a T o61aiaeT HEKOTOPHIM MIPaBOM & TI0
otHouieHuto k O. Chopmynupyem mociieoBaTeIbHOCTD 11aroB, MOKa3bIBaI0-
MKUX, KaK CyOBEKT S MOXKET MOJYyYUTh MPaBO JOCTyMNa @ MO OTHOIICHUIO K
cyonekry O:

1) HayansHOe cocTosiHuE;

2) CyobekT S co31aét HOBBIM 00BEKT X, MO0 OTHOIICHHUIO K KOTOPOMY aB-
TOMATHUYECKH TOJIy9acT MpaBa YTCHHS M 3alHUCH (TIOTOMY YTO TIPH CO3JTaHHH
00bEKTa OH CTAHOBUTHCS BIAJEIbIIEM 00BEKTA);

3) Cyowekt S nepenaér cyobekTy T mpaBa YTEHHS W 3aIIUCH 110 OTHOIIIC-
HHUIO K X;

4) CyobekT T KOIUpYeT YacTh MK Bee 3anmucu o0bekTa O B 00beKT X;

5) CyOBekT S, umes MOJIHBIC TIPaBa A0CTyMA K X, MOJyYaeT MpaBo JOCTyIa
K CKOMMPOBAHHBIM JaHHBIM, YTO O3HAYaeT (PaKTUUECKHI MepeHoc mpasa a 1o
otHomieHuto K O oT cyObekTa T k cyObeKTy S.

Knaccrnueckass monens XappuoHa-Py330-YipMaHa MIKUPOKO UCIIOIB3YETCA
pHU TpoBesieHnr (HopMaTbHOU BepuPUKaui KOPPEKTHOCTH MOCTPOCHHS CH-
CTEM pa3TpaHUYCHHS JTOCTYIA B BHICOKO 3aIMUIIEHHBIX aBTOMATU3UPOBAHHBIX
cucremax. [Ipobremy 6e30macHOCTH MOXHO C(HOPMYJIMPOBATH B CIEIYIOIIEM
oO11eM BHUJIE: CYIIECTBYET JIM KaKOoe-Tu00 JOCTHXXUMOE cocTosiHue Q, mpu Ko-
TOPOM HEKOTOPBIM CyOBeKT OyaeT o0manaTh mMpaBaMu JAOCTYIMA K OMPEISICH-
HOMY 0OBeKTy. B pamkax pelieHus gaHHOW MpoOsieMbl cPOPMYIUPOBAHBI U
JIOKa3aHbI IBE TEOPEMBL:
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Teopema 1. Tlpobnema 6e30macHOCTH paspernimma i MOHO-YCIOBHBIX
CUCTEM, T.€. 3aIIPOChl KOTOPBIX COAEPKaT OJIHY MPUMUTHUBHYIO OINEPAIUIO BO
¢paze WHERE;

Teopema 2. IIpoGnema 6€30MaCHOCTH HE pa3pelirma B O0IIEM Cllydae.

B 1976 rony Xappucon, Py330 u YibmaH joka3aid, 94To B caMOM 00IIeM
cilydae BOMIPOC ONpeeseHus 0€30MaCHOCTH KOMIBIOTEPHON CHUCTEMbI Hepas-
pemM. MHBIME cllOBaMH, HE CYIIECTBYET aJITOPUTMA, MO3BOJISIONIETO OIpe-
JeNUTh, OyJeT JIn KOMIIbIOTEpHasi cucreMa Oe3omacHa uiM Hebe3omacHa B
obrreM ciay4vae (T.e. 3a/1a4a OnpeesICHHsI TOTO, SIBJISICTCS JIM UCXOIHOE COCTO-
STHHE CHCTEMBbI O€30TaCHBIM IS JAHHOTO TpaBa I, SBISCTCS BHIYUCIUTEIIHHO
Hepaspemumoii). OTHAKO B YaCTHBIX CIyYasix mpodiieMa 0€301acHOCTH pera-
€TCs, a UMEHHO, aBTOPHI MTOKa3aju, YTO O€30MaCHBIMHU SIBJISIFOTCS. MOHOTOHHBIE
cuctemsl (He copepxamue oneparmn DROP u DELETE), cucremsl, He co-
nepxamue oneparuiit CREATE, u MOHO-yCIOBHBIE CHCTEMBI (3aITpOC K KOTO-
PBIM COIEPKUT TOJIBKO OJHO YCIIOBHE).

Jlnst onieHKH O€30MAaCHOCTH CHUCTEMBI TAK)KE HIMPOKO HCIOJIB3YETCS MO-
nens Take-Grant. B kauecTBe OCHOBHBIX 3JIEMEHTOB MOJICIIH HCIOJIB3YHOTCS
rpad gocTyna u mpaBuiia ero mpeoOpa3zoBaHusa. B Moaenu mOMUHUPYIOT J1Ba
npaBuia: "naBate" u "Opath". OHM UTpaIOT B HEW 0COOYIO POJIb, IEPEITUCKHIBAS
IpaBuiia, OMMCHIBAIOIIME JOMYCTUMBIE MyTH W3MeHeHus rpada. B oOmei
CJIO)KHOCTH CYIIECTBYET 4 IMpaBujia MpeoOpa3oBaHus: MPaBUiIo «OpaThy, Mpa-
BUJIO «J1aBaTbhy», MPABUIIO «CO3/1aTh» W MPABWIO «YIaluTh». Mcnons3ysd 3Tu
MpaBuia, MOXXHO BOCIIPOM3BECTU COCTOSIHUS, B KOTOPBIX OYyJeT HaXOAUThCS
CUCTEMA B 3aBHCUMOCTH OT paclpeesieHus U U3MEeHeHus npaB gocryna. Cie-
JIOBATEJIbHO, MOYKHO MPOaHAIU3UPOBATh BO3ZMOXKHBIEC YIPO3bI ISl TaHHOU CH-
CTEMBI.

B dopmanbayto Teopuio 3anuThl HHOOPMALIMK BBOJUTCS MOHITHE MOHH-
Topa Oe3onacHoctu. KoHuemniuss MOHUTOpa O€30MacHOCTH OOpallleHui sBIIsI-
€TCSl IOCTAaTOYHO €CTECTBEHHOM (hopmasin3aiueii HeKOro MeXxaHu3Ma, peaiu-
3YIOIIETO pasrpaHuyYeHue JOCTYIa B cucteMe. MOHUTOp O€30MacHOCTH 00pa-
HMICHUI TIpeacTaBisieT co0ol (PUIbTP, KOTOPHIA pa3peniaeT WUiu 3amperniaet
JIOCTYTI, OCHOBBIBAsACh HA YCTAHOBJIEHHBIX B CHUCTEME IMPaBHUJIaX pa3rpaHHUye-
HUA Aoctyna. MoHuTop 6€30MacHOCTH OOpalleHU yIOBIECTBOPSIET CIEAYIO-
IIIUM CBOMCTBAaM:

1. Hu oauHu 3ampoc Ha A0CTyn CyObeKTa K OOBEKTYy HE JIOJDKEH BBINOJI-

HATHCSI B 00X0Jl MOHUTOPA;

2. Pabora moHuTOpa JODKHA OBITH 3aIUIICHA OT MOCTOPOHHErO0 BMeEIIIa-
TEJIBCTBA,

3. IlpexacraBneHre MOHHMTOpa AOHKHO OBITh AOCTATOYHO MPOCTHIM JIJIS
BO3MOKHOCTH BEpU(PUKALIMH KOPPEKTHOCTH €0 padOTHI.
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Hecmotps Ha TO, 4TO KOHIIEMIMSI MOHHUTOpa O€30MacHOCTH oOpalieHui
SBJISICTCST a0CTpaKITUEH, MTePEYNCIICHHBIE CBOWCTBA CIPABEJIUBBI U JJIS TIPO-
TPaMMHBIX WJIA allllapaTHBIX MOIYJICH, pean3yromuX (QYHKIMH MOHHUTOPA
oOpaleHuil B peajbHbIX CUCTEMAX.

Omneparopsl SQL mpenocraBjieHuss 1 OTMeHbI nmpuBMJerui. B cran-
napte SQL onpenenensl asa oneparopa GRANT u REVOKE niist npeanocrtas-
JICHUSI U OTMEHBI IPUBUJIETHI COOTBETCTBEHHO.

OmnepaTop npenocTaBiICHUs TPUBWIETUN UMEET cieayromui Gpopmar:

GRANT {<cmnmcok pmemcrTBul>|ALL PRIVILEGES} ON <umsa oOwekTa>
TO {<cmnmcok mnoJsib3oBarTejsier>|PUBLIC} [WITH GRANT OPTION]

rae <CIUCOK JACHCTBUII> omnpeensieT Habop ACUCTBUIM U3 JOCTYITHOTO CIHCKA
nerctBuil Hax oObekToM nanHoro tuma (mapamerp ALL PRIVILEGES yka-
3bIBAET, YTO Pa3pELICHbl BCE NEHUCTBHUS, JHOMYCTUMBIE IJ1 OOBEKTOB JAHHOTO
TUNA), <UMs OOBEKTa> OIpeaesIeT UM OOBEKTa 3allUThI: TAOJHIIBI, MPE/I-
CTaBJICHUS, XPAaHUMOW MPOUEAYPHl WIM TPUITEPA, <CIHUCOK IO0JIb30BaTEICH>
OTpe/iesieT CHUCOK MJIEHTU(HUKATOPOB MOJb30BaTENEH, KOMY IpPEIOCTaBIIs-
IOTCSl IaHHbIE MPUBWIETUU. BMecTo cnucka MAeHTU(UKATOPOB MOKHO BOC-
noJsib3oBaThest mapamerpom PUBLIC. [Tapamerp WITH GRANT OPTION sB-
JsieTCsl HeoOsA3aTEeNbHBIM U ONPEEIIAET PEXUM, IPU KOTOPOM MEpPEAAt0TCs He
TOJIBKO IIpaBa Ha YKa3aHHbIE IEWCTBUS, HO U IMPABO IepeaBaTh TU IpaBa
IpyruMm Tmosib3oBaTensaM. llepenaBarh mpaBa B 3TOM cllydae MOJIb30BaTellb
MOXET TOJbKO B paMKax pa3pelleHHbIX eMmy AeicTBuid. B oOmiem ciyvae
Habop npuBmiIeruii 3aBucut oT peanusanuu CYBJ (onpexnensiercss mpousBo-
auTeneM). Boeiaenstores npuBrUiIeru MaHUITYJIUPOBAHUS TAHHBIMU

SELECT — npocmatpuBath JaHHEIE,

INSERT [(<cnucok noneir>)| — 100aBisTh JaHHBIE,

UPDATE [(<cnucok nojei >)] — OOHOBIIATH TaHHBIE;

DELETE - ynansate nanseie;

REFERENCES [(<cmmcok moisieil >)| — cchUlaThCAd Ha yKa3aHHbBIC MO
IIPY ONIPENEIIEHNN CCBUIOYHON LIEJIOCTHOCTH;

USAGE — ucnonbs30BaTh JOMEHbI U OTPAHUYUTENN 1IETOCTHOCTH;

EXECUTE — BBITIOJIHATH COXpPAHEHHBIE MTPOIIETYPHI U HYHKIIUH.

Cpenu nmpuBWIIerHd co3laHus/u3MeHeHus: 00bekToB bJl BbyienuM Hanbo-
JIe€ 4acTo UCIOJIb3yeMble:

CREATE <tun o6bekTa> - co3gaHue 00beKTa HEKOTOPOTO THUIIA;

ALTER <tun o0bexTa> - "3BMEHEeHUE CTPYKTYpbl OOBEKTA;

DROP <tumn o6nekTa> - yajneHne o0beKTa,

ALL - Bce BO3MOHEBIE AeHCTBUS HAJl OOBLEKTOM.

B peanuzauusx MOTyT mpUCYTCTBOBAaTh M JAPYTUE PA3HOBUIHOCTH MPHUBU-
JIETU, HAIIpUMeED:
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CONTROL (IBM DB2) - koMIuleKCHasI IPUBHWIETUST YIPABICHUS CTPYK-
TypOM TaOJINLIBI;

RUNSTAT — BemonHeHne coopa cTaTucTudeckord nHGOpMaruu mo 1ad-
JUILE U IpYyTHE.

PaccMoTpum mipuMep: MycTh y Hac CYIIECTBYIOT TPU MOJb30BaTENs C YHU-
kanpHeIMH uMeHaMu Userl, User2 u User3. Bce oHM ABISAIOTCS IMOJIB30BAaTe-
asmu oxuoit BJI. Userl coszman o0bexT Tabl, oH sBiIsieTCs BIAACIbIEM DTOTO
00BbEKTa U MOXKET IMepeaaTh MpaBa Ha padOTy C 3T OOBEKTOM JIPYTUM IOJIb-
3oBaressaM. JlomycTum, 4To mnosib3oBaTenab USEr2 sBisercs oneparopom, Ko-
TOPBIM JIOJKEH BBOJUTH JaHHbIC B Tabl (Hampwmep, TaOnMIly HOBBIX 3aKa-
30B), a MOJK30BaTeNb User3 sIBIsETCS MEHEDKEPOM OT/ea, KOTOPBIA JTOKECH
PETYISIPHO MPOCMATPHUBATh BBEJACHHBIC NaHHBIC. Torma JIOTHYHO OyIeT BbI-
MTOJTHUTH CIICAYIOIINE Ha3HAUCHUS:

GRANT INSERT ON Tabl TO User2

(uymm GRANT INSERT, DELETE, UPDATE ON Tabl TO User2)

GRANT SELECT ON Tabl TO User3

DTH Ha3HAYCHHS O03HAYAIOT, YTO MOJIb30BaTenb USEr2 uMeer mpaBo TOJIBKO
BBOJIUTH HOBBIE CTPOKM B oTHomieHue Tabl, a moms3oBatenms User3 mmeer
IpaBO IpPOCMaTpUBaTh Bce CTPOokW B Tadymie Tabl. [Ipu HasHadeHWW mpan
JO0CTyTIa Ha OTICPAINI0 MOAU(MUKAIIMN MOXKHO YTOYHUTh, 3HAYCHUE KaKUX I10-
JIel MOXKET U3MEHATD MOJIb30BaTeNb. JIOMyCTUM, YTO MEHEIKEP OT/eIa UMEET
IpaBO M3MEHATH IIEHY Ha NPENOCTaBsieMble YCIYTH, 3a/laBaeMyl0 B TIOJIe
COST ornomenust Tabl. Torga onepainusi Ha3HaYEHUsT MPUBUIIETHI TIOJIB30-
Barento User3 MOXKeT U3MEHUTHCS U BBITIIAIETh CISAYIOIIUM 00pa3oM:

GRANT SELECT, UPDATE (COST) ON Tabl TO User3

Ecnu nons3oBarens Userl npeanonaraet, 4ro noib3oBateiab Userd Moxer
€ro 3ameniaTh B CIIy4ae €ro OTCYTCTBHS, TO OH MOXET MPEJOCTaBUTh ITOMY
TMI0JIH30BATEIIO BCE MPaBa Mo paboTe ¢ co3aanHom Tadaumei Tabl.

GRANT ALL PRIVILEGES ON Tabl TO User4 WITH GRANT OPTION

B sTom cnyuyae nosb3oBarens Userd moskeT cam Ha3HadyaTh MPUBUIIETHU
o padote ¢ Tabnuiel Tabl B oTcyTcTBHE Biajeiblia 00bEKTa MMOJIb30BATEISA
Userl. IToaTomy B ciydae mOsIBIICHHSI HOBOTO oneparopa nojiabs3oBaTtens Users
OH MOYKET Ha3HAYUTh €My MPaBa Ha BBOJI HOBBIX CTPOK B TAOJIMITY KOMaHIOM

GRANT INSERT ON Tabl TO User5

Ecnau npu nepenaye mosHoMo4uii HaOOp omnepanuii Haji 0ObEKTOM Orpa-
HUYCH, TO IOJIh30BaTEIh, KOTOPOMY TIEPEIaHbl 3TH MOJHOMOYHS, MOXKET IIe-
penaThb IpyromMy IMojib30BaTEI0 TOJIBKO T€ TMOJTHOMOYHS, KOTOPHIE €CTh Y HE-
ro, WIK 4acTh ATUX mosHoMouni. [ToaTomy ecnu monw3oBarento Userd Owimm
JICTIETUPOBAHBI CICAYIOIINE TOJTHOMOYHS:
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GRANT SELECT, UPDATE, DELETE ON Tabl TO user4 WITH GRANT

OPTION

TO TmoJib3oBaTenb USerd He cMOXKeT nepenarbh MOJHOMOYHUS Ha BBOJ JaH-
HBIX ToJib30BaTeN0 USErd, moToMy 4To 3Ta onepamus HE BXOAUT B CIHCOK
pa3peuIeHHBIX I HETO CaMOrO.

JInst OTMEHBI paHee Ha3HaYeHHBIX npuBwieruid B ctanaapre SQL ompene-
nen oneparop REVOKE. OnepaTop 0TMEHBI PUBUIIETHII UMEET CJICIYIOIIHIA
CUHTAKCHUC:

REVOKE {<cmomcok pmemctTBum>|ALL PRIVILEGES} ON <umMma oOwekTa>

FROM {<cnmcok noJsib3oBatTejsier> | PUBLIC} {CASCADE |RESTRICT}

[Tapametper CASCADE unu RESTRICT onpenenstor, kakuMm o0pa3zom
J0JKHA TTpou3BoANThCS oTMeHa npuBmieruil. [lapamerp CASCADE otmens-
€T NPUBUJIETMH HE TOJIBKO MOJIb30BaTels, KOTOPBIA HEMOCPEACTBEHHO YIIOMH-
Haicst B omepatope GRANT mpu mpenoctaBieHUd eMy HpPUBHICTHA, HO U
BCEM MOJIb30BATENSAM, KOTOPBIM 3TOT IMOJb30BATENb MPUCBOWI NMPUBUIIETHH,
Bocnonp3oBasmrchk napamerpom WITH GRANT OPTION. Hanpumep, npu
MCIIOJIb30BAaHUU OTEPALIUHN:

REVOKE ALL PRIVILEGES ON Tabl FROM User4 CASCADE

OyIyT OTMEHEHbI MPUBWIETUU U ToJib3oBaTenst USerd, koTopoMy 1mosb30-
Barenb Userd ycnen npucBouth npuBmiieruu. [lapamerp RESTRICT orpanuyu-
BAE€T OTMEHY NPUBUJIETUNA TOJBKO MOJIb30BATENI0, HETIOCPEACTBEHHO YIOMSI-
HyTtomy B ornepatrope REVOKE. Ho npu Hanuunu nenerupoBaHHBIX TPUBHIIC-
ruii npu BeimonHeHUU WHCTpyKumn REVOKE Bo3nukner ommbka. Tak,
HarpuMmep, oneparms:

REVOKE ALL PRIVILEGES ON Tabl FROM User4 RESTRICT

He OyJeT BBINOJHEHA, MOTOMY YTO MOJjbk3oBaTenb UsSerd mepenan yacthb
CBOUX TMOJITHOMOYHMM Mojs3oBaTento Users.

[TocpenacTtBoM omneparopa REVOKE MOXHO OTOOpaTh BCE WU TOJBKO He-
KOTOPBIE U3 paHee MPUCBOCHHBIX MPUBWIECTUN N0 pabOTe ¢ KOHKPETHBIM 00b-
exktoM. [Ipu 3TOM U3 omucaHus CMHTaKCUCa ONepaTopa OTMEHbI MPUBUIIETUN
BUJTHO, YTO MOKHO OTOOpaTh MPUBUIIETHH OJHUM OIEPATOPOM Cpaszy y He-
CKOJILKHX TTOJIb30BaTeIIeH WK y 1esoi rpymisl (mapamerp PUBLIC). TToatomy
KOPPEKTHBIM OY/IET CIEAYIOIIee UCTIOIb30BaHne oneparopa REVOKE:

REVOKE INSERT ON Tabl FROM User2, User4 CASCADE

[Ipu pabote ¢ npyrumu oObEKTaMH (HAMpUMEp, C XPaHUMBIMH MPOLIETY-
paMu) U3MEHSIETCS CIIMCOK OIepaluii, KOTOpbIe UCMONBb3YIOTCA B ONepaTopax
GRANT u REVOKE. Ilo ymomuanuto, 1eiCTBUE, COOTBETCTBYIOIIECE 3aIMYCKY
(MCHIOJTHEHUIO) XPaHUMOW MNpPOLEAYphl, Ha3HAYAECTCSI BCEM WIEHAM TPYIIbI
PUBLIC. Ecnu tpebyercss MU3BMEHUTh 3TO YCJIOBHE, TO TOCIE CO3JaHUS Xpa-
HUMOM Tipotieypbl HeoOxoaumo 3amnucath oneparop REVOKE
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REVOKE EXECUTE ON COUNT EX FROM PUBLIC CASCADE
a 3aTEM Ha3HAYUTh HOBLIC IIPaBa ONPECACICHHBIM I10J1b30BaTCIISIM
GRANT EXECUTE ON COUNT EX FROM User4

OObeKTHBIC TMPUBUJICTUU Ha3HAuYaeT aJMUHUCTpaTOp wiu Biamenen B/l
Hampumep, (B SQL Server):
GRANT CREATE DATABASE ON SERVER 0 TO main user

[To mpuHIHKITY WepapXHuu IMOJIb30BaTENL Main_user, cozmas cBor bJI, Te-
Iepb MOXKET MPEJOCTABUTH IIpaBa Ha CO3JaHUE WM U3MEHEHHE JIOOBIX 00b-
€KTOB B 3ToM b/l npyrum mnosib30BartesisiM, HarpuMmep:

GRANT CREATE TABLE, ALTER TABLE, DROP TABLE ON MyDB TO

Userl

B sTom ciyuae nmonb3oBarens Userl Moxxer co3aBaTh, U3MEHATh WIH yAa-
a7tk Tabnuusl B BJI MyDB, oaHako OH HE MOXKET pa3pelInTh CO3aBaTh WU
M3MEHATH TaOnuLbl B 370 B/ npyrum nonb3oBaTensiM, HOTOMY 4TO €My AaHO
paspenieHue 0e3 npasa JIeJErUpOBaHUs CBOUX BO3ZMOXKHOCTEHN.

JlocTOMHCTBA U HEAOCTATKH JTUCKPEHUOHHOTO pa3rpaHnyeHus pocryna. K
JOCTOMHCTBAM JUCKPELUUOHHOIO pa3rpaHUYEeHHs TOCTYIAa OTHOCATCS OTHOCH-
TEIBHO MPOCTasl peanu3anus (IpoBEpKa MpaB JOCTYNMa CyObEKTa K OOBEKTY
MIPOU3BOAUTCS B MOMEHT OTKPBITHSI 3TOI0 00BEKTA B MPOLECCE CYOBEKTA), XO-
polasi U3y4eHHOCTh, YHUBEPCAJIBHOCTb, HATSAHOCTh U TMOKOCTh. OpHaKo
JUCKpELIMOHHAs 3allliTa SIBJISIETCS JOBOJIBHO CJIA0OW, TaKk KakK MPUBUIIETUU
CYILLECTBYIOT OT/AEJIBHO OT JAHHBIX U JIOCTYII OTPAaHUYUBAETCS TOJIBKO K MMe-
HOBaHHBIM OOBEKTaM, a HE COOCTBEHHO K XpaHALIUMCS JaHHbIM. B ciydae pe-
nsronHo B/l 06bekTOM Oyner, HampuMep, UMEHOBAHHOE OTHOIIICHHE (Tao-
nuia). B aTom cioyyae Henb3st B MOJTHOM 00beMe OTPaHUYUTh IOCTYI TOJBKO K
yacTu MH(pOpMaIUK, XpaHsIenca B Tadnuie. JTO CBA3aHO C TEM, YTO JaXKe
€CJIM BBECTH OTHAENbHBIN aTpuOyT, KOTOPBIA OyJeT XpaHUTh MH(OPMALHUIO O
METKE KOHPUIECHIIUAILHOCTH IOKYMEHTa, TO cpeacTBamu SQL MoxkHO Oyner
MOJIYYUTh BBIOOPKY JTaHHBIX 0€3 yuera aTpulOyTa qaHHOM MeTku. dDakTuyecku
ATO O3HAYaeT, yTo JIMOO caM cepBep 0a3 JaHHBIX JAOJKEH MPEOCTaBUTh OoJiee
BBICOKMH YPOBEHb 3alIUThl MHPOpMALMK, JTHUOO0 MPUIETCS peaanu30BaTh JaH-
HBI ypOBEHb 3alIUThl MH(POPMALUU C MOMOIIBIO KECTKOTO OrpaHUYEHUs
omnepalui, KOTOpbIE MOJIb30BaTENb MOKET BBINOJHUTE nocpeactsoM SQL. Ha
HEKOTOPOM YpPOBHE TaKO€ pa3rpaHUYEHUE MOXXHO PEAIM30BaTh C MOMOUIBIO
XPaHUMBIX IPOLENYpP, HO HE MOJHOCTBIO - B TOM CMBICJIE, YTO CaMO SIpO
CVYB/l mo3BoiyisieT pa3opBaTh CBSA3b «3alIUIIAEMbI OOBEKT - METKa KOH(H-
JNEHUUATBHOCTH». JIMCKPELIMOHHOE pa3rpaHHyYEHUE JOCTylla UMEET psA U
OPYrUX HEIOCTaTKOB. llepeuncnuM Bce HETOCTATKH JUCKPELMOHHON MOJEIN
B BUJIE CITUCKA:

1. XpaHeHue NpuBWIETUN AOCTYIA OTJIEIBHO OT JAHHBIX;
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2. OrpaHuueHHUE JOCTyIa MPOU3BOIUTCS HAa YPOBHE MMEHOBAHHBIX 00b-
€KTOB, a4 HE CAMUX XPAHSIINXCS TAHHBIX;

3. VYs3BUMOCTb MO OTHOIICHHUIO K BPEOHOCHBIM MporpamMmaM Buja Tpo-
AHCKUX KOHEH. [[MCKpenrOHHas MOJENb IMO3BOJIAECT IOJIb30BATEISIM
0e3 orpaHMyeHUl NepeAaBaThb CBOM MpaBa JIPYTUM IMOJIb30BATENSM
(uto u ucnosp3yercss TposHCKUMH KOHsiMHU). HeT paznuuus mMexmy
MOJIH30BATENIEM U CYOBEKTOM, T.€. MEXKJY YEJIIOBEKOM, KOMY, B KOHEY-
HOM cueTe, ObUTM HAa3HAYCHBI ONPEACIICHHBIE MpaBa J0CTyIa K 00BEK-
TaM | mpolieccam, NOPOKJAECHHBIM JJAHHBIM MOJIb30BaTEIEM. DTO TAKKE
1o3BoJIsieT TPOSTHCKUM KOHSIM, 3allyIIEHHBIM OT UMEHU aBTOPU30BaH-
HBIX MOJIb30BaTeNIeH, OIy4aTh CBOOOIHBIN TOCTYI K JIAHHBIM.

4. CTaTUYHOCTH pa3rpaHUYEHUs JOCTyla — IMpaBa JOCTyla K yxKe OT-
KPBITOMY OOBEKTY B JAJbHEHIIEM HE U3MEHSIOTCS HE3aBHCUMO OT U3-
MEHEHHS COCTOSTHUS KOMITBIOTEPHOU CUCTEMBI;

5. OrtcyTcTBHE CPENCTB 3alIUTHl OT YTEUYKM KOH(DUICHIIUATBbHON UHPOP-
Manuu. MHade roBopsi, AUCKPEIIMOHHOE pasrpaHUYeHHE JOCTymna He
obecrieunBaeT BO3MOXKHOCTh MPOBEPKH, HE TIPUBEACT JIM pa3pericHue
JOCTyna K OOBEKTY JJIsI HEKOTOPOro CyObheKTa K HapylIeHuo Oe3-
OITACHOCTH WH(OPMAITUU B KOMITBIOTEPHOMN CUCTEME;

6. CpencrtBa 3amUThl HE TMO3BOJSIOT OTCICAUTH MEpeady CEKPETHBIX
MaTepHaJoB;

7. BO3MOXXHOCTHh MHOXECTBEHHOTO Ha3HAYEHUS M OT3bIBA MPUBHICTHI
JIOCTYTIA K OJTHOMY M TOMY K€ 0OBEKTY MOKET MIPUBECTU K HEKOHTPO-
JUpyeMoMy NOCTymy K gaHHbIM. [Ipeamonoxkum, cyobekT S1 mpemo-
CTaBWJI OTIPEIeTICHHBIC TTpaBa JIOCTyna K o0beKTy 01 cyOnekTy S2. 3a-
TeM CyOBeKT S3 MpeaoCTaBWI T€ K€ MpHUBWIErHH K 01 Bce ToMy ke
CcyOBeKTy S2, OyJIy4u HEe MOCTaBJIICHHBIM B W3BECTHOCTH, UTO ATO YXKE
ob10 chenaHo cyobekTom Sl. Tlo3mHee cyOBEeKT S3 M3MEHHII CBOE
MHEHHE W OTO3BaJl MPEAOCTABJICHHBIC UM TpuBWiIerud. Ho ero mei-
CTBHE HE BBI3BAJIO JKeJIaeMbI A(PPEKT, MOCKOIBKY OTO3BAHHBIE MM
MPUBUJICTHH TTO-TIPSKHEMY OCTAlOTCS B MAaTPHUIIEC JOCTYIA, MIOCKOJIbKY
OHM ObUIM paHee Ha3HaYeHbl CYyObEKTOM S1;

8. Ilpu GosbLIOM KOJMYECTBE MOJIb30BATENEH TPYJHO OTCIEIUTH BCE ITy-
TH JOCTYyTa.

OTMEYEeHHBIX HEAOCTATKOB BO MHOTOM JIMIIICHO MAaHJATHOE pa3TrpaHude-
HUE J0CTyIa, PaCCMAaTPUBAEMOE B CIEAYIONIEM ITyHKTE.

JluckpernmoHHasi MOJIeTb SIBIISIETCA OYEHb IMOIMYJSIPHON y pa3padOTUYMKOB
CYB/l. Ona peanuzoBana B mpaktudecku Bcex SQL-coBmectumbix CYB/I.
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Omneparoper SQL GRANT, REVOKE, DENY, peanusyromiue TUCKpPEIHOH-
HYIO MOJIEJIb pa3rpaHudeHus JOCTyIa, ONpPEeeIeHbI B cTanaapTe si3bika SQL.

3.4 MaHpaTHOe pa3rpaHu4eHue gocTyna

K ocHOBHBIM XAPAKTCPUCTHKAM MaHIAaTHOI'O (O6$I3aTeJII>HOFO) moaxoaa
pasrpaHU4CeHUs 10CTYyIIa OTHOCATCS CICAYIOIHEC ITOJIOXKCHHU .

BCE CYOBEKTHI U OOBEKTHI JIOJKHBI OBITh OJTHO3HAYHO HIASHTH(HUITUPO-
BaHBbI;

UMeEeTCs JIMHEWHO YMOpsSA0YEHHBIN Habop METOK KOH(UIEHIUATBHO-
CTU (CEKPETHOCTH) M COOTBETCTBYIOIIMX MM YPOBHEH (CTEIeHeu) 1o-
nmycka (HyJieBasi METKA WUJIU CTENEHb COOTBETCTBYIOT OOIIEIOCTYITHOMY
O0OBEKTY M CTEMEHM JOMycKa K padoTe TOJIbKO C OOIIEeIO0CTYIHBIMU
oowekTamu), HanpuMmep: U - Unclassified, SU — Sensitive but unclassi-
fied, S — Secret, TS — Top secret;

KaXI0OMY 06’beKTy IIpUCBOCHA MCTKaA KOH(l)I/II[eHI_[I/IaJIBHOCTI/I;
KaXI0OMY CY6’beKTy IMPpUCBAUBACTCA CTCIICHDb HOITYCKaA,

MpaBo Ha uTeHWe HHPOpPMALMU W3 OO0BEKTa MOJYyYaeT TOJIBKO TOT
CyOBEKT, Ubsl CTETICHb JOMYCKa HE MEHbIIIE METKU KOH(MUIECHIIMATbHO-
CTH IaHHOTO 00OBEKTAa;

MpaBO Ha 3amuch WHGOPMAITUH B OOBEKT IMOITYYaeT TOJBKO TOT CyOb-
eKT, 4Yell ypoBeHb KOH(GUIEHIMATHLHOCTH HE OOJIbllle METKU KOH(DU-
JEHIIMATBHOCTH JTAaHHOTO 00BEKTa. JTO O3HAYAeT TAKXKE, UYTO BCSAKas
uHdopMaIus, 3amucaHHas HEKOTOPHIM CYOBEKTOM, aBTOMATUYECKH
MOJIy4aeT YpOBEHb KiacCU(UKAIIMU, PABHBIA YPOBHIO JOMYyCKa 3TOTO
CyOBeKTa;

B MPOILIECCE CBOETO CYIIECTBOBAHUS KAk bl CYObEKT UMEET CBOU YpoO-
BEHb KOH(PHUICHIIMAIBHOCTH, PaBHBIA MaKCUMyMY U3 METOK KOH(H-
JEHITUATBHOCTH OOBEKTOB, K KOTOPHIM JaHHBIA CYOBEKT MOJYYHII JI0-
CTyII.

MaHaaTHbIH TOIX0J MCITONIb3yeTcs crenuanbabiMu (trusted) cucremamm,
MPEIHA3HAYEHHBIMH JJIS1 TOCYIAPCTBEHHBIX, BOCHHBIX U APYTUX OpraHU3alui
C XKECTKOU CTpyKTypoi. OCHOBHOM II€JIbI0 MaHAATHOTO pa3rpaHUYEHUs J10-
CTyla K 00ObEeKTaM SIBJISIETCS MPEJOTBpAlleHUe YyTeUKH UH(pOopMaluu u3 o0b-
€KTOB C BBICOKOW METKOUW KOH(DHICHIIMATIEHOCTH B OOBEKTHI C HU3KON METKOU
KOH(pUICHIIMATBHOCTH (MMPOTHBOICHCTBUE CO3/IaHUI0 KAaHAJIOB TIEpenayu MH-
dbopmaiu «CBEpXy BHH3).

JIyist MaHAATHOTO pa3rpaHUYCHUS JOCTyIa K 00BEKTaM KOMIIBIOTEPHOU CH-
cTeMbl (POPMATILHO JI0KA3aHO CJIEIYIOUIEE BaKHOE YTBEp KIAeHUE (MIPUHIUITHU-
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anpHO otnuyaroee MAC or DAC): eciin Ha9aibHOE COCTOSIHHE KOMITBIOTEP-
HOW CHCTEMBI OE30ITaCHO W BCE MEPEXObl U3 OJTHOTO COCTOSHHUS CHCTEMBI B
Apyroe He HAPYIIAIOT MPaBWI pa3rpaHUUYEHUs JOCTyIa, TO JI00e MOoCery-
IOIIee COCTOSIHME KOMITBIOTEPHOM CHCTEMBbI Takke Oe3omacHo. K apyrum no-
CTOMHCTBAaM MaHJIaTHOTO Pa3rPaHUYCHUS TOCTYIa OTHOCSTCS:
e (oJice BBICOKAs HAJICKHOCTh PabOThI CUCTEMBI, TaK KaK MPU pa3rpaHu-
YEHUU JIOCTyNa K 00BEKTaM KOHTPOJHUPYETCS U COCTOSIHUE CaMOM CH-
CTEMBI, a HE TOJILKO COOJIFO/ICHHE YCTaHOBJICHHBIX ITPABUIL;

e OQoJpmiag IIPpOCTOTA OIIPCACIICHUA IIPABUJI PA3TPAHUYCHUA OOCTYIIA II0
CpaBHCHHIO C NTUCKPCHOUOHHBIM PA3IrPAHNYCHHUCM.

I'maBaoe oramune MAC ot DAC cocrout B ToM, 9T0 B MAC METKH KOH-
buaeHIIMATBPHOCTH HEM3MEHHBI HA BCEM MPOTSHKEHUH CYIIECTBOBAHUSI O0BEK-
Ta 3alIUTHI (OHU CO3MIAIOTCS M YHUUTOXKAIOTCS TOJIBKO BMECTE C HUM) U pac-
M0JIaraloTCA BMECTE C 3allMIIaeMbIMU JJAHHBIMU, & HE B CHCTEMHOM KaTaJiore,
kak 910 npoucxoauT B DAC. JIpyrum BakKHBIM OTIUYHEM SIBIISIETCS TO, YTO B
MaHJaTHOM MOJIEIN KOHTPOJIHUPYIOTCA HE OINEpaliy, OCYIIECTBIIEMbIE CyOb-
€KTOM HaJl 00bEKTOM, a MOTOKU MHPOPMAIIMH, KOTOPbIE MOTYT OBITh TOJIHKO
JIBYX BUOB: TMOO OT CyOBEKTa K 0OBEKTY (3aIUCh), MO0 OT 00BEKTa K CYyOh-
eKTy (UTeHue).

MaHaaTHBIA TPUHIMI TTOCTPOSHUS CHUCTEMBI Pa3rpaHUUYCHUS JTOCTyNa B
CYDB]l peanusyer mMHo20ypoHesyo mooeb 0e30nacHocmu 0aHHbIX, HA3bI-
Baemylo eiie mozaenbto bemn - Jlallanyna (o umenu ee aBropoB - JI. benna u
JI. JIalTanyna), BBenennyto B 1975 r. B monenu bemn - Jlallagyna ycranasiu-
BAIOTCS U MOJAJIEPKUBAIOTCS JIBA OCHOBHBIX O2paHuyeHus TMOIUTHKU Oe3omac-
HOCTH:

1. TIpocroe mpaBmiio Oe3onacuoctu (Simple Security), peanu3syroriee 3a-

npet uteHust BBepX (No Read Up — NRU);

2. *-cmoiicTBO (Star-property), peanusyroiee 3amper 3amucud BHH3 (NO
Write Down - NWD).

Orpannuenue NRU sBiseTcs JIOTUYECKHM CJIEICTBUEM MAaHIATHOIO
MPUHIIMAIIA pa3TpaHUYCHUsS IOCTYIA, 3ampeiias CyoObeKTaM YUTaTh JTaHHBIC U3
00BEKTOB 00Jiee BHICOKOW CTEMEHU CEKPETHOCTH, YEM MO3BOJISIET UX JOIYCK.
Orpannuenne NWD npenorBpaiaer nepeHoc (yTeuky) KOH(puaeHIIMaaIbHOMI
uH(popMaIK MyTeM €€ KOMMPOBaHUSI U3 0OBEKTOB C BHICOKUM YPOBHEM KOH-
bUICHINAIBPHOCTH B HEKOH(MUICHIIMATbHBIE OOBEKTHl WM B OOBEKTHI C
MEHBIIINM YPOBHEM KOH(DHUICHITUATHLHOCTH.

Orpannyenuss NRU 1 NWD npuBosT kK TOMy, 4TO 1O pa3HbIM THUIaM J10-
CTyna (4Y4TEHHe, 3alucCh, CO3JaHue, yaaieHue) B moaenu bemn - Jlallamyna
YCTaHABIMBAETCS Pa3HBIN MOPSAOK JTOCTYIa KOHKPETHOTO CyOBheKTa K 00BbeK-
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TaM. B 9acTHOCTH, IO THITY JOCTYIIA «CO3AaHUE» CYOBEKT C HUBIIUM YPOBHEM
JIOITyCKa MMEET BO3MOXKHOCTh CO3aBaTh OOBEKTHI (3amuicH) B 00beKTax 0oJiee
BBICOKOTO YPOBHSI KOH(MUIEHIIMATLHOCTH. TaKoH MOJIX0J, TEM HE MEHee, OT-
paXkaeT pealbHble CUTYalluH, KOTJa CIyKallluid oT/aeNia KaJpOB MOXKET IO-
POXKJIaTh MEPBUYHBIC JOKYMEHTHI JIMYHBIX JI€]l HOBBIX COTPYIHHUKOB, HO TIPH
ATOM HE UMeeT COOCTBEHHO CaMOT0 JIOCTYMa K 3TUM JOKYMEHTaM IO JPYruM
TUIIaM OTlepaluil (YTeHUEe, yAaJIeHHe, U3MEHEHUE).

KitoueBbiM nonstuem B mojaenu bemna u Jlallagynna siBnsierca nmonstue
pemretkn Oe3omacHocT (Security lattice). Marematnuecku, perieTkon 0Oes3-
OMACHOCTH Ha3bIBaeTCs alrebpanmydeckas CUCTeMa, COCTOSIIAsl U3 orepaTopa,
OIIPEICIIAIONIETO OTHOIIeHHEe Topsaka (dominance) mis ypoBHEH CEKpPETHO-
CTH U OIEpaTOPOB HAMMEHBIIEH BEpXHEW M HauOOJbIIEH HW)KHEW TpaHuLI.
OTtHoleHne mnopsiika o0JagaeT CBOWCTBAMHM PEQIIEKTUBHOCTH (pa3pelleHbI
MOTOKM MH(pOpMALMKU MEXIY CyOBEKTaMH U OOBEKTaMH OJHOTO YPOBHS CEK-
PETHOCTH) M TPAH3UTHBHOCTU (eCM WHQOpPMAIMSI MOXKET IepeaaBaThCs OT
CyOBEKTOB U OOBEKTOB YpOBHS A K cyObeKTaM M 00beKkTaM ypoBHS B u ot
CyOBEKTOB U 00BbEKTOB ypoBHA B Kk cyObekTaM u o0bekTam ypoBHs C, TO OHa
MOXXET MepeaBaTbCsl OT CYOBEKTOB U OOBEKTOB YpOBHA A K CyObEKTaM U
o0bektam ypoBHa C). OnepaTopbl HaUMEHbIIEH U HAMOOJBIIEH TPaHUI] OIpe-
JEJSIFOTCS. TaKUM 00pa3oM, 4TOOBI JJIsi Ka)X[0W Mmapbl YPOBHEH CEKPETHOCTU
CYILIECTBOBAJl €MHCTBEHHBIN HJIEMEHT HAWMEHBIIEH BEpXHEW TpaHUIlbl U
€IMHCTBCHHBIN 2JICMEHT HAaUOOJIBIIICH HIDKHEH TPaHUITBI.

Marematnueckas ¢dopmanuzaiusi MOAEIU TO3BOJSIET C(HOPMYIUPOBATH
OCHOBHBIE TIOJIOKEHHSI O€30MAaCHOCTH CHUCTEMBbI M MO BO3MOKHOCTU CTPOTO
nokaszaTh ux. COCTOSIHUE CUCTEMBI Ha3bIBA€TCs 0€30MAaCHBIM MO YTEHUIO (WU
simple-Ge3onacHpIM), €ClM IS KaXJIOro CyObeKTa, OCYIIECTBIISIONICTO B
ATOM COCTOSIHUM JIOCTYI MO YTEHHIO K OOBEKTY, YPOBEHb JOCTYyNa CyOBhEKTa
JOMHUHHUPYET HaJl YPOBHEM CEKPETHOCTH 00bekTa. COCTOSIHUE CUCTEMbI Ha3bl-
BaeTcs Oe30MacHBIM IO 3amucu (WU *-0e30MacHbIM), €CIU IS KaXKI0TO
CyOBEKTa, OCYIIECTBIISIONIEIO B ’TOM COCTOSIHUM JOCTYII 1O 3alMCH K 00bEK-
Ty, YPOBEHb CEKPETHOCTU O0BEKTA JOMUHUPYET HAJ[ YPOBHEM JIOCTYIa CyOb-
exta. COCTOsIHME CUCTEMbI Ha3bIBae€TCsl 0€30MacCHBIM, €CJIM OHO O€30IacHO MO
YTEHUIO W IO 3alMCH W HAKOHEIl, CHCTeMa Ha3bIBaeTCs O€30MMacHOM, ecliu
Ha4yaJIbHOE M BCE MOCIEIYIONINE COCTOsIHUSI Oe3omacHbl. Kak yxe ynmomuHa-
JOCh, B paMKaxX JaHHOW MOJIEJM JOKa3aHO Ba)XXHOE YTBEPXKIACHHUE, €CITU
HaYaJIbHOE COCTOSIHME CUCTEMBI 0€30MACHO U BCE MEPEXO/bl U3 OJTHOTO COCTO-
SIHUSI CUCTEMBI B JIPyroe HE HapylIaloT MpaBWJ pa3rpaHUYEHUsl JOCTYyIa, TO
M000€ MOCNEAYIONIEe COCTOSTHUE CUCTEMBI TaKKe 0€30MMacHO, YTO MO3BOJISET
MPUMEHSITh MAaHJATHYIO MOJIEJb B CUCTEMaX C BBICOKMM YPOBHEM CEKPETHO-
CTH.
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OTMeTHM U HEJOCTAaTKU MaHAATHOTO pa3rpaHUYEHUs IOCTyNa:

® HEBO3MOXHOCTh aBTOMAaTH3AIlMM HAa3HAYEHUS YPOBHEU CEKPETHOCTHU U
OTIpEJICIICHHS TPAHUI] 3alUIIAEMBIX JaHHBIX, YTO B OOJIBIIUX CUCTEMAX
MOKET MPUBOJUTH K MPAKTUUYECKU OCCKOHEUHOMY PYYHOMY IPOIIECCY
KOH(UTypaliu CUCTEMBI;

e cHmxKeHHE d(PPEKTUBHOCTH pabOTHI KOMITBIOTEPHOM CHCTEMBI, TaK Kak
IPOBEpKa MpaB JOCTYyIA CyObEKTa K OOBEKTY BBIIIOJIHAETCS HE TOJIBKO
IIPU OTKPBITUH OOBEKTA B Ipolecce CyObeKTa, HO U NEpE] BHIIOJIHE-
HUEM JI0001 onepaluy 4TeHus: 3 00bEKTa WIN 3aIUCU B OOBEKT;

® CO3/JaHHE JIOTOJHUTEIBHBIX HEYIOOCTB B paboTe MOJIb30BATENICH KOM-
MBIOTEPHON CHUCTEMBI, CBSI3aHHBIX C HEBO3MOYKHOCTHIO M3MEHEHUs MH-
dbopmaniun B HEKOH(PHUACHIIMATILHOM OOBEKTE, €CIIM TOT K€ CaMbIil
MIPOIIECC UCIOIb3yeT MH(pOpMAIUI0 U3 KOH(PHUACHIIMAILHOTO 00BEKTa
(ero ypoBeHb KOH(PHACHIIMATBLHOCTH OOJBINE HYJSA). DTO 3a4acTylo
pemaercss MyTeM pa3pelIeHUs] MOJb30BaTEII0 BHICTYNaTh OT HMEHU
CyOBEKTa ¢ MEHBIIIUM yYPOBHEM JOCTYIIA, YTO B CBOIO OYEpEIh IIPHBO-
TUT K JeTpajiallii CUCTEMBI 3aIUTHI;

¢ JI0JIb30BAaTCJIb HUJKHCTO YPOBHA MMCCT IIPpAaBO 3aIlMCH B 00BEKTHI BCEX
ypOBHeﬁ, T.0. 3TOT II0JIb30BATCJIb MOJKCT IICPCIIMCATDh CYHIGCTBYIOHIHI;’I
O6’beKT, 4dTO PaBHOCHUIIBHO €ro yAaJICHUIO. I[J'IH YCTpAaHCHHA 3TOr0 HE-
A0CTaTKa BTOPOC IMpaBUJIO M3MCHACTCA TaK, YTO ITIOJIb30BATCIIb MMCCT
AOCTYII Ha 3allMCh TOJIbKO Ha CBOCM YPOBHC.

N3-3a OTMEYEHHBIX HEIOCTATKOB MAHAATHOTO pa3rpaHUYeHUs JOCTyIa B
peanbHbiXx CYB/] MHOXECTBO 00BEKTOB, K KOTOPHIM MPUMEHSIETCS MaHIaTHOE
pasrpaHUYeHHE, SBIACTCS MOAMHOKECTBOM MHOXKECTBA OOBEKTOB, JOCTYM K
KOTOPBIM OCYIIECTBIISIETCS HAa OCHOBE JHMCKPEIMOHHOIO pasrpaHuueHus. B
LIEJISIX YMEHbIIIeHUs HeraTuBHbBIX nocieactBuid orpanndeHust NWD B cuctemy
BBOJISIT MPUBUJIETUPOBAHHOTO TOJI30BATENISI, UMEIOIIETO CHeIUaIbHbIe MOJI-
HOMOYMSI Ha yJaJeHue JIF0OOro 0ObEeKTa CUCTEMbI U MOHWKEHUSI METKU KOH-
buneHaNbHOCTH. VIMEITCS Takke paclIMpeHus MaHAaTHOW MoJIelu,
adapted mandatory access model u np., HeKOTOpHIM 00Pa30M CHUMAIOIIKE He-
noctatku MAC.

[IpumepoM peanu3allid MaHJATHOTO MOAXOJA pPa3rpaHUYECHUsS JIO0CTyMa
MOKHO cunTaTh KoMmoHeHT Oracle Label Security (OLS), peanu3zoBaHHbIN B
CVYB/J] Oracle, nauunas ¢ 91 Bepcun. [Ipumepom Poccuiickoit CYBJI, peanu-
sytomieit crangapt SQL-92 sensercs CYBJl JIMHTEP.
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3.5 PoneBoe pa3srpaHuyeHue gocTtyna

PoneBass Mozenb 0€30MacCHOCTH MPEJICTABIsAET COOOW CYIIECTBEHHO YCO-
BEPIICHCTBOBAaHHYIO MOJIeib XappucoHa-Py330-YiibMaHa, 0lHAKO €€ Helb3s
OTHECTH HU K JMCKPEIIMOHHOMY, HU K MaHJAaTHOMY IOJXOJy, MOTOMY YTO
yIpaBJIeHHE JOCTYIIOM B HEW OCYIIECTBISETCS KaK HA OCHOBE MATPUIIbI MPaB
J0CTyna JUisl pojiei, Tak U C TIOMOIIBIO MPABUII, PErJIaMEHTUPYIOIIMX Ha3Ha-
YeHHUE poJied TMOJIb30BaTENsIM M WX aKTUBAIIMIO BO BpeMs ceaHcoB. [loaTomy
pOJIeBOE pasrpaHUYeHHE JOCTyNa MPEACTABISIET COO0N COBEPIIEHHO OCOObII
TUN KOHTPOJIA JIOCTyNa, OCHOBAHHOM Ha KOMIIPOMHCCE MEXKIY THMOKOCTBIO
yIpaBJIEHUS JOCTYIIOM, XapaKTepHOU JJIsl JUCKPEIIMOHHBIX MOJIENICH, U KeCT-
KOCTBIO MPABWJI KOHTPOJIS JOCTYMa, MPUCYIIEH MaHAATHBIM MOJICIISIM.

PoneBoe pasrpanuueHue A0CTyla OCHOBAaHO Ha TOM COOOpa’K€HHH, YTO B
peanbHOM KM3HM OpPraHU3alldd €€ COTPYAHUKHU BBIMIOIHSIOT ONpPEICICHHBIC
GyHKIIMOHATBHBIE 00S3aHHOCTH HE OT CBOEr0 MMEHH, a B paMKaX HEKOTOPOil
3aHUMAaeMON MU JOHKHOCTH (Wid poiu). KoaudecTBo poseit B cucreMe Mo-
€T HE COOTBETCTBOBATH KOJMWYECTBY PEAJIbHBIX MOJIb30BATENEH — OJAUH IOJb-
30BarTellb, €CJIM HAa HEM JIEKAT Pa3jIudHble 00S3aHHOCTU, TPEOYIOIINE pa3iny-
HBIX TTOJIHOMOYH, MOXKET BBIMOJIHATH (OTHOBPEMEHHO WJIY TTOCIIEIOBATEIHHO)
HECKOJIBKO POJIEH, a HECKOJIBKO MOJIb30BATEIEH MOTYT MOJIb30BaThCA OJHOU U
TOM K€ POJIbIO, €CJIM OHU BBIMOJHSAIOT OJUHAKOBYIO padoty. Peanuzamus po-
JIeBOro pasrpaHudeHus jnocryna k oobektaM CYBJ] uianm KOMObIOTEpHOU CH-
CTEMBI B 1LI€JIOM TpeOyeT pa3padoTku Habopa (OMOJIMOTEKHU) poJieid, ompeaes-
€MBbIX KaK Ha0op MpaB 0CTymNa K 00beKTaM HH(POPMALIMOHHOM CUCTEMBI (TIpaB
Ha BBINOJHEHUE HAJ HUMHU OMNPEACIICHHOr0 Habopa JeWcTBuit). ITOT HAOOP
MpaB JI0JKEH COOTBETCTBOBATH BBIMOJIHSIEMBIM PAOOTHUKOM OOSI3aHHOCTSIM.

PoneBoe pasrpannueHue 10CTyna onepupyeT CaeayomUMI TOHITUIMU:

® CyOBEKTHI M OOBEKTHI IOCTYMA;

® T[PUBWIETUU - MUHUMAJILHO BO3MOXKHBIE JNEUCTBUSI CyObekTa, TpeOy-
IOIIHE PA3PEIICHUS WU 3aNPEIICHUS] ITOTO AEHCTBHUS;

e 1mpaBWia - OOBEIWHECHUE MPUBUJIETHH, MOJIMHOXKECTBA OOBEKTOB, IJIS
KOTOPBIX MOXET OBITh OMpe/eSieHa JaHHas MPUBWIETUS, U MpU3HAKa
pa3peIIeHUs WU 3aMpelleHUs ATOU NMPUBWICTUH;

® pOJIb - HA0OP MpaBuUJ, COOTBETCTBEHHO OIPEIESISIONINX, KAKUMHU TIPH-
BUJIETUSIMU U TIO OTHOIICHWIO K KakuM OObekTaM Oynmer o0ianarthb
CyOBEKT, eciu eMy Oy/ieT Ha3Ha4YeHa dTa POJIb;

® ceccHs - MOJMHOXKECTBO POJIeH, KOTOPhIE aKTUBUPOBANI CyOBEKT TIOCIIe
BXO/la B CUCTEMY B TEUCHHE OINPEICTICHHOI0 HHTEpBaja BPEMEHH.

IIpy wWCrIONB30BaHUM POJIEBOM IIOJUTUKHU YIIPABICHUE IJOCTYIIOM OCY-

IIECTBIISCTCS B TPU CTAJWU: BO-TIEPBBIX, JIsI KaXKIOW POJU YKa3bIBaeTCS
Ha0Op MOJIHOMOYHUMN, IPEACTABISAIONINN HAOOp MpaB J10CTyNa K 00bEeKTaM, BO-
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BTOPBIX, KaXJIOMYy IOJIb30BATENII0 HA3HAYAETCS CHUCOK JOCTYIHBIX €My pO-
JIed, U, B-TPETBUX, ITOCJIE aBTOPU3ALMH M10JIb30BATENSA B CUCTEME ISl HETO CO-
3naerca ceccus. [lomHOMOYMS HAa3HAYAOTCS POJIAIM B COOTBETCTBHUM C IMPHUH-
LUIIOM HANMEHBIINUX MPUBHWIETUNA, U3 KOTOPOTO CIEAYET, UTO KaXKAbIA MOJIb-
30BarTelb JOJKEH 001a/1aTh TOJIBKO MUHUMAIBHO HEOOXOAUMBIM JUISI BBITOJ-
HEHUsI CBOel padoThl HabopoM mosiHoMouui. [lpu peanuzanuu posjeBoi Mo-
JIeIM MOKET OBITh BBEACH PAJl OTPAHUYEHUU: HANpUMeEp, Ha3HAYEHUE POJIHU
[JIaBHOTO aJIMUHHUCTpATOpa (CyNeprioib30oBaTeisl) MOKET ObITh MpeIocTaBie-
HO TOJIBKO OAHOMY IIOJIb30BATEINII0, BBOJUTCS 3alPET COBMEIICHUS OIHUM
IIOJIB30BATENIEM ONPEACIICHHBIX POJIEW, OTPAHUYMBAETCS KOJIMYECTBO IOJIB30-
BaTeJied, OTHOBPEMEHHO BBITOIHSIOIIUX OMPEAEIICHHYIO POJIb U T.II.

Kpurepuii 6€30nacHOCTH CUCTEMBI MPU KUCIIOIb30BAHUU POJIEBOM MOJEIH
MOXHO C(OpPMYJIUPOBaTh CIEAYIOINIMM 00pa3oM: CUCTEMa cuHuTaeTcs Oe3-
OMAaCHOM, €CIU JH000H MOJB30BATENb B CUCTEME MOXKET OCYIIECTBIISITh TOJBKO
T€ JEUCTBUS, KOTOpbIE TPEOYIOT MOJIHOMOYHUHM, BXOISIIMX B COBOKYIHOCTH
MOJTHOMOYHUI BCEX POJIEH, NOCTYMIHBIX JJII HETO B IAHHOM ceccuu. B otnuune
OT IPYTUX MOJEJIEH, POJIEBasi MOJIEIb YIIPABICHUS JOCTYIIOM IPAKTUYECKU HE
rapaHTUpyeT OE€30MacHOCTh C MOMOULIbIO (OPMalbHBIX JOKA3aTelIbCTB, a
TOJIKO ONPEEINISIET XapaKTep OrpaHUUYECHUN, COOTIOCHUE KOTOPBIX U CITYKUT
KpUTEpUEM 0€30MaCHOCTH CUCTEMBI.

PoneBas Mozenp pasrpaHUueHUs JOCTYIIA COYETAET AIEMEHTBI MaHJATHO-
ro pasrpaHuyueHusi (00beInHEHnEe 00BEKTOB U MPUBHIETHI TOCTyNa B OJHOM
MpaBujie) U JUCKPELMOHHOTO pa3rpaHUyeHus (Ha3HAYeHUE POoJieH OTAEIbHBIM
cyOBeKkTaMm). DTUM 00ECIEUYMBAETCS KECTKOCTh MPAaBWJI pa3rpaHUYEHUs J0-
CTyna W THOKOCTh HACTPOWKM MEXAHHM3Ma pPA3rPaHUYEHUs] B KOHKPETHBIX
yCIOBHSIX NpuMeHeHusd. [IpenmyiiecTBa posieBoro pasrpaHM4eHMs 10CTyIa K
00BEKTaM MPOSBISAIOTCS MPU OPraHU3aLMU KOJUIEKTUBHOTO JIOCTYMa K pecyp-
caM CIIOKHBIX MH(OPMAIIMOHHBIX CUCTEM C OOJBUIUM KOJUYECTBOM MOJIB30-
BaTesnel 1 00beKTOB. K TOCTOMHCTBY pOIeBOro pa3rpaHUYEHUs TOCTyIa clie-
IyeT TaKKe OTHECTU HaJlMYMe HMepapXuH poJjeil, pasaeneHue 00s3aHHOCTEH,
BO3MOXKHOCTh PEruCTpalii B CHCTEME C HaUMEHbIIEH pOoJbio (MIPUHIIUI
HAaUMEHBIINX TPUBUIETUN) U BO3MOXKHOCTH 3allyCKa MPUJIOKEHUH, TpeOyto-
nux (pUKCHpoBaHHOTO Habopa MpaB IOCTYIA, HE 3aBUCALIMX OT MpaB JOCTyMa
MIOJI30BATENS], 3alyCTHUBILETO JIaHHOE NPUIIOKEHHE, YTO BO3MOXKHO IpHU
Ha3HAYECHHUH I10JIb30BATEII0 OIpenesieHHON ponu. K HemocTaTkaMm poJieBOro
pasrpaHUYeHHs] TOCTYNa OTHOCUTCS OTCYTCTBUE (DOPMANIbHBIX J1I0KA3aTEIbCTB
0€30MacHOCTH KOMIIBIOTEPHOM CHCTEMBI, BOBMOXXHOCTh BHECEHHUSI AyOIMpoBa-
HUSL U U30BITOYHOCTU TP MPEJOCTABICHUH MOJb30BATENIAM MpaB J0CTyNa U
CJI0’KHOCTh KOHCTPYHPOBAHUS POJIEH.
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Hapsigy ¢ IHCKpelMOHHOM, poJieBasi MOJENb pa3rpaHUYeHUs TOCTYIa, pe-
aJlM30BaHa BO MHOXKECTBe pa3BUTHIX kKommepueckux CYBJI, manpumep: Mi-
crosoft SQL Server, Oracle, IBM DB2.

4. ObecneyeHue LeNOCTHOCTU OAAaHHbIX

[Tox 11eMOCTHOCTBIO JAHHBIX MOHUMAIOT COOTBETCTBUE WH(OPMAITMOHHON
MOJICIIA TIPEAMETHONU 00JIacTH, T.€. JaHHBIX, XpAaHUMBIX B 0a3e TaHHBIX, 00b-
€KTaM peajbHOTO MUpPA U UX B3aUMOCBS3SIM B KaXKJIbIi MOMEHT BpeMeHHU. JIto-
00€ U3MEHEHHUE B MPEeIMETHON 00JIaCTH, 3HAYUMOE JJII TOCTPOCHHON MOJIEINH,
JOJKHO OTpa)kaThCs B 0a3e JaHHBIX, U MPHU 3TOM JIOJDKHA COXPAHSATHCS OJTHO-
3HaYHas MHTEpHpeTanys HHHOPMAITMOHHON MOJIEIN B TEPMUHAX MPEIMETHOM
obnactu. llenoctHocTh B/ HE rapaHTHpPyET TOCTOBEPHOCTH COJIEpKAIlIeHCs B
Hel umH(opMmaluu, HO obecreunBaeT Mo KpailiHeH Mepe MpaBaomnoI00HOCTh
ATOM MHGOpPMAIIMK, OTBEpras 3aBeIOMO HEBEPOSITHbIC, HEBO3MOXKHbBIC 3HAYE-
Husl. Takum oOpaszom, HE cleayeT myTaTh LEeIOCTHOCTh b/l ¢ 1OCTOBEPHOCTHIO
JTaHHBIX. J0CTOBEpHOCTH (MM UCTUHHOCTH) €CTh COOTBETCTBUE (DAKTOB, Xpa-
Hammxca B bJl, peanmpHOoMy Mupy. KOHTpOJIB ETOCTHOCTH JAaHHBIX ATO CIO-
coonocte CYB/]| nimm KC B niemoM obGecnednTs HEM3MEHHOCTh JaHHBIX (JaH-
HbIE, XPAHSIIUECS B CUCTEME, HE OTIMYAIOTCS B CEMaHTUYECKOM OTHOILICHUU
OT JJAHHBIX B UCXOJHBIX JOKYMEHTAX) B YCIOBHSIX CIy4ailHOTO W (WJIK) Mpe.i-
HaMEpPEHHOT0 HUCKAKEHUs (pa3pylleHHs) WM, WHaye, MOJ LETOCTHOCTHIO
JAHHBIX MOJIPa3yMEBAET OTCYTCTBUE HEHAJICKAIIUX U3MEHEHHU.

4.1 MpuHUMNbI o6ecnevyeHUsi LEeNOCTHOCTU AAHHbIX

[Tonsitne «HeHamiexaiee n3mMeHenue» BpeneHo . Kmapkom u /. Bub-
COHOM: HU OoJHOMY Tosb3oBarento KC, B ToM 4ucie U aBTOpU30BaHHOMY, HE
JIOJKHBI OBITh Pa3pelleHbl TaKhe M3MEHEHUS JIaHHBIX, KOTOPhIC MOBIEKYT 32
co0oii ux pazpyuieHue uinu norepro. B padorax Knapka u Bunbcona onpeje-
JIEHBI JIEBITh a0CTPAKTHBIX TEOPETUUYECKUX MPUHIUIIOB, BBIMOJHEHHE KOTO-
PBIX MO3BOJUT 00ECTIEUUTH IEJIOCTHOCTh JIaHHBIX

® KOPPEKTHOCTbh TPAH3AKIIUM;

® aBTOpHU3AIIMs MOJIb30BaTENEH;

® MMHHUMU3AILMS IPUBUIIETUH;

e pazrpaHuycHUE QYHKIIMOHATBHBIX 00S3aHHOCTEH;
® ayJIuT NPOU3OLIEAIINX COOBITHI;

® OOBEKTUBHBIA KOHTPOJIb;

® yIpaBJICHUE Nepeaaye MPUBUIICTUN;
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¢ S} deKTHBHOEC MPUMEHEHHE MEXaHU3MOB 3aIIUTHI;
® [POCTOTA UCIOJB30BAHMS 3AIIUTHBIX MEXaHU3MOB.

[Io mepBOMYy NMPUHLMNITY TaHHBIE MOTYT U3MEHATHCS TOJBKO MOCPEACTBOM
«KOPPEKTHBIX» TpaH3zakuui. [Ipsmoe (Ipou3BOJIBHBIM 00pa3oM) HU3MEHEHHE
JAHHBIX HE JoIycKaeTca. B cBOI0 ouepesib KOpPEKTHOCTh TPAH3aKIUN TOJKHA
OBITH HEKOTOPBHIM CITOCOOOM J0Ka3aHa. BTOpoW MpHWHIMIM TJIACHUT, YTO HU3MeE-
HEHHE JAHHBIX MOKET OCYIIECTBIISITHCSA TOJBKO aBTOPU30BAHHBIMU IMOJIH30Ba-
TEJSIMH, UMEIOIUMHU OTPEJIeNICHHbIC MPUBUIEIMU. MUHUMAIbHOCTD PUBUJIC-
TUi ToJpa3yMeBaeT, 4TO IMOJb30BaTeNM (B KOHEYHOM CYETE, CYOBEKTHI)
JOJDKHBI OBITh HAJCJICHBI TEMH M TOJHKO TEMU MPUBUIIETHSIMHU, KOTOPHIC MH-
HUMaJIBbHO HEOOXOJMMBI JJIi BBIMOJHEHUS] T€X WJIM UHBIX ACHCTBUM. AyauT
MPOU3OILIEAIINX COOBITUH (BKJIIOYAsh BO3MOXKHOCTh BOCCTAHOBJICHUSI MOJTHOU
KApTUHBI MPOUCHIEIIETO) SBJISIETCS IPEBEHTUBHONW MEPOM B OTHOLIEHUH I10-
TEHLIMAIBHBIX HAPYILINUTENIEH U MO3BOJSET BOCCTAHOBUTH JIAHHBIE B CIIy4ae UX
noBpexeHus. Pazrpannuenne GyHKIUOHATBHBIX O0S3aHHOCTEH MOJpa3zyme-
BaeT OpraHu3aIuio padoThl C JAHHBIMU TaKUM OOpa3oM, YTO B KaXKJIOW W3
KJIFOUEBBIX CTaJIAi, COCTABIAIONIMX €IUHbIA KPUTHYECKH BAXKHBIA C TOYKHU
3pEHMUS 1IEIOCTHOCTH MPOIECC, HEOOXOAUMO y4acTHE Pa3IMYHBIX MOJIb30BaTE-
Jed. DTUM TapaHTUPYETCs, YTO OJWH IOJIh30BATEIh HE MOXKET BBIMOJHUTH
BECh MPOIIECC LEIUKOM (MJIM J1aKe JABE €ro CTaAuM) C TEM, YTOObl HApYyIIUTh
LEJIOCTHOCTh AaHHbIX. [IpUHIUMIT OOBEKTUBHOTO KOHTPOJISI TAKXKE SIBJISIETCS
OJIHUM M3 KPaeyrojbHbIX KaMHEW MOJMTHUKU KOHTPOJIS 1eloCTHOCTU. CyTh
JTAHHOT'O TIPUHIIUIMA 3aKJIFOYAETCs B TOM, YTO KOHTPOJIb 1IETIOCTHOCTU JaHHBIX
HMMEET CMBICI JIUIIb TOTJa, KOrJAa 3TH JaHHbIE OTPAKAIOT pealbHOE MOJIOMKE-
Hue Bemiei. O4eBUIHO, YTO HET CMBICIA 3a00TUTHCS O TEIOCTHOCTH JTAHHBIX,
CBSI3aHHBIX C pa3MENICHHEM O0OEBOr0 apceHalia, KOTOPhIN y)Ke OTIpaBiieH Ha
neperuiaBky. B cBs3u ¢ atum Knapk u BusibcoH yka3bIBaloT Ha HEOOXOIM-
MOCTb PETYJIIPHBIX MPOBEPOK, LEIbI0 KOTOPBIX SIBJISIETCS BBISIBICHUE BO3-
MO>KHBIX HECOOTBETCTBUU MEXKIY 3aIUIIAEMBbIMU JTaHHBIMU M OOBEKTUBHOU
PEATLHOCTBIO, KOTOPYIO OHU OTPAXKAIOT. YTIPABJICHUE NEpeIadei TPUBUIICTHI
HeoOxoumMo i 3P heKTUBHOM paboThl BCeM MOMUTUKU Oe3omacHOocTU. Eciu
cXeMa Ha3Ha4YeHUs MPUBWICTUN HEaJeKBAaTHO OTPaKACT OPraHU3AIMOHHYIO
CTPYKTYPY NPEANPUSITHS WK HE TO3BOJISIET aJIMUHUCTpAaTOpaM 0e30MacHOCTH
rUOKO MaHUMYJMPOBATh €10 I oOecnedeHus 3G(HEKTUBHOCTH MPOU3BOI-
CTBEHHOM JIEATEIIbHOCTH, 3alllUTa CTAHOBUTCS TSHXKKUM OpeMEHEM U MPOBOIIU-
pYeT MOMbITKH OOOMTH €€ TaM, Ile OHa MEIIaeT «HOpMaJIbHOW» pabote. B oc-
HOBY BOCBMOTI'O TPUHIIMIA KOHTPOJS LIEJIOCTHOCTH 3aJI0KEH pAll UAEH, MpHU-
3BaHHBIX 00ecneYnTh I(HEKTUBHOE MPUMEHEHNE MMEIONINXCS MEXaHU3MOB
obOecrieuenus Oe3omacHocTH. Ha mpakTWKe 3a4acTyr0 OKa3bIBAETCS, YTO
MPETYCMOTPEHHBIE B CHCTEME MEXaHM3MbI 0€30MaCHOCTH WM HEKOPPEKTHO
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WCIIOJNIB3YIOTCS, WM TIOJTHOCTBIO UTHOPUPYIOTCS CHCTEMHBIMH aJIMUHUCTPATO-
pamu. [IpocToTa HCTONB30BaHUS 3AIMTHBIX MEXaHU3MOB MOPa3yMEBaeT, 4TO
camblii 0€30MAaCHBIM MyTh JKCIUTyaTallUM CHUCTEMBI OyJeT Takke Hambosee
IPOCTHIM, U HA000POT, CaMbIii MPOCTON - HANOOJIEE 3AUTUIIICHHBIM.

Ha nmpakTtuke Hanbojee 4acTo yrnoTpeOsSIOTCs IBe MOJenu oOecreueHus
[IeIOCTHOCTU JaHHBIX, MoJenb IenoctHoctu Kiapka-Buimbcona u mopensb
buba.

4.2 Mopenb Knapka-BunbcoHa

Mopnenp nenoctHoctu Knapka-Bunbcona Oputa npeoxena B 1987 r. kak
pe3ynbTaT aHaJu3a MPAKTUKH OyMaXHOTO JTOKYMEHTOOOOpOTa B KOMMEpUE-
CKHX KOMMaHUX, d3PPEKTUBHON C TOUKHU 3pEHUsI 00€CIEeUEHUs LEIOCTHOCTH
uHpopmanuu. Mogens Kiapka-Bunbcona siBiisieTcst onucaTelbHOW U HE CO-
JEP)KUT KaKuX Obl TO HU OBUIO CTPOTMX MAaTEMaTUYECKUX KOHCTPYKUUNA —
ckopee €€ 11es1eco00pa3Ho paccMaTpUBATh KaK COBOKYITHOCTh MPAKTHYECKHUX
pPEKOMEHIalluil 10 MOCTPOEHUIO0 CUCTeMbl oOecnedeHus nenoctHocty B KC.
OCHOBHBIE MOHATHSA JAHHOW MOJEIH — 3TO KOPPEKTHOCTh TPAH3AKLUMUN U pas-
rpaHndyeHre (yHKUMOHAIBHBIX oOO0s3aHHOCTEM. Mojens 3amaer npaBuia
¢ynkumonuposanus KC u onpenensier [Be KaTeropuu JaHHBIX U JBa Kiacca
omnepauuii HaJ HUMH. Bce copepaBiiuecs B CUCTEME JIaHHBIE MMOAPA3IEIIS-
I0TCA Ha KOHTPOJUPYEMBIE U HA HEKOHTPOJIMPYEMBIE 3JIEMEHTHI JaHHbIX. Lle-
JIOCTHOCTb MEPBBIX MOJJIEPKUBAETCS, @ UEIOCTHOCTh BTOPBIX HUKAaK HE KOH-
Tponupyerca. Beaém crenyromnie o003HaYeHUs:

- S — MHOXECTBO CyOBEKTOB;

- D — MHOXECTBO JaHHBIX B aBTOMATU3UPOBAHHOW CHCTEME (MHOXKECTBO
00BEKTOB);

- CDI (Constrained Data Items) — nanHbI€, IIEIIOCTHOCTh KOTOPBIX KOHTPO-
JTUpyeTcs;

- UDI (Unconstrained Data Items) — naHHbIe, [IEJOCTHOCTh KOTOPBIX HE
KOHTPOJIUPYETCS;

[Tpu stom D = CDI U UDI , CDI n UDI =@.

- TP (Transformation Procedure) — npoueaypa npeodpa3oBaHus, T.€. KOM-
NOHEHT, KOTOPbI MOXET UHUIIMUPOBATHh TPAH3AKIIMIO — MOCIIEI0BATEIBHOCTD
onepaluii, epeBOASIIYI0 CUCTEMY U3 OJIHOTO COCTOSIHUS B APYTOE;

- IVP (Integrity Verification Procedure) — mpoueaypa mpoBepKH LEIOCT-
Hoctu CDI.

[IpaBuna monenu Knapka-BunbcoHa:

1. B cucreme moimkabl uMmeThbes IVP, cmocoOHBIC MOATBEPANUTH IEIOCT-

HocTh Joboro CDI. IIpumepom [VP moxer ciykuTh MEXaHHU3M IOI-
CYETA KOHTPOJIbHBIX CYMM;
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[Tpumenenue mobor TP k nmo6omy CDI q0oKHO COXpaHSTh 1EI0CT-
HOCTB 3Toro CDI,

Tonsko TP MoryTt BHOCUTBH u3MeHenus B CDI;

CyObeKkTsl MOTYT HMHMIIMHPOBATH TOJIBKO omnpenenéHusie TP Hap
onpenenéuupiMu CDI. JlanHoe TpeOoOBaHHE O3HAYaET, YTO CHCTEMA
JOJDKHA TIO/IepKUBATh OTHOIIeHUs Bujaa (s, t,d), rnes e S, t e TP,
d € CDI . Eciu oTHOIIIEHHE OTIPENETICHO, TO CYOBEKT S MOXKET MpHUMe-
HUTH NMpeoOpa3zoBaHue t kK 00beKTY d;

JlomkHa ObITh oOOecreueHa TMONUTHUKA pas3felieHus 00sS3aHHOCTEN
CyOBEKTOB — T. €. CyOBEKTHl He NOJKHBI m3MeHITh CDI 6e3 BoBieue-
HUS B OTIEPAIHNIO APYTHX CYOBEKTOB CHCTEMBI,

Cnenuansubie TP Moryt npespamars UDI B CDI,

Kaxnoe npumenenue TP MOMKHO perucTpupoBaThesl B CHENUATBHOM
CDI. IIpu aToMm:

e nanubii CDI gomxeH ObITh JOCTYNEH TOJBKO JJIS 100aBJICHUS WH-
dopmannu;
e B nanHbii CDI HEeoOxoauMoO 3amuchiBaTh UHGOPMAIUIO, 10CTATOY-

HYIO JUISI BOCCTAHOBJICHUS IOJHOW KAapTHUHBI (PYHKIHOHUPOBAHUS
CHUCTEMBI;

Cucrema JIopKHA PacIiio3HaBaTh CyOBEKTHI, MBITAIOMINECS WHULIMHPO-
Bath TP;

Cucrema moJKHA pa3peniarh MPOU3BOIUTh U3MEHEHHUS B CITUCKAX aB-
TOPU3AIMU TOJBKO CHEIHAIbHBIM CyOBheKTaM (Hampumep, aJaMHHH-
cTparopam 6e3omacHocTu). JlaHHOE TpeOOBaHKE O3HAYAET, YTO TPOUKHU
(s, t, d) MmoryT MoauGUIIUPOBATEH TOJIBKO ONPEIECIEHHBIE CYOBEKTHI,

be3ycnoBubiMu noctonHcTBamu monenu Kiapka-Bunbcona sBusiroTcs €€
IPOCTOTAa M JETKOCTh COBMECTHOTO HCIIOJB30BaHUSA C JPYTMMHU MOJIEISMHU
0€30I1aCHOCTH.

4.3 Mopenb Buba

Mopnens buba Obuta pazpaborana B 1977 romy kak MoauduKamus MOAEIN
benna-Jlallamynbl, opueHTHpOBaHHAS Ha 00ECTICUCHHE 1IEJIOCTHOCTU JaHHBIX.
Ananornydo mozaenu bemna-Jlallanynel, Mmogens buba ucnonb3yeT pemeTky
KJIaCCOB 0€30MaCHOCTH, TPAKTYEeMbIX B HEM KaK PEIIeTKY KJIAacCOB IEJIO0CTHO-

ba3zoBrlie npaBmiia Mmojsienu bubda popmynupyrores ciienyromum oopa3om:
1. Tlpoctoe mpapwmino menoctHoctr (Simple Integrity, Sl). CyOwekt ¢

YPOBHEM LEIOCTHOCTH XS MOXET YUTaTh UHPOPMALHMIO U3 00BEKTA C
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ypoBHeM nienioctHocTH XO Toraa u Tosbko Toraa, korga XO mpeobira-
naet Haa XS.

2. * - cBoiictBo (Star-integrity). CyObekT ¢ ypoBHEM LEIOCTHOCTH XS
MOJKET MHcaTh UHPOpPMAINIO B 00BEKT C ypoBHEM 1enocTHocTH XO
TOTJIa ¥ TOJIBKO TOT/a, Korma XS npeobnamgaet Ham XO.

Jlis mepBOro mpaBWiIa CYIIECTBYET MHEMOHHYECKoe oOo3HaueHue No
Read Down (NRD) - moctym Ha 4YTeHHe HaceTCs, €CJM YPOBEHb LIEIOCTHOCTH
(Oe3omacHOCTH) 00BEKTa HE HIXKe (a Tak)Ke BKIIOYAET B ceOs) YpOBCHb Iie-
JocTHocTH (Oe3omacHocTH) cyObekTa, a st BToporo No Write Up (NWU) -
JOCTYIT Ha 3aIUCh JACTCs, €CIH YPOBEHB MEJ0CTHOCTH (0€301acHOCTH) CyOb-
€KTa HE BBIIIE (a TaKXKe BKJIFOYAET B ¢e0s) YPOBHS IEIOCTHOCTH (Oe30macHo-
cti) oObekra. ClieIoBaTelIbHO, COCTOSTHUE CHCTEMbI OYJIET IEJIOCTHBIM TOT/Ia
Y TOJIBKO TOT/Ia, KOT/1a OHO 0€301aCcHO 10 YTCHUIO 1 3aITHCH.

OTaenbHOT0 KOMMEHTApHUS 3aCIyKHBAeT BOMPOC, YTO UMEHHO TTOHMMACT-
cs B Mojienu buba moa ypoBHSIMU 1I€JIOCTHOCTHU. J{eCTBUTENBHO, B OOJIBIITNH-
CTBE TPWJIOKCHHUM IETOCTHOCTh JaHHBIX PAacCMAaTPUBACTCS KaK HEKOE CBOWM-
CTBO, KOTOpOE JMO0 COXpaHsaeTcs, MO0 HE COXpaHAETCS — U BBEJICHUE hepap-
XMYECKUX YPOBHEH IIEJIOCTHOCTH MOKET MPEACTABIATHCS U3NUIIHUM. B neit-
CTBUTEJILHOCTH YPOBHH IIEJIOCTHOCTH B Mojienu buba crouT paccmarpuBath
KaK YPOoGHU 00CMOBepHOCMUL, @ COOTBETCTBYIOIINE WH(DOPMAIMOHHBIE TTOTOKU
— Kak nepeaady uHbopmaruu u3 00jee J0CTOBEPHON COBOKYITHOCTH JIaHHBIX
B MEHee JIOCTOBEpHYI0 U Hao0opoT. To ecthb, Mozaenb brba ocHOBBIBaeTCS Ha
CIEIYIONIUX JTOMYIIEHUSX: YeM BBIIIC YPOBEHb 0O€30MacHOCTH 00BEKTa, TeM
BBIIIIE €T0 JJOCTOBEPHOCTH U UYEM BBIIIIE YPOBEHHb O€30TIACHOCTH CYOBEKTa, TEM
0oJiee TOCTOBEPHYIO MHPOPMAITUIO OH MOXKET BHOCUTH B CUCTEMY.

dopmaapHOE OmMcaHue MoJen brba MOIHOCTRI0 aHATOTUYHO OIMCAHHIO
Mojaenu bemna-Jlallanynel. K nocrounctBam monenu buba criemyer oTHecTH
e€ TIPOCTOTY, a TAKKE UCITOJIH30BAHUE XOPOIIIO U3yUYEHHOTO MaTeMaTHIECKOTO
anmapata. B To ke BpeMsi MO/IeNIb COXpaHsIeT BCe HEIOCTATKH, MPUCYIIIHE MO-
nenu bemna-Jlallagymner.

4.4 CoBMecCcTHOe ucnornib3oBaHue moaernen 6esonacHoOCTMU

B peanbHBIX aBTOMAaTU3UPOBAHHBIX CHUCTEMAX PEIIKO BCTPEUAIOTCS CHUCTE-
MBI 3aIIUThI, OPUEHTUPOBAHHBIC UCKITIOUUTEIHHO Ha oOecrieueHrne KOHPUICH-
[IUAJIbHOCTA WJIM UCKIIIOYUTEIBHO Ha OOECIeueHUe IeJIOCTHOCTH MH(pOpMa-
muu. Kak mpaBmiio, cucrema 3amuThl JTOJDKHA COoYeTaTh 00a MEXaHHW3Ma — a
3HAYWT, TIPU TIOCTPOCHUH M aHAIM3€ ATOW CHCTEMBI OyJIeT HEOOXOIUMBIM
COBMECTHOE€ HCIIOJIb30BaHNUE HECKOJbKUX (POpMaNIbHBIX Mojeliel Oe301acHo-
ctu. PaccMoTpuM B KadecTBe MpHUMEpa BO3MOXHBIC BapHUAHThI COBMECTHOTO
ucnoiab3oBanus mojeneit bemn-Jlallamynsl u buba.
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1. JIBe Moaenu MOTYT OBITh peaIn30BaHbl B CHCTEME HE3aBUCUMO APYT OT
apyra. B atom ciiydae cyObekTaM M 0OBEKTaM HE3aBHUCHUMO IPUCBaU-
BAIOTCS YPOBHU CEKPETHOCTH U YPOBHH LIETIOCTHOCTH;

2. Bo3MoOxHO joruuyeckoe oObEIUHEHHE MOAENEH 3a CUET BBIJCICHUS
o0mmx KoMrnoHeHToB. B cmyuae monenert buba u benna-Jlallagymnst
TaKUM OOLIUM KOMIIOHEHTOM SIBIISIETCSl TOPSAOK pa3rpaHUYeHUs J0-
CTyIa B IIpeJiesiax OJHOTO YPOBHS CEKPETHOCTH,

3. B03MOXXHO HCMOJB30BaHHE OJHOW M TOM K€ PEIIETKH YPOBHEH Kak
JUISl CEKPETHOCTH, TaK U I UEIOCTHOCTH. [Ipu 3TOM CyOBEKTHI U
OOBEKTHI C BHICOKUM YPOBHEM IICJIOCTHOCTH OyAyT pacrojiaraThCs Ha
HU3KHUX YPOBHSIX CEKPETHOCTH, & CYOBEKThI U OOBEKThI C HU3ZKUM
YPOBHEM LEIIOCTHOCTH — HA BBICOKUX YPOBHSX CEKPETHOCTH.

Ecnu 6paTb B pacucT KC, TO ITOCICOHAA pCallIn3alusd IMO3BOJIACT, HAIIPH-
MCp, PasMCCTUTb CHUCTCMHBIC (baﬁﬂbl Ha HHXXHCM YPOBHC HCPAPXUHU, YTO
00ecneynuT Mx MAaKCHUMAJIbHYIO HCJIOCTHOCTb, HC AKICHTHUPYSA BHHUMAHHC Ha
W3JIMIIHEN B JaHHOM CJIy4ac CCKPCTHOCTH.

4.5 Onepatopbl A3bika SQL 3agaHMA orpaHNYeHUN LEeNoCTHOCTH

Kak mp1 yxke 3Haem n3 kypca «Mogenu nanaeix 1 CYDB/l», cymecTByror
CJIEIYIOIINE BUIbI OTPAHUYCHUM:
1. Orpannuutenu 3HaueHuid (domain constraints);

2. Orpannuntenu kimoueit (Key constraints);
3. Orpannunrenu 3anucu (entity constraints);
4. Ccoutounas neioctHoctsb (Declarative Referential Integrity, DRI).

OrpaHnuuTeNny KIHOYER 3aJat0TCs MOCPEICTBOM 3apeTa HEONPEAEIEHHBIX
Null 3HaueHnii I KITFOYEBBIX MOJICH (IO HEOMPEIEIICHHOMY 3HAYCHUIO He-
BO3MOXHO MPOU3BECTH HACHTU(PHUKALIUIO 3aMKCH) U TPeOOBaHUEM YHUKAIIb-
HOCTH 3HAa4YE€HUS KIIIOY4eBOro moJjisl. IIpu cpaBHEHMM HEONpEIEIEHHBIX 3HAaYe-
HUW HE IEWCTBYIOT CTAHIAPTHBIE NPABUIJIA CPABHEHUS: OJTHO HEONPEIEICHHOE
3HAYEHHE HUKOI/IA HE CUUTAETCA PABHBIM JAPYrOMY HEOINPEJEICHHOMY 3Haye-
Huto. B SQL Bo ppaze WHERE nnst BeisiBiIeHUS paBeHCTBa 3HAUCHHST HEKOTO-
poro arpu0yTa HEONpeIeJeHHOMY 3HAYCHHUIO MPUMEHSIIOT CIeUalbHbIe Tpe-
JTUKATHI:

<umsa aTpudbyTa> IS NULL m <mmsa aTpubyra> IS NOT NULL

YHUKaNbHOCTh 3HAYEHUI JH000T0 MOJIA 337aeTCsl ¢ MOMOIIbIO Omeparopa
UNIQUE. [lns 00bsiBIEHUS YHUKAIBHOCTA COBOKYITHOCTH IOJIEH MPUMEHSET-
Csl KOHCTPYKIIUS BUJIA:

UNIQUE (<mosel>, <momse2>, ..)
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Jlis oOBsIBICHUS IEPBUYHOTO Ki0o4a ucnoisizyetcs oneparop PRIMARY
KEY. JlononuurenbHo, ¢ moMouplo creuuguunbix ais kaxaoit CYBJ] one-
pPaToOpOB, MOKET YCTAHABIMBATHCS aBTOHYMEPALUS KIIFOYEBOTO TOJIS.

OrpaHuumuTeNy 3aMruCH TAKKE 3aJIal0TCS MTOCPEACTBOM 3aMpETa HEOIpee-
JIEHHBIX 3HAYEHHI, HO YK€ HE ISl KIIFOUEBBIX, HO BaXHBIX B CEMAaHTUYECKOM
cMbIcie noJieid. Tornaa, mo KpaHeW Mepe, B OTHOIIEHWU, UMEIOIITUM XOTs Obl
OJIHO 00fA3aTEeNIbHOE K 3aMOJIHEHUIO T0Jie, He OyAeT MOJHOCThIO MYCThIX KOP-
TEXKEM.

CcpbuloyHasi 11€I0CTHOCTh 00ECIEeYMBaAET MOAAECPKKY HEPOTHBOPEUUBOTO
coctosiHus BJl (cormacoBaHHOTO COCTOSIHUSI BHEITHUX KIIIOYEH) B Ipoliecce
MoauUKAIMKM JAaHHBIX, & TAKXXE TPU BHITIOJIHCHUM OTEpaInii J00aBICHUS
win yganenus 3anuceir. B SQL s storo BBogutcs omepatop FOREIGN
KEY

FOREIGN KEY (<cnmcoxk nojsier>) REFERENCES <wmma Tabiam-

upr> (<crnmcok mnogieir>) ON DELETE CASCADE ON UPDATE CASCADE.

Hanpmmep: FOREIGN KEY (client id) REFERENCES clients(id) ON

DELETE CASCADE

OrpaHuuuTeny KIKOYEH, 3aliCU U CChUIOYHAs LEIOCTHOCTh OIMPEIEIISIOT
npasuia padotel CYB]] ¢ pensiiimoHHbIMU CTPYKTypaMu JaHHbiX. Ho ¢ npy-
ol CTOPOHBI, 3TH ACTEKThl HUKAK HE KAcCaloTCsl COJIepKaHusi 0a3bl JaHHBIX.
J{nst onpenienieHus HEKOTOPBIX OrPaHUYECHHUI, KOTOPBIE CBA3aHbI C COAEPHKAHU-
eM 0a3bl TaHHBIX, BBOJSITCS OIPAHUYMUTENH 3HaUYeHUU. OTpaHUYUTENH 3Haue-
HUM 3aJ1al0TCs MyTEeM OMPEICIICHUs] TUIIA MOJIs (JIOMEHA), 3aJJaHusl YCJIOBUS Ha
3HAYEHHE, 3aJaHHSI CIMCKA BO3MOXKHBIX 3HAYEHUU U OMPEACICHUS 3HAUYCHUS
[0 YMOJYaHUI0. 3HAYCHUE TI0 YMOJIYAHHUIO 331a€TCA C TOMOIIBIO OllepaTopa

DEFAULT (<3HaueHMe wuiaM BeEpaxeHume>) {FOR <mumsa nons>},

a  OrpaHWYUTENW  3HAUYCHUM  BBOASTCA C  TIOMOIIBIO  omepaTopa
CHECK(<ycnoue>). Buyrpu CHECK wmoryr ucmnonb30BaThCsi onepaTopbl
cpaBuenus, Qynkmmu IN, BETWEEN, LIKE u gpyrue ¢ynkmuun SQL.
Hanpumep:

DEFAULT (GetDate ()) for date

CHECK (price between 0 and 100000)

CHECK (passport like 'MP%20')

CHECK (ropon in ('Mumuck', 'Mockma', 'Kuer')) wim

CHECK (ropon in(select capital from capitals))

Bce paccMOTpeHHbIE BBIIIE OTPAHUYMTENH IIEIOCTHOCTA MOXKHO Harpsi-
MyI0 3a7aTh B HWHCTpykumu omnpenenenus tabmuinber CREATE TABLE,
nanpumep (st MS SQL Server):

CREATE TABLE Publishers (Publisher ID INTEGER IDENTI-
TY(1,1) NOT NULL PRIMARY KEY, Publisher VARCHAR(100) NOT
NULL) ;
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CREATE TABLE Books (Book ID INTEGER IDENTITY(1,1) NOT NULL

PRIMARY KEY, Name VARCHAR(100) NOT NULL, ISBN VARCHAR(14)

UNIQUE NULL, PublisherID INTEGER NULL FOREIGN KEY REFER-

ENCES Publishers (Publisher ID), Publ Year SMALLINT DE-

FAULT (Year (GetDate () ) CHECK(Publ Year>=1960 AND

Publ Year<=YEAR (GetDate())), Pages SMALLINT NULL

CHECK (Pages BETWEEN 5 AND 10000))

B npuBenennsix nnctpykimsx onepatop IDENTITY(1,1) onpenenser aB-
TO HyMepauuio 3anuceil. [lepBbiii ero mapaMeTp no3BOJSAET 3a1aTh HAYAIBHOE
3Ha4Y€HUE, BTOPOU — ITPUpPALICHUE.

Jlia aHanu3a omMOOK Lieaecoo0pa3HO UMEHOBATh BCE OTPAHUYEHUS], OCO-
OCHHO eciu TablMla COJAEP’KUT HECKOJIbKO OrpPaHUYEHUU OJHOTO THUIA, TaK
KaK UMsI OTPaHUYEHHS BBIBOJUTCS B COOOIIEHUH HApYLIECHUs 3aJaHHOTO Orpa-
HuyeHus. Jlisi MMEHOBaHMsS OIPAHUYEHUN MCIIOJIB3YETCS KIIFOYEBOE CIIOBO
CONSTRAINT, nocne KOToporo cieayeT YHUKaJIbHOE UMs OTPaHUYEHHUS], 3a-
TEM THIl OTPAaHUYEHUS U €TI0 TEJO, HAIIPUMED:

CONSTRAINT PK BOOKS PRIMARY KEY (Book ID)

CONSTRAINT DEF PYEAR DEFAULT (Year (GetDate()) FOR Publ Year

CONSTRANT CH PAGES CHECK (PAGES>=5 AND PAGES<=10000)

MMeHOoBaHHBIE OTPaHUYEHUS MOYKHO 33/1aTh HEITOCPEICTBEHHO B HHCTPYK-
1 CREATE TABLE (uepe3 3amsTyro MoCje ONpe/IesIeHuUs T0JIeH) WK C 1o-
MOIIIbIO OTIEPATOPA U3MEHEHUS TAOJIUIIbL:

ALTER TABLE <mmMmsa Tabmauusr> ADD CONSTRANT <umMms OTpaHUUEHUS>

<TeJio OI‘paHMT{eHMH>

VY panuTe IMEHOBAaHHOE OIPaHUYCHHUE MOKHO C ITOMOIIBIO OTepaTopa:
ALTER TABLE <umsa tabmumsr> DROP CONSTRAINT <ums orpanu-
yenus> {CASCADE|RESTRICT}
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5. BoccTtaHOoBRneHue uenoctHoro cocrtosiHus bl

B03MOXHOCTE BOCCTaHOBJIEHUS 00€CIICUMBAETCS 32 CUET HAKOIUIEHHS H3-
OBITOUHON WH(pOpMaUH. Bo-TIEpBBIX, MEPUOTUUECKHA BBITIOTHACTCS PE3EepPB-
HOE KOTHMpOBaHHME 0a3bl JaHHBIX. Bo-BTOphIX, WH(MOpPMAIUS O TPaH3AKITUSX,
BBIMNOJIHSBIIMXCS B TPOMEKYTKE BPEMEHH MEKY JIBYMS IMOCIIEA0BATEIIbHBIMA
KOIUPOBAHUSMHU, COXPAHICTCS B CHEIUATBHOM (haiiie-KypHaie U3MEHEHUI
0a3bl MaHHBIX. B-TpeTbux, CO3MAOTCA KOHTPOJBHBIE TOYKH, HEOOXOAMMBIC
JUIS CHHXPOHHU3AIMK TPoliecca BOCCTAHOBJICHUS U YMEHBIIEHUS 00bema IMOo-
ucka B (paityie xxypHaia. Ota nHGOpMAaIUs UCIIOIB3YETCS JIJIT BOCCTAaHOBJICHUS
coryiacoBaHHoro coctostHus b/ mocie mob6oro c6os. [TockosIbKy TpaH3aKIus
SIBJISIETCSL KJIFOUEBBIM ITOHSITHEM IMPU OPTaHU3AMUA BOCCTAHOBJICHUS IIEJIOCT-
HOro coctosgsHus b/l, BHauasie KpaTKO paCCMOTPUM OCHOBHBIE CBOWMCTBA TPaH-
3aKIIMH.

5.1 TMoHATMe TpaH3aKUuuKn

[Ton TpaH3akiyel MOHUMAETCS BBIMNOJHSAEMAs OT UMEHU OMNPEACIIEHHOTO
MOJIB30BATEIS WK Mpoliecca MOCAe0BATEILHOCTD ONepaliuii MAaHUITYJIMPOBA-
HHUS JaHHBIMU, NiepeBosAmas b/l u3 1eJ10cTHOro Ha4aabHOTO COCTOSIHUS B 11€-
JIOCTHOE KOHe4YHOe cocTosiHue. [Ipn aTom nmpomexxyrounsle coctosiHus b/l He
JTOJKHBI OBITh 0053aTEIBHO 1EJIOCTHBIMU. TpaH3aKIuu MPUCYIIU CIICTYIOIINE
cBoiicTBa, wu3BecTHbie Kkak TpeboBanuss ACID (Atomicity, Consistency,
Isolation u Durability):

Amomaprocmob u coenacosanHocms. TpaH3akius Kak €IUHUIIA PAOOTHI C
JTAHHBIMH 00JIaJlaeT CBOMCTBOM aTOMapHOCTH (JTMOO BBIMIOJHSIOTCS BCE
IPEeIyCMOTPEHHbBIE TpaH3aKIMel OOHOBIICHUS JaHHBIX, JTUOO HE BBIMOTHACTCS
HU OJIHO) M COTJIaCOBAHHOCTH (11€JI0CTHOE HavyalibHOe cocTossHue b/l mpeoOpa-
3yeTcsl B LIEIOCTHOE KOHEUHOE cOCTosiHuE). TpaH3akius He MOXKET ObITh BbI-
MoJHeHa yacTuyHo. Ecin B mporiecce 00pabOTKM TpaH3aKIIMU BO3HUKAET Ka-
KOM-JIM00 cOOM, TO BCE BBINIOJHEHHBIEC JIO TOI'O MOMEHTAa OOHOBJICHHS JIaH-
HBIX JIOJKHBI OBITh OTMEHEHBI.

Jlonecoseunocms. Tpan3zakiusa o0JiajaeT CBOMCTBOM JOJITOBEUHOCTH: 00-
HOBJICHUS JaHHBIX, IPOU3BEACHHBIC YCIICIIHO 3aBEPILUMBIICHCA TPAH3AKLIUEN,
CTAHOBSITCSl IOCTOSIHHBIMU M HE MOTYT OBITh YTE€PSHBI UM OTMEHEHBI HU TIPU
KaKuX 0OCTOsITeNbCcTBaX. ['OBOPAT, UTO TpaH3aKIHs 3aBEPIIWIACH YCIIEITHO,
€CJIM B MPOIIECCE UCIIOJIHCHUS HE BO3HMKIIA Kakasi-Tiu00 aBapuiiHasi CUTyallusl,
U BCE MPOBEPKU OTPAHMYCHUI IEJIOCTHOCTH JIalld TMOJOKUTEIbHBIN pe3ylib-
TaT. B 3TOM ciydae Bce mpou3BenEéHHbIE OOHOBIICHUS JTAHHBIX COXPaHSIOTCS
(pukcupyrorcs) B moctossHHOM mamsatu. CucrteMa rapaHTHpyeT (UKCAIUIO
OOHOBJICHUH YCTEIIHO 3aBEPIIUBIICHCS TPAH3AKIIUU JIAXKE B TOM CIIydae, eclid
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B CJIEIYIOIIMI MOMEHT BPEMEHHU MPOU3OMIET CUCTEMHBIN cOol. B ciydae He-
YCHEIIHOTO 3aBEPILIEHUs TPAaH3aKLUUU MO JIIOO0H MPUYMHE CUCTEMA rapaHTH-
pPYeT OTCYTCTBHE KaKuX-HO0 cieoB €€ paboThl BO BHEIIHEH MaMsITH.

H30nuposannocms. MHOTONOJIB30BaTENbCKAsl CUCTEMA, KaK MPAaBWIO, OJ-
HOBPEMEHHO TMOJICPKUBAECT CEAHCHhl PabOThl HECKOJBKUX IMOJIb30BATENCH.
HexoTopble M3 HUX MOTYT IBITaThCA MOJYYHUTh JOCTYIl K OJHMM U TEM ¥Ke
JAHHBIM B OJJHOM M TOM K€ MHTEpBaJIc BpEMEHU. B CBS3HM C 3TUM BO3HHKAET
npobiema yrpaBieHUs 0OJHOBpeMEHHbIM aocTynoM K bJl. JlomkHa ObITh BbI-
OpaHa Takasi CTpaTerusi ynpaBiieHHs, KOTopasi obecrneurnBaia Obl B3aUMHYIO
M30JSIIUI0 MOJib30Baresieid. JIBa OJHOBPEMEHHO PabOTaOIIMX MOJIb30BATEIIS
He OyIyT 3aMeuaTh APYT Apyra, €CiIu Ha pe3yiabTaThl pabOoThI JTI000H TpaH3aK-
MU KaKJIOTO U3 HUX HE OyAyT BIUATH NEHCTBUS MAPALIEIbHO HCIOJHSIO-
IIUXCSl TPAH3aKUUK Apyroro. I'oBOpsT, 4TO TpaH3akuusa 00JIaJaeT CBOMCTBOM
M30JMPOBAHHOCTH, €CJIM €d HEIOCTYNHBI IPOMEKYTOUHBIE PE3YNbTATHI JPY-
rUX NapajiyIeIbHO MCHOJHSIOMIMXCSA TPaH3aKUUA U €€ MPOMEXYTOYHBIE pe-
3yJbTaThl HEJOCTYIIHBI JPYTUM TpaH3akUusM. Jpyrumu cioBaMu, U30JHPO-
BaHHAas TPaH3aKIUs A MOXET MOJY4YHUTh JIOCTYI K 00BEKTY, 00pabaThiBacMo-
My TpaH3akiuen B Tonbko nocne 3apepiienust B, 1 Hao60porT.

Takum oOpa3zoM, MOHSATHUE TPAH3AKIIUU MOXKHO C(HOPMYIHPOBATH KaK BbI-
HOJHSEMYIO OT MUMEHHU OJHOT0 HACHTHU(]UKATOpa CyObEeKTa HEAETUMYIO IO-
CJIEIOBATEIHLHOCTh OIEepaluil Hajl JaHHBIMH, 00Jiajaroiias CBOMCTBaMH aTo-
MapHOCTH, COTJIACOBAHHOCTH, W30JMPOBAHHOCTH M JOJITOBEYHOCTU. B cran-
napte SQL ompeneneHsl ClieAyonue onepaTopsl ypaBieHHs TPaH3aKIUAMU:

BEGIN TRANSACTION — coobmaer mucrierdyepy TpaH3aKIHUA O SIBHOM
Hayaje HOBOM TpaH3aKUWU (HESIBHO JIt00ass MHCTPYKIUSI OOHOBJIEHUS TaHHBIX
3alyCcKaeTcsl B paMKax TPaH3aKIIHH);

COMMIT TRANSACTION - coobmraer aucrieTdepy TpaH3aKIui 00
YCHEIIHOM 3aBEPIICHUH TPaH3aKIHUK U TpeOOBaHUIO (PUKCAMU pEe3yJIbTaTOB
BO BHEIIIHEH ITaMSITH;

ROLLBACK TRANSACTION — coobmaer aucrerdepy TpaH3aKIUi O
BO3HUKHOBEHUIO OIIMOKU U TPEOOBAHUIO OTKATa MPOU3BEICHHBIX U3MEHEHHH.

[Tonneprkanue coriacoOBaHHOCTH OOECIIEUMBAETCS MEXaHU3MOM MPOBEPKHU
OTPAHUYEHHUMN LEIOCTHOCTU. MOXHO BBIICIUTH JBa BHUJIA OTPAHUYEHUM Lie-
JIOCTHOCTHU: HEMEJIEHHO ITPOBEPsIEMbIE U OTKJIaIbIBaeMble. HeMemenHo npo-
BEPSIIOTCSl OIPAaHUYEHUS LEJIOCTHOCTH, 3aTparuBaroliue OJuH OOBEKT (OTHO-
HieHrue Wik JoMeH). Hampumep, HE MMEET CMBbIC/IA OTKIIAJbIBAaTh MPOBEPKY
OTpaHUYEHMs LIEIOCTHOCTU CYIIHOCTH WJIM LEIOCTHOCTH 3HAYEHWM NMpHU BbI-
MOJIHEHUHU OTepalliyd BCTABKU KOpPTEXa B OTHOIIeHHE. HeMenneHHo mposepsi-
€Mbl€ OrPAaHUYEHHUS LIEJIOCTHOCTH COOTBETCTBYIOT YPOBHIO OTAENbHBIX HWH-
CTpyKLMil oOHOBieHUs. [Ipu MX HapylIeHUsSX OTKAT TPaH3aKIMH HE HYKEH.
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JloCTaTOYHO OTBEPrHYTh COOTBETCTBYIOIIYIO MHCTPYKIHIO. OTKIIaIbIBacMbIC
OTPaHUYCHHUS IEJIOCTHOCTH - 3TO OTPAHUYCHUS, 3aTPAruBaIOlIUE€ HECKOJIBKO
OTHOUIICHHM, UM KOPTEXKEHW OTHOLICHUS. VX Ha3pIBalOT OrpaHWYCHUSIMU Ha
0a3y naHHbIX. [I[puMepoM MOXKET CIIy>KUTh OTPAaHHUYEHUE CCHUIOYHOW I1eJIOCT-
HOCTH WJIM OTpaHUYEHHUE, 3aTparvMBaroliee HECKOJIbKO KopTexen. [logoOHbie
OTpaHUYEHUS JTOJDKHBI (M MOTYT) OBITh IPOBEPEHBI JIMII MOCIIE BHITIOJHEHUS
HEKOTOPOM JIOTMYECKH 3aMKHYTOM TpYIIbl OmNepanuii oOHOBIeHHs. Takum
o0pa3oM, OTKJIaJblBa€Mble OTPAaHUYEHUSI COOTBETCTBYIOT YPOBHIO TpaH3aK-
nuu. VX HapylieHue BbI3bIBAET aBTOMATUYECKYIO OTMEHY OOHOBJICHUH, T.€.
3ameny COMMIT na ROLLBACK.

[Tonnep:xanue U30JIUPOBAHHOCTH - OJIHA U3 NPUOPUTETHBIX 3a7a4 JUCIIET-
yepa TpaH3akiuil. M301MpoBaHHOCTh JAOCTUTAETCs, €Clii 00BEKT, 00padaThi-
BAaEMbIil TpaH3aKIMel, HE U3MEHAETCS HEMPEACKa3yeMo JAPYTUMU TpaH3aKIIU-
SIMU, UCTIOJTHAEMBIMHU B TOM K€ MHTepBalie BpeMeHu. CyliecTByeT JBa OCHOB-
HBIX METOJIa YIPaBJICHUS MapaIeIbHOCTHIO, MO3BOJSIONIMX OPraHU30BaTh
0e301acHOe OJJHOBPEMEHHOE BBITIOJIHEHUE TPAH3aKIUi: METOJ| OJIOKUPOBKU U
METOJI BpEMEHHBIX MeTOK. O0a 3THX METO0/Ia OTHOCATCS K MECCUMUCTHYECKO-
My MOJAXOAY YIPaBJICHUS TPAH3AKIUSIMH, KOTJIa OTKJIAbIBAECTCS BBITIOJIHCHUE
TpaH3aKIMii, CIOCOOHBIX B OY/yIlleM BONTH B KOH(JIUKT ¢ APYTUMH TpaH3aK-
nuaMu. ONTUMUCTUYECKUE METOJIbl OCHOBBIBAIOTCS HA MPEAIOJIOAKEHUH, YTO
BEPOSITHOCTh KOH(IIMKTA HEBBICOKA U TIO3TOMY OHH JIOMYCKAlOT ACHHXPOHHOE
BbITIOJIHEHUE TpaH3akiuil. [IpoBepka KOH(MIUKTOB MPOU3BOAUTCS Ha JTare
(uKcauu TpaH3aKIUH.

5.2 anHLlMﬂbl BOCCTaHOBJ1eHUsA AaHHbIX

B 0cHOBE BOCCTaHOBIICHHSI JAHHBIX JIEKAT CIAEAYIOIIUE ABA MPUHIIMIA!

1. Pe3ynbTaThl 3aUKCUPOBAHHBIX TPAH3AKIUN JOJKHBI OBITh COXpPaHEHbI
B BOCCTAHOBJIEHHOM COCTOSIHMM 0a3bl JaHHBIX;

2. Pe3ynbrarhl He3a(MKCUPOBAHHBIX TPaH3aKLUUN JOJHKHBI OTCYTCTBOBATh
B BOCCTAHOBJICHHOM COCTOSIHMM 0a3bl TaHHBIX.

3T0, COOCTBEHHO, W O3HAYAET, YTO BOCCTAHABIIMBAETCS IOCIEIHEE IO
BPEMEHH COTJIACOBAHHOE COCTOsIHME 0a3bl NaHHBIX. [Iporeaypsl BoccTaHOB-
JICHUS 3aBUCSAT OT THMa cOOs.

[lepeuncnum cuTyanuu, B pe3ynbTare KOTOPbIX 0a3a JaHHBIX MOXKET OKa-
3aThCS B HECOTJIACOBAHHOM COCTOSIHUMU:

JlokanbHbIN €00 - 3TO aBapUIHOE MpEKpallleHUE TpaH3akuuu. [Ipuun-
HOM MOXXET ObIThb, HampuUMep, MOIbITKA JEJICHUS Ha HOJIb WM HapylleHue
OTPAaHUYEHHM LETOCTHOCTH, WM TYIIHUKOBas cUTyauus. B 3Tor ke psa cieny-
€T MOCTAaBUTh SIBHOE 3aBepuieHue Tpanzakuuu onepatopoM ROLLBACK. Ec-
JI TpaH3aKIMs BBINOJHsIIA OOHOBJIEHUE JaHHBIX, TO cocTosgHue b/] B MoMeHT
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JOKaJIbHOrO c0O0Sl OKAaXXETCs HECOINIaCOBAaHHBIM. /[ BOCCTaHOBIIEHUS Iie-
JIOCTHOCTH JTaHHBIX HEOOXOAMMO YCTPAHWUTh W3MCHCHHS JaHHBIX, MPOU3BE-
JNEHHBIE MPEPBAHHOW TPAH3AKLIMEN - NPOU3BECTH WHAUBHUIYAIBHBIM OTKAT
TpPaH3aKIIHH.

Msirkuid ¢00M CUCTEMBbI MOXKET MIPOU30UTH, HAIIPUMEDP, BCIICICTBUE aBa-
PUHMHOIO OTKIIFOUEHUS! MUTAHUS WM NPU BO3HUKHOBEHUU HEYCTPAHUMOTIO
cbos mporieccopa u T.1. B 3TOM citydae Tepsercst coAaepKUMOe OIepaTUuBHON
naMsTH. ABApUITHO MPEPBIBAIOTCA BCE CYUIECTBYIOIIME TpaH3akUuh. Moryt
OKa3aThbCs He 3apuKCUpOBaHHBIMU B BJl pe3ynbTaThl TpaH3aKIMii, 3aBEpILIKB-
muxcst oneparopom COMMIT. Ilpu nepe3arpy3ke CHCTEMBI JTOKEH OBITH
BBIIIOJIHEH OTKAT BCEX HE 3aBEPLUMBIIMXCS K MOMEHTY cOOsl TpaH3aKUUW. 3a-
KOHUMBIIMECS, HO HE3a(DUKCHUPOBAHHBIC TPAH3AKIIMHU JOKHBI OBITH aBTOMa-
TUYECKHU UCIIOTHEHBI TOBTOPHO.

KécTkmii c60il — 310 (u3MUecKoe pazpylieHne 6a3bl naHHbIX. CUTyanus
BECbMa MAaJOBEpPOSATHAs, HO €€ MOCIEICTBUS NJisi OpPraHu3aliy BIaJelblia
JaHHBIX Bcerja karacrpopuyeckue. [loaTomy cucrema n0mKkHa OBITh B COCTO-
SIHUM BOCCTAHOBUTH 0a3y JaHHBIX JaK€ B 3TOM CIIydae.

B nro6om ciywae 11t BOCCTaHOBIIGHHUSI COTJlacoBaHHOTO cocTostHUs B/l
HeoOxonuMa HekoTopasi uHpopmarusi. PaccmorpuM, kakas UMEHHO UHOP-
Malus Heo0Xo[uMa JIJIsi BOCCTAHOBJICHUS U KaK OHA JIOJDKHA MCIIOJIB30BAThCS.
Bce ¢parmentsr BJI, koTopsie 00pabaThIBatOTCSl TPAH3AKIMSIMU, CYUTHIBAIOT-
csl cucteMoit B pabouune Oydepsl 0a3bl JaHHBIX B ONEpPAaTUBHOM mamsiTu. TpaH-
3aKIMM BBITIOJIHSIOT BCE OOHOBJICHUS JaHHBIX B ATUX Oy(depax. Takum obpa-
30M, COCTOsSIHME pabouux OydepoB OTpaxkaeT TEKYIIee COCTOSIHUE TOM 4acTu
0a3bl TaHHBIX, KOTOPAsl TOCTYIMHA JIJIsl AEMCTBYIOIINX TPAH3AKIUH.

Ecnau npoucxoauT jgokanbHbIA cOOM (MM TpaH3aKIMs 3aBEpIIAETCs Ore-
patopom ROLLBACK), To HEOOXOAMMO BOCCTAaHOBUTH COCTOSIHHE PabO4MX
OydepoB Ha MOMEHT Hayaja TpaH3akKIUHU. /[ oTMeHbl OOHOBJICHHMI J10CTa-
TOYHO UMETh TMOJHYI0 HHPOpMaIHio 00 orneparusx oOHOBJICHHUS, BBITTOIHSIB-
MIUXCS TpaH3aKIMEeH, a UMEHHO: TUII Olepalui, OObEKT OOHOBIICHUS, ACTANIN
oOHoBnenusi. Torga, mpojaenaB B oOpaTHOM MOpPsiAKE OOpaTHBIE MO CMBICITY
omnepaluy, MOXHO BOCCTAHOBUTH COCTOSIHHME€ W3MEHSBIIUXCA TpaH3aKIUEl
oydepos BJI.

Takum 00pa3om, IJIT BOCCTAaHOBJICHHS COIJIACOBAHHOIO cOCTOSHHUS b/l
MIpU MPOTPAMMHOM OTKAaTe TPAH3AKIIMHM WUJIU TIOCIIE JIOKAIBHOTO COO0s TOJDKHA
COXpaHAThCA MoJHasi UHPopMalug 000 Bcex oneparusx 0OHOBICHUS, BBITOJ-
HEHHBIX TPAH3aKLKEH.

Ota uHpopMalMs XpPaHUTCA B CIIEHUATILHOM CUCTEMHOM (ailiie - )KypHaie
perucTpanyu TpaH3akuui. B xKypHai it KaK10U TpaH3aKIUU 3alI1ChIBAIOTCS
e€ YHUKaJIbHBIN UIACHTU(PUKATOP W JeTalld BCEX OIepanii 0OHOBJICHUS JaH-
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HBIX, BBIIIOJIHEHHBIX TpaH3aknuen. Kpome Toro, kaxaom TpaH3aKLWH, 3aBEp-
muBLeics mwrartHo (t.e. onepatopaMmu COMMIT wnn ROLLBACK), cono-
CTaBJIIETCA 3aMKUCh 00 OKOHYAHUM TPAH3AKIIHUH.

Ho B ciydae Msrkoro c0ost 3Toro Maio, Tak Kak MATKAid cOOM MPUBOAUT K
notepe cojaepkumoro padouux 6ydepor bBJ[. HyxHo emé pacmnonarath co-
crossHueM b/l Ha kakoii-To MOMeHT BpeMeHH t0 U 3HATh, KAKME TPAH3AaKIUU B
3TOT MOMEHT CYUIECTBOBAJIM B cucteMme. Torma, ecin B MOMEHT t; > tg mpo-
U30MIET MATKUM COOM, TO JJI1 BOCCTAHOBIIEHUSI CUCTEMBI JIOCTATOYHO OyJeT
3arpy3uTh B ONEPATUBHYIO MaMsTh 3aMKCUPOBaHHOE B MOMEHT t0 cocTosiHue
pabounx O6ydepos b/, mpoananu3upoBaTh 3aMucH KypHaAJIa TPAH3AKIIAN, CJIe-
JAHHBIE B UHTEPBAJIE [tg, t1], © BOCCTAHOBUTH YCHEIIHO 3aBEPIIEHHBIE HIIA OT-
KATUTh HEe3aBepLIEHHbIE TpaH3aKUuH. C LEIpl0 MUHUMU3ALMK OOpalieHuil K
YCTpOMCTBAM BHEUIHEN MaMATH NpOrpaMMbl (pOpMUpYIOT 3anucu aitinos (J1o-
rudeckue) B cBoux padbouunx 0ydepax O3Y. CoOpoc 3amnuceld BO BHELIHIOKO Ta-
MSITh MPOUCXOJUT aBTOMATHYECKHU, Korjaa Oydep 3anonHserca. HezanonHen-
HbII1 Oy(ep MOKHO BBITOJIKHYTh IPUHYIUTEIBHO.

Wrak, s oOecriedeHHss BO3MOXKHOCTH BOCCTAHOBIJIEHHS CHUCTEMBI IOCIIE
MSTKOTO c00si coctosinue padbouux Oydepos bBJl nomkHO nepuogudecku Guk-
CHUpOBATbCSI BO BHEUIHEW MaMsTH, M KaXJas 3aluCh XypHaJla TpPaH3aKIUH
JOJDKHA UMETh BPEMEHHYI0 MeTKy. OJIHaKo M 3TOro HexoctatoyHo. HyxHO
emé, yToObl BCE 3alUCH KypHala OT TPAaH3aKIMH, 3aBEPIIEHHBIX 10 MOMEHTA
c0o0s1, HaXOAUIUChH BO BHelIHeH namsaTH. bydep xypHana umeer pasmep, J10-
CTAaTOYHBIN I pa3MEIICHUs 3alUCENd OT MHOTUX TpaH3akiui. Benuka Bepo-
ATHOCTb TOTO, YTO K MOMEHTY MATKOr0 c00sl OH HE OyAeT cOpOoIeH BO BHEII-
HIOIO MaMsTh aBTOMaTUYECKH, U YacTh 3alucei )KypHana OyneT yTrepsHa, mo-
sToMy Oydep KypHaJIa JOHKEH MPUHYJIUTEIBHO BBITAJIKMBATHCS BO BHEI-
HIOIO MMaMSITh IPU 3aBEPILIECHUN TPAH3AKUIMU. TOIBKO MOCIIE 3TOr0 TPaH3aKUuUs
cuuTaercs 3akoHuuBIIeiics. OOHOBIEHUS, COBEPIUEHHBIE TpaH3aKIUEH, HE
MOTYT IOIIaCTh BO BHEUIHIOKO IMAMSTh PaHbIIE, YEM COOTBETCTBYIOIIAS €1 3a-
IUCh XypHaja. JTO MPABWIO COCTABISIET CYTh IPOTOKOJIA MPEABAPUTEIBHON
3aMKUCH B )KypHaJI.

CoOTBETCTBYIOIIMI MPOTOKOJI JKypHanu3anuuu (1 yrpasieHus Oydepusa-
nmeit) HaspiBaeTcst Write Ahead Log (WAL) — «mumm cHavana B )KypHa» U
COCTOMT B TOM, YTO €CJIM TpeOyeTCs 3anucaTh BO BHEIIHIOIO MaMsITh U3MEHEH-
HBI 00BEKT 0a3bl JaHHBIX, TO MEpPe]] 3TUM HYKHO TapaHTUPOBAThH 3aIKCh BO
BHEIIHIOIO MaMSTh KypHaJla TPaH3aKLUUW 3aliCcH O ero u3MeHeHuu. [pyrumu
CJIOBAaMH, €CJIM BO BHEIIHEH mamsATH O0a3bl JAHHBIX HAXOAMTCS HEKOTOPBIN
00BEKT 0a3bl JAHHBIX, IO OTHOUIEHUIO K KOTOPOMY BBITIOJIHEHA OTepalus MO-
nuuUKali, TO BO BHEIIHEW MaMsTH >KypHaia 00s3aTeIbHO HAaXOJIUTCS 3a-
NUCh, COOTBETCTBYIOIIAs 3TOH onepanuu. O0paTHoe HEBEPHO, TO €CTh €CJIA BO
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BHEIIHEW NaMATU >KypHaJIE COJIEPIKUTCS 3alUCh O HEKOTOPOH Onepanuu u3-
MEHEHHS 00BEKTa 0a3bl JaHHBIX, TO CaM U3MECHEHHBIH OOBEKT MOXKET OTCYT-
CTBOBATh BO BHEITHEH MamMsATH 0a3bl TaHHBIX.

JlomoTHUTENBHOE YCIIOBME HA BBITAIKMBaHHE Oy(depoB HaKJaJbIBACTCS
TEeM TpeOOBaHUEM, UYTO Ka)<Jas YCIEUTHO 3aBEPIIMBILIASICS TPAH3AKIUS 0K~
Ha OBITH peasbHO 3a()MKCHpPOBAaHA BO BHEIIHEHW mamsaTu. Kakoit Obl cOoii He
POU30IIET, CHUCTeMa JOJKHA ObITh B COCTOSSHMM BOCCTAHOBHUTH COCTOSIHUE
0a3bl TaHHBIX, COJEPIKAIEee PE3YJIbTAThl BCEX 3a(PUKCUPOBAHHBIX K MOMEHTY
cO6os Tpanzakmuii. IIpocThiM pemieHMeM ObLIO Obl BBITAJIKUBaHHE Oydepa
KypHaJla, 3a KOTOPBIM CJIEIYE€T MAacCOBOE BBITAJIKUBaHUE OydepoB CTpaHUIL
0a3bl TaHHBIX, U3MCHSBIITNXCS JAaHHOW TpaH3akiuen. /[[oBOJIBHO 4acTo Tak U
JIEJA0T, HO 3TO BBI3BIBAET CYIECTBEHHBIE HAKIJIAJIHBIE PACXOAbl MPU BBIMOJ-
HEHUM orepaunu Qukcanuu TpaH3akiuu. OKa3bIBa€TCsA, YTO MUHUMAJIbHBIM
TpeOOBAHUEM, TAPAaHTUPYIOIIUM BO3MOKHOCTh BOCCTAHOBJIEHHS IMOCIIEIHErO
COTJIACOBAHHOT'O COCTOSIHUSI 0a3bl JAaHHBIX, SIBJISICTCSI BBITAIKUBAHUE TIPU (PUK-
Caly TPaH3aKUWU BO BHEIIHIOK MaMsTh KypHajla BCEX 3amuceil 00 u3MeHe-
HuU 0a3bl JaHHBIX ATOM TpaH3akiueil. [Ipu 3ToM mociaenHe 3anucebio B XKyp-
HaJl, NPOU3BOAUMON OT MMEHU JAHHON TpPaH3aKUUH, SBIAETCS CHEUUAIbHAS
3amuch O KOHUE TpaH3akuuu. Ciemnyer OTMETUTh, YTO CKOPOCTh 3allUCH B
daiin KypHaza MOXKET OKa3aThCsl OJIHUM M3 BaXHEUIIHUX (PaKTOpOB, ompere-
JSIOUIMX OO0 TPOU3BOAUTENBHOCTE padboThl ¢ B/I.

[TocmoTpuM Temepb, Kak MOXKHO BOCCTaHABIMBATH COCTOsSIHWE 0a3bl JaH-
HBbIX, €CJIM B CHUCTEME MOAJACPKUBACTCA >KypHaI TPaH3aKUHUA M TPOTOKOIN
MIPEABAPUTEIBHON 3aIIUCH.

NuauBuayaJbHBIH O0TKAT TPaH3akKuuM. VHIMBUAYaIbHBIM OTKAT MPO-
M3BOAUTCS OO 1O sIBHO 3agaHHoMy omnepatopy ROLLBACK, nu6o Bcien-
CTBHUE JIOKAIBHOTO cO0s. /{711 ocyliecTBiIeHUs] OTKaTa CO34aETCsl CIUCOK 3amu-
Cel KypHajla OT JAaHHOW TpaH3aKIMU. DJIEMEHTHI CIIUCKA Pa3MEIICHBI B IO-
psake, o0OpaTHOM XpoHOJIOorudeckoMy. CIMCOK MOCIEI0BaTENbHO TPOCMATPHU-
BAaETCS W JUISl KAXKJIOW 3allMCH BBINOJHAECTCS MPOTHUBOIOJIOXKHAS MO CMBICIY
oreparniys, BOCCTaHABIMBAIOIIAS MPEIbIIYIIEe COCTOSTHUE 00BhEKTa Oa3bl TaH-
HbIX. HauanbHbIM COCTOSIHMEM Uil MPOLEAYPbl OTKATa SABJISIETCS COCTOSHUE
o0ydepoB b]l B MomeHT npekparieHus: Tpan3akiiui. C TOYKU 3pEHUSI CUCTEMbI
9Ta MpoIeaypa sBIsSeTcs Tpan3akuuei. [loaToMy oOpaTHBIEC omepanuy Takxke
PETHCTPUPYIOTCS B JKypHase. ITO "mepecTpaxoBka'" Ha ciydail MATKOTO cOO0s
CUCTEMBI B Tpoliecce oTkaTta. VIMest 3TH 3amucu, cUCTeMa CMOXKET «JI00TKa-
TUTBH» TPAH3aKIIHIO, OTKAT KOTOPOW OBLI IIpepBaH.

BoccTranoBiienne nociae Markoro coosi. Paboune 0ydepsl 0a3bl 1aHHBIX,
B OTJIM4ME OT Oydepa *KypHayia, HE BRITAIKMBAIOTCS BO BHEIIIHIOO MaMSTh MPU
Ka)KJIOM YCIICIIHOM 3aBEpUICHUU TpaH3aKUMU. PeanbHO MCHOJHEHUE onepa-
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topa COMMIT cBoautcs TOMy, YTO CTAHOBHUTCS HEBO3MOXKHOM OTMEHA MpO-
J€JTaHHBIX TpaH3aKIui u3mMeHeHul. Cam e U3MEHEHHBIN 00BEKT MOXKET eIl
JIOJITO CYIIECTBOBATH TOJIBKO B paboueM Oydepe bBJl. MoxeT cmyunThbes Tak,
YTO B CHCTeME MPOU3OUIET cOoi mocie ycnemHoro BeinogHeHus COMMIT,
HO JI0 TOTO, KaKk OOHOBJIEHHBIN TpaH3aKIMeld OOBEKT IMOMNajaéT BO BHEIIHIOH
naMsTh. B COOTBETCTBHM C MPUHLMIIOM JOJTOBEYHOCTH TPAH3AKLIHUH CHCTEMA
JOJKHA TIPU TIepe3arpy3ke yCTaHOBHUTH 3TH OOHOBJIeHUs B BJI, HecMoTps Ha
TO, YTO UX y>K€ HET B Oy(epe onepaTuBHOM MaMsITH.

Kpome Toro, cucrema MoxkeT BpeMeHHO nomeniate B b/l mpomexyTouHbIe
pe3ynbTaThl TPaH3aKLUH, €CU HEOOXOAMMO OCBOOOIUTH MeCcTO B Oydepax.
[Ipn HOpMaNTbHOI pabOTE 3TH HECOTIACOBAHHBIE U3MEHEHUS IO 3aBEPIICHUN
BHECIIEH UX TpaH3aKIMU OTBepraroTcs. [1ockonbKy MArKuil cOOi mpephIBaeT
BCE€ TpaH3aKLUMHU, MPOMEXKYTOUHBIE PE3YJIbTAThl OKa3bIBAIOTCA ''3aduKCcHUpO-
BaHHpIMU". 1Ipu mepesarpyske cucrema JOJDKHA OTKAaTUTh BCE NMPEPBAHHBIC
TPAH3aKLIMU W BBITOJIHUTH IOBTOPHO BCE YCIIEIIHO 3aBEPIIMBIIUECS, HO HE
3apukcupoBannbie B BJl. Ilpu 3TOM TpaH3akiuu, NnpepBaHHbBIE WM 3aBEp-
muBIrecs: oneparopoM ROLLBACK g0 msrkoro c6os, B mpoiiecce BoccTa-
HOBJICHUS HE YYaCTBYIOT.

Texymee cocrostuue B/ B MOMEHT cO0si HE MOKET OBITh HCIIOJIB30BAHO
KaK OIIOPHOE JIsI BOCCTAHOBJICHHUsI, IOCKOJIbKY HEU3BECTHO, K KAKOMY MOMEH-
Ty BPEMEHU OHO OTHOCUTCA. J[JI1 TOro 4YTOOBI UMETh TAKOE OIOPHOE COCTOS-
Hue b/l, ncnonb3yercs MEXaHU3M CO3/1aHUsl KOHTPOJIBHBIX TOYEK. B TeueHue
HEKOTOporo uHTepBaia Bpemenn CYDBJl noxxuaaercs 3aBepiieHus O4epeaHbIX
ornepauuii OOHOBJIEHHUS BO BCEX TPAH3AKIUAX U HE JOIMYCKAET 3allyCKa HOBBIX
onepanui. McnosHeHne NENCTBYIOMMX TPaH3aKUWKA NPUOCTaHABIMBAaEeTCA. B
MOMEHT NPHUHATUSA KOHTPOJIBHON TOYKH, KOTJA BCE TPAH3AKIUU ITPUOCTAHOB-
JIEHBI, B XypHAJIE CO3MAETCS CIIELMAIbHAS 3alMCh KOHTPOJBHOW TOYKH, CO-
JepKaiias CMCOK BCEX TPAaH3aKIMM, CYIIECTBYIOIIMX B CHUCTEME. 3aTE€M BO
BHEIITHIOIO TMaMITh TMPUHYAUTEIBHO BBITAIIKHUBACTCS colepkumoe Oydepa
*KypHana u pabounx 6ydepos bJl. [To 3aBepiiiennn 3TOTO MpoIecca UCIOIHE-
HUE€ MPUOCTAHOBJIEHHBIX TPaH3aKUUM MpoaokaeTca. OTMETUM, YTO TPaH3aK-
MU, TpEpBaHHble WM 3aBepiuBirecs oneparopoMm ROLLBACK go msrko-
ro c60s1, B IpoI[ecCe BOCCTAHOBJICHUS! HE YYaCTBYIOT.

B nponecce BOCCTaHOBIIEHNS BBIIOJHAKOTCS CIECIYIOIINE TEUCTBUS.

e C(Co3paércsa aBa cnucka tpan3akiui: otMeHsembix (UNDO) u ucnon-
HsieMmbix oBTOpHO (REDO). B ciicok UNDO BkJi1t0uaroTcsi Bce TpaH-
3aKIMW, YKa3aHHbIE B 3amucU KOHTpoJbHOW Touku. Crmcok REDO
OCTAETCsI MYCTHIM.

e BrmonHsercs aHanu3 3anmced XKypHajla PerucTpanuu, HauuHas ¢ 3a-
MACU KOHTPOJBHOU TOUKH.
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e FEcmu o0HapyeHa 3amuch O Hadaje TpaH3aKIuu T, TO 3Ta TpaH3aKITUs
nobasisercsd B cuucok UNDO.

e Ecnu oOHapyXeHa 3alluCh O 3aBEPLICHUM TpaH3akuuu T omepaTopom
COMMIT, To 3Ta Tpanzakuus noodasnsercs B cnucok REDO.

e JKypHan peructpauuu NpoCMaTPUBAETCS OT KOHIA JI0 3allUCH KOH-
TPOJILHOM TOYKH, U OTMEHSI0TCA TpaH3akuuu u3 crmcka UNDO.

o Kypnan peructpanuu npocMaTpUBaETCs OT 3aMUCH KOHTPOJIBHOMN TOY-
KM 70 KOHIA, W BBIMOJHSIOTCS IOBTOPHO TpaH3aKIMK U3 CIHUCKA

REDO.

[To oxoHYaHMU ATOM POLEAYPHI CUCTEMA FOTOBA K padoTe.

BoccTranoBienne nociie :kectkoro coosi. [Ipu sxéctkoMm cooe puznueckas
0a3a JaHHBIX OKa3blBaeTcs paspylieHHOH. [loaTomy i BOCCTaHOBIEHMS
HEO0OXOAMMO UMETh €€ pe3epBHYI0 Komuio. OOBIYHO pe3epBHOE KOMHPOBAHUE
b/l BeImoNIHsAETCS 1O (haKTy NMEpPEnoIHEHU KypHaia Tpan3akuuid. /st atoro B
(paiine >KypHaja YCTaHaBIIMBAETCS TaK Ha3bIBaeMasl «KENTas 30Ha», MO J0-
CTYDKEHHHM KOTOPOM 3aIlyCK HOBBIX TPaH3aKUWW HE mpous3BoauTcsa. Cucrema
JOKUJAETCS OKOHYAHUS BCEX CYIIECTBYIOIMX TpaH3akuuiu. [locne storo pa-
O0oune Oydepsl xypHana U 0a3bl JAHHBIX BBHITAJIKUBAIOTCS BO BHEIIHIOKO Ta-
MATb. Co3qaHHOE TakuM 00pa3oM coctosinue b/l xonmupyercs Ha pe3epBHBIN
HOCUTENb, a (ailsl )KypHana ounniaerca. MoxxeT ObITh TaKXKe CO3/1aHa pe3epB-
Hasl KOIUs KypHaja.

[Tpu BoccTaHOBIEHUU MOCHE KECTKOTO COOsl BOCCTAHABIMBAETCS COCTOS-
Hue b/l Ha MOMEHT NOCIEAHEr0 KOMMPOBAHMUS, a 3aTEM I10 TEKYILEMY KypHa-
JIy PErHCTpaly MOBTOPHO MCIOJHSIOTCS BCE TPAH3AKLMH, YCIICIIHO 3aBep-
IUBIIHAECS 10 MOMeHTa c00s. [lockomabKy >KECTKHUiT cOOM MOXKET HE COIpO-
BOXKJAThCs ToTepel 0y(epoB, MOcCie BOCCTAHOBIEHUS MOXHO J1a)Ke MPOJI0JI-
KUTh UCTOJHEHUE HE 3aBEPIIMBIIMXCS K MOMEHTY c00sl TpaH3akuuid. TeM He
MEHee, BCE HE3aBEPIIEHHbBIE TPAH3AKIIUA OOBIYHO OTKATHIBAIOTCS.

5.3 MeToabl BoccTaHOBMEHUA

PaccmoTpum 1Ba MeTOoAa BOCCTAHOBJICHUS, KOTOPHIE MOTYT OBITH TIPUME-
HEHBI B ciiydae, T.e. Korja bJ] He Oblia MOMHOCTHIO pa3pylieHa, HO JIMIIb
yTpaTuiia COTJIACOBAHHOE COCTOSIHUE. MeToa OTJIO0KEHHOTO OOHOBIICHUS H
METO/J HEMEIJICHHOTO OOHOBJICHUSI OTIUYAIOTCS JPYr OT Jpyra CrocoooMm
BHECCHUSI OOHOBJICHHI BO BHEIIIHIOIO MTAMSITh.

MeToa 0T/I0:keHHOT0 O00HOBJeHUsl. [[py UCMONB30BAHUM TOrO0 METOJIA
oOHoBneHus1 He 3aHocsATCA B BJ[ 10 Tex mop, moka He HauHeTcs (a3a ¢ukca-
MW TpaH3aKkIuu. Eciu BBIMOIHEHWE TpaH3aKuu OyAeT MPeKpaiieHo J0 J0-
CTHIKEHUSI DTOW TOYKU, HUKAKUX U3MeHeHul B b/l BeIMosHeHO HE OyaeT, Mmo-
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ATOMY He ToTpedyeTcs u ux oTMeHa. OJHAKO B TAaKOM CIy4yae MOXET MOTpe-
00BaTbCS MOBTOPHBIM MPOTOH YK€ 3aBEPIIMBIIUXCS TPaH3AKIHHI, TOCKOIBKY
UX pe3yJIbTaThl MOTJIM €Ill€ HE JOCTWYb BHEIIHEN namATh. [IpoTokon Boccra-
HOBJICHUSI OYJIET COCTOSITh U3 CIEAYIOMMX JCHCTBUM.

[Ipu 3anmycke TpaH3akIUU B KypHal NOMENIAETCS 3aluch: Hauano mpam-
3axyuu. [Ipu BBHIMOTHEHUM ONEpalMyd BCTaBKH WM OOHOBJICHMSI JAHHBIX B
(aiin )xypHaa 3aluChIBAIOTCS HOBBIC 3HAUCHUS BCEX M3MEHEHHbBIX DJIEMEHTOB
JTaHHBIX (OTMETHM, 3aITUCh 3HAYCHHUH 3JICMCHTOB JIaHHBIX 0 OOHOBJICHUS HE
Tpedyercs). PeasnibHO 3amuck n3amMeHeHuit B camy B/l He nmpousBoautcs. Korma
TPaH3aKLHs JOCTUTA€T CBOEM KOHEYHOM TOYKH, B KypHald IOMEIIAeTCd 3a-
nucek: Tpanzaxyus 3asepuiena. Bee 3anmcu )KypHaia 10 JaHHOM TPaH3aKLIHAH
BBIBOJSTCS BO BHELIHIOK MaMSTh, IIOCJIE YErO BBINOJHAETCA (PUKCAIUsl BHE-
CEHHBIX TPAaH3aKUWElW W3MEHEHUH. JlJIsI BHECEHMsS AEHCTBUTEIIBHBIX M3MEHE-
Huii B B/ nucnons3yercs nHpopmaius, moMenieHHas B (paitst xypHania.

B ciydyae OTMEHBI BBINIOJHEHUS TPAH3aKIMM, 3alMCH KypHajia MO JaHHOU
TpaH3aKIM UTHOPUPYIOTCS, U MPOU3BEICHHBIE U3BMEHEHUSI HE (DUKCUPYIOTCS
BO BHeIIHeW nmamstu. B coorBercTBuu ¢ npunuunom WAL 3anucu xypHaia
[0 BBINOJHEHHON TpPaH3aKIMHM COXPAHSIOTCS BO BHEUIHEH NAMATH 10 TOTO,
KaK pe3ysbTaThl TpaH3akuuu OynyT 3adukcupoBasbl. [losToMy, ecian oTkas
b/I mpou3oiiaeT MOBTOPHO B MpoLEcce AEUCTBUTEIBHOIO BBIITOJIHEHUSI OOHOB-
nenuit B B/, pa3melieHHbIe B )KypHaie CBEACHUS OyAyT COXpaHEHBI U TpeOy-
eMble OOHOBJICHUSI MOXKHO OYJIET BBITIOJIHUTH MO3ke. B cimydae oTkasza aiin
KypHAJIa aHAJIM3UPYETCS C LEBIO BBIABICHUS TPAH3AKUUNA, KOTOPbIE HAXOIN-
JIMCh B IIPOLIECCE BBINOJHEHNS] B MOMEHT OTKa3a, HAYMHAsI C TIOCIIETHEN CTPO-
k. Daiin KypHajia NpocMaTpuBaeTcs B 0OpaTHOM HAaINpaBIE€HUU BIUIOTH O
3alMCU O TOCJIEIHEW BBIITOJHEHHOM KOHTPOJBHOM TOuke. Bce TpaH3akumw,
JUTIsL KOTOPBIX B (paiisie *xypHana NpUCYTCTBYIOT 3anucu Hauano mpan3akyuu
u Tpauszakyus 3aéepuiena, TOJKHBI ObITh BBITOJIHEHBI TOBTOPHO. [Ipouienypa
IIOBTOPHOTI'O TMPOroHa TPAH3AKLUMM BBINOJIHIET BCE onepanuu 3anucu B b/,
UCTIOJIb3Ys] UHPOPMAIIMIO O COCTOSIHUM 3JIEMEHTOB JIaHHBIX IOCJE OOHOBIIE-
HUS, COZIEPIKAILYIOCS B 3alMCSIX KypHaja IO JaHHOM TPAH3aKIHMH, IPUYEM B
TOM MOpPSJIKE, B KAKOM OHM ObLIM 3amucaHbl B (haiine xxypHaia. Eciau onepa-
I[UU 3aMUCH YXe ObUIM YCIIEUIHO 3aBepLICHBI O BOZHUKHOBEHUS OTKa3a, 3TO
HE OKa)XET HUKAKOIr'0 BIIMSHMS HA COCTOSIHUE 3JIEMEHTOB JaHHBIX, ITOCKOJIBKY
OHU HE MOTYT OBITh UCIIOPYEHBI, €CIIM OyIyT 3amuchiBaThCs eme pas. Creno-
BaTEJIbHO, JAaHHBIM METOJ TapaHTUPYET, 4TO OyAyT OOHOBIIEHBI JIOOBIE 3Jie-
MEHTBI JaHHBIX, KOTOPbIE HE ObUIM KOPPEKTHO OOHOBJIEHBI O MOMEHTa OTKa-
3a.

JIrobas TpaH3akuus, AJi1 KOTOPOH B (pailyie )xypHana NpUCyTCTBYIOT 3alu-
cu Hauano mpanzaxyuu v Ommena mpan3axyuu, IPOCTO UTHOPUPYETCS, MO-
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CKOJIbKY HUKaKHX peabHBIX 0OHOBIeHUH MHpopmaiuu B b]] mo Heil He BbI-
MOJIHSUIOCH, @ 3HAYUT, HE TPEOYETCs U PEaIbHOTO BBIIOJIHEHUS UX OoTKaTa. Ec-
JM B IIPOLIECCE BOCCTAHOBJIEHHSI BOBHUKHET JIPYroil CUCTEMHBIN cO0il, 3amucH
(aitna xypHaia MOTyT OBITh MCHOJb30BaHbl JUIsl BoccTaHOBJIeHMs B/l emie
pa3. B TakoM cirydae He MMEET 3HAUYCHHUsI, CKOJIBKO Pa3 KaKJas U3 CTPOK XKyp-
HaJla Oblj1a UCIIOJIb30BAHA I TIOBTOPHOTO BHECEHUS M3MEHEHUH B b1,

Merox HeMea1eHHOro 00HOBJIeHUs. [Ipu MCIOIB30BaHUM ATOrO MPOTO-
KOJIa Bce U3MEHEHHUs BHOCATCA B B/ cpa3y ke mociie ux BBIIIOJIHEHMS B TPaH-
3aKI1H, HE T0XKHUIAsACh ee 3aBepiieHus. [lomumMo HE0OX0IMMOCTH TOBTOPHO-
ro NMPOroHa U3MEHEHWH, BBIIIOJHEHHBIX TPAH3AKUUAMM, 3aKOHUMBIIUMUCS J10
MOSIBIICHUS c00s, B JAHHOM CIIy4ae MOKET MOTPeOOBATHCS BHIMOIHUTH OTKAT
M3MEHEHUH, BHECEHHBIX TPaH3aKIUSAMHU, KOTOPbIE HE OBLIN 3aBEPIICHBI K 3TO-
MY MOMEHTY.

[Ipu mpumMeHeHuu JaHHOTO MeToAa (hailyl KypHasa UCIOJIb3YETCs C LEIbIO
BOCCTaHOBJIEHUS cleayromuM oopa3oM. [Ipu 3amycke TpaH3akLMH B KypHa
noMemaercs 3anuck: Hauano mpanzaxyuu. Ilpu BeImonHEHUU J1000# onepa-
1 ooHoBieHust b/l mpou3BoauTes 3anmuck B (paidi KypHaia BCeX UCXOTHBIX
Y KOHEUYHBIX 3HAaYEHUI BCEX U3MEHEHHBIX JIEMEHTOB JaHHBIX. [locie BpImo-
HEHMs 3alUCH B (ailyl xKypHajla MPOU3BOJATCS BBINOJIHEHUE OOHOBJICHUN B
oydepe BJI. Henocpenctenno B bl usmenenus: 0y1yT BHECEHBI ITPU Ouepe-
HOM BbIrpy3ke OydepoB B/ Bo BHemHIo0 namsaTe. Korga tpansakuus 3aBep-
IIaeT CBOE BBINIOJHEHHE, B (hailil )KypHasla 3aHOCUTCS 3aNuch: Tpanzaxkyus 3a-
gepuiena.

B nanHOM MeTOJZie 04eHb BaXKHO, YTOOBI B (hailsl *KypHaJIa BCE 3aMKCH TO-
MEIIAIUCh 10 BHECEHUsI COOTBETCTBYIOIIMX M3MeHeHud B b/. Eciu n3mene-
HUA BHavasie OynyT BHeceHbl B b/l 1 cOoli B cucTeMe BOZHUKHET JJ0 pa3Mele-
HUA UHPOpMaluu 00 3TOM B (pailn xypHasla, TO MEHEKEP BOCCTAHOBIICHUS
He OyJeT UMEeTh BO3MOXXHOCTH OTMEHUTHh (WJIM MOBTOPUTH) JIAaHHYIO Ormepa-
muro. [Ipym McCnosib30BaHMM MPOTOKOJIA IMPEABAPUTENIBHOM 3alMCH KypHAJIa
MEHEI)KEP BOCCTAHOBJICHUSI BCErZla CMOXKET OE30MaCHO MPEANOI0KUTh, UTO
€CJIM JUIsl ONPENIETICHHON TpaH3aKIUK B (ailiie *KypHaia OTCYTCTBYET 3allUCh
Tpanzaxyus 3aeepuwiena, 3HaUWT, 3Ta TpaH3aKUUsA OblIa AKTHBHA B MOMEHT
BO3HUKHOBEHUS OTKa3a U, CJIEJOBATEIbHO, TOJKHA ObITh OTMeHeHa. Eciu BbI-
MOJIHEHUE TPAH3aKIUU OBLIO MPEKPAIIeHO, TO AJII OTMEHBI BBIIOJIHEHHBIX €10
M3MEHEHUN MCTIONB3YIOTCS CBEAEHUS 00 MCXOAHBIX 3HAYCHHSIX BCEX H3Me-
HEHHBIX JJIEMEHTOB JAaHHBIX, COXPAaHEHHbIX B (ailsie xypHana. [lockonbky
TPAH3aKLUMSI MOKET BBIMOJHUTh HECKOJIBKO HW3MEHEHMI OJHOIO M TOTrO e
AJeMeHTa, OTMEHAa OOHOBJIEHUI BBITIOJIHAETCS B oOpaTHOM nopsiake. HezaBu-
CUMO OT TOTO, ObUIM JIM PE3YJIbTAThl BHIMOJHEHUSI TPAH3aKIIUU BHECEHBI B Ca-
My b/l, Hanyuyue B 3amKCAX )KypHaia UCXOAHBIX 3HAYEHUM I1OJIEU rapaHTUPY-
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eT, uto b/l Oynet mpuBeneHa B COCTOSIHUE, OTBEYAIOIee HAaYaly OTMEHEHHOMN
TPaH3aAKILIHH.

Ha cimydal moBTOpPHOrO OTKa3a CHUCTEMBI MPOLEAYPOHM BOCCTAHOBIICHUS
IpeIyCMOTPEHO HCIONb30BaHue ¢aiia KypHaia JUisi TOBTOPHOTO MPOTOHA
WM OTKaTa TpaH3akiui. Jjist moboi Tpanzakuuu T, 1is KoTopoi B aiine
KypHaJIa MPUCYTCTBYIOT 3anucu Hauano mpanszakyuu v 1panzakyus 3aeep-
wiena, CneAyeT BBINOJIHUTH €€ MOBTOPHBIN MTPOTOH, UCTIObB3Y JI1 BHECEHHUS B
BbJ1 HOBBIE 3HAUCHUS BCeX OOHOBJICHHBIX MoJIeH. J{Jis 1r000M TpaH3aKIuu, IS
KOTOpOM B (haityie KypHaia NPUCYTCTBYET 3amuch Hauano mpawuszaxyuu, HO
HeT 3amucu 1pan3axyus 3aeepuiena, HeOOXOAMMO BBITIOJTHUTH OTKAT BHECCH-
HBIX €10 W3MeHeHui. Ha 3ToT pa3 m3 3ammceit daitna xypHaza U3BICKACTCS
nH(popMaIusi 0 3HAUCHUW U3MEHEHHBIX MOJIEH /10 UX W3MEHEHHUs], 4TO IMO3BO-
JISIeT MPUBECTH 0a3y JNaHHBIX B CTOSHHE, KOTOPOE OHA MMeEJa /10 Hayajia JIaH-
HOM Tpan3akiuu. Ornepanuy OTMEHbI BBHITIOJHSIOTCS B TOPSIIKE, 0OpaTHOM
MOPSAKY UX 3aMKcH B (aily )xypHaia.

MeToa TeHeBbIX CTPaAHML. DTOT METOJ SIBIIICTCA aJIbTEPHATUBOW OINM-
CaHHBIM BBIIIE CXEMaM BOCCTAHOBJICHUS, IOCTPOCHHBIM Ha HCIIOJb30BAHUU
daiina xxypHaia. OH TpexycMaTpUBaeT OPraHU3allMI0 Ha BPEMsI BBIITOJTHEHUS
TpaH3aKLMK JBYX CTPaHMUI] - TEKYIIYI0 U TeHeBylo. Korga TpaH3akuus HauM-
HaeT padoTy, 00€ CTpaHUIbl WACHTUYHBI. TeHeBasi CTpaHHUIla HUKOTIa HE W3-
MEHSETCA U MOXKET ObITh MCIOJIb30BaHA /i BoccTaHOBJIeHUs bJ[ B ciyuae
OTKa3a CUCTEMBbI. B X0z€ BBINOJHEHUs TPaH3aKUMU TEKyllas CTpaHWIla HC-
nonb3yercsd s 3anucu B bJl Bcex BHOcHMBIX n3MeHeHul. [locie 3aBepiie-
HUSI TpaH3aKIMU TEKyIlas Tabyjuila CTAaHOBUTCS TEHEBOW. METOJ TEHEBBIX
CTpPaHMI] UMEET Psii MPEUMYIIECTB MEpe]l METOJAMH HCMOJIb30BaHUS KypHasa
TPaH3aKIW: UCKIIOYAETCA Harpys3ka, CBsI3aHHAsl C BEJICHUEM >KypHaya TpaH-
3aKIMM, TPOIIECC BOCCTAHOBJICHUSI MPOUCXOJIUT CYILECTBEHHO OBICTpee, MOo-
CKOJIBKY HET HEO0OXOIUMOCTH B MOBTOPHOM IPOTOHE WJIM OTKATE OIEpaliuid.
OnHako eMy CBOMCTBEHHBI U ONpENETEHHBIE HEIOCTaTKU: (PparmMeHTaIus
JAHHBIX U HEOOXOAUMOCTh IEPUOUIECKOTO BBHITIOJIHEHUSI TIPOIEAYPHI COOpPKU
Mycopa JJi1 BO3BPAIICHUS B CUCTEMY HEHCIIOIb3yEMBbIX OJIOKOB MaMSITH.

5.4 OpraHusauusa BoCCTaHOBNeHUsA faHHbIX B CYB[]
MS SQL Server

SQL Server npeasiaraet Ha BEIOOp TPpU MOJIECJIM BOCCTAHOBJICHUSI, B OCHOB-
HOM OTJIMYAIOIIMXCS UCIOJb30BaHUEM KypHaJla TPaH3aKUUW, U MATh BapHaH-
TOB PE3E€PBHOTO KOMUPOBaHMS. MOJI€]I1 BOCCTAHOBIICHHUS CIAEAYIOIINE:

1. IIpocrtas moaenb. XKypHan TpaH3aKIMil HE pe3epBUpyeTCcs (HE cO3aeT-

Csl €ro pe3epBHas KOIUs BO BHEIIHEH MTaMSITH);
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2. Mopenb ¢ HEMOJIHBIM MPOTOKOJIMPOBaHHEM. MaccoBbIe ONEpaluu He
3aHOCATCA B KypHaJ TpaH3akuui. JKypHall TpaH3aKIHUW pe3epBUPYET-
csl;

3. Tlomnas monens. Bee Tpan3akuuu 3aHocsTes B )KypHai. JXKypHal TpaH-
3aKLIHAN pEe3EPBUPYETCHL.

Pe3zepBHOE KOMMPOBaHKE BO3MOXKHO CJIEIYIONIUX BUIOB:
e TlonmHoe. Pe3epBupyroTcst Bce JaHHBIE;

o Jludpdepenmuporannoe. [IponsBoauTcs pe3epBUpPOBaHUE BCEX CTPAHUILL
JAHHBIX, U3MEHEHHBIX C MOMEHTa MOCJEAHEr0 MOJHOTO PE3epPBHOIO
KOIUPOBAHUS;

e Kypnana tpan3akuui. [Ipon3BoanuTcs pe3epBUPOBAHUE BCEX TPAH3AK-
UM B )KypHAaJe.

e daiina wim ¢ainoBoil rpynnsl. [IpousBonutcs pe3epBUpOBaHUE BCEX
JAHHBIX, coJIepKaIuxcs B (paitine wim ¢GaiaoBoi rpymre.

o daiinoroe auddepenupopanHoe. IlpousBoauTcs pe3epBUPOBAHUE
BCEX CTPAHMI] JAHHBIX, MOJAU(PHUITUPOBAHHBIX C MOMEHTA IOCIICHETO
pe3epBHOIO KomupoBaHus (aitsia uiam GpaiioBor rpymib.

BoccranoBieHue Beeraa HAUMHAETCA C UCTIOIb30BaHUS MMOJTHOW pe3epBHOM
konuu. [Tocne aToro U3 apxuBoB HUQHepeHIIMPOBAHHOTO U TPAH3AKITUOHHOTO
pe3epBUPOBAHUS BOCCTAHABIMBAIOTCS BCE TPAH3aKIMH, BBHIITOJIHEHHBIE C MO-
MEHTa CO3/IaHUsI TIOJTHOM pe3epBHOM KOMMU. MojiesIb BOCCTaHOBJIEHUSI KOH(PU-
rypupyer HacTpoiiku 0a3bl JaHHbIX SQL Server Takum o6pa3om, 4ToObl 0bec-
MEYUTh TOT TUIl BOCCTAHOBJIEHUS, KOTOPbIA HEoOXoauM Oa3ze aaHHbIX. Kitto-
YEBbIC OTIIMYUS MEXKIY Pa3HBIMU MOJEISIMUA BOCCTAHOBJICHUS! CBA3AHBI C TEM,
B KaKOW MeEpe B HUX 3aJICMCTBOBAH XypHaJl TPaH3aKIUW U KAKHUE JAHHBIC B
HEM PETUCTPUPYIOTCSL.

[Ipoctast Moziens BOCCTAHOBJICHUSI MJEATBHO MOIXOJUT TeM 0azam JaH-
HBIX, KOTOPBIM TpeOyeTcsi o0ecrieueHue aTOMapHOCTH TPaH3aKIIUi, HO HE 005-
3aresibHa TOJIEPKKa UX kuBydecT. [IpocTtas Moaens GpopcupyeT oduIieHue
cepBepoM 0a3 JaHHBIX XypHaja B KOHTPOJBHBIX TOYKax. IIpu 3TOM xypHa
OyJeT XpaHUTh TPaH3aKIMH, 3alUCh KOTOPHIX B 0a3zy JAHHBIX €IlI€ HE MOJ-
TBEPXkJCHA; MPOCTPAHCTBO K€, OTBEJAEHHOE Il XPAHEHMsSI BCEX OCTaJbHBIX
TpaH3aKI1ii, 0OCBOOOXKIAETCS /Jisi TOBTOPHOTO MCMOJIb30BaHMs. Tak Kak Kyp-
HaJl TPaH3aKUUWA B 3TOW MOJIEIH SIBISETCSA TOJIbKO BPEMEHHBIM MECTOM XpaHe-
HUS, OTMAJAeT NOTPEOHOCTh B €r0 PEe3EPBUPOBAHUU. DTA MOJENb BOCCTAHOB-
JICHUSI UMEET PsJl MpeuMyIiecTB. Bo-nepBbIX, )KypHall TpaH3aKIui UMeeT Ma-
JIEHbKUE pa3Mephl, OJHAKO PaCIJIaYMBATBHCS 3a 3TO MPUIETCSA MOTEpPEr BCeX
TpaH3aKI[Mi, BEIMOJHEHHBIX C MOMEHTA MOCJIEIHET0 MOJHOTO Win nuddepen-
LIUPOBAHHOTO pe3epBUpoBaHus. [llaH BOCCTaHOBJIEHUSI, OCHOBAaHHBIN Ha MPO-
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CTOM MOJIEIY, TTO3BOJISIET BBIMOJHSTH OJTHOE PE3EPBUPOBAHUE PA3 B HEJEIIIO,
a muddepeHITMpOBaHHOE — B KOHIIE Kaxaoro qHs Heaenu. [lomras u qudde-
PEHILIMPOBAHHBIE PE3EPBHBIC KOMUU 3aMEHSIIOTCS, KOrja OyNeT BBIMOJHEHO
CJIEYIOIIEE MTOJTHOE PE3EPBHOE KOTMPOBAHUE.

COOTBETCTBEHHO, BOCCTAHOBJICHUE B MPOCTOM MOJEIHU MPEANOJIaraeT JIBe
omepalum.

1. BoccraHoBieHUE U3 MOCIEIHEH MOJTHON pe3epBHON KOMHH;

2. Boccranomnenue u3 nocieaHei (He o0s3aTensHO) onHON muddepeH-
LIUPOBAHHOW PE3EPBHOM KOIIUU.

[TomHast MOieNTb BOCCTAHOBIICHUS TIpeiaraeT Hanbosuee rpyOblif 1 HaIekK-
HBIM IIJIaH BOCCTAHOBJICHUS. B 3TOM MoAenu BCe TpaH3aKLIHUH, B TOM YHCIIE U
MacCOBBbIE OIlE€paluy, MPOTOKOJUPYIOTCS B >KypHane. Jlobas cucremHas
(yHKUHMA, TaKas KaK CO3/IaHuE MHJIEKCa, TAKXKe MPOTOKOIUpyeTcsi. OCHOBHBIM
MPEUMYILIECTBOM 3TOM MOJIETH ABIISIETCS TO, YTO BCE TPAH3AKIUH, BBIITOJIHEH-
Hble B 0a3ze JaHHBIX, MOTYT OBbITb BOCCTaHOBJIEHBI, BIUIOTH JO MOMEHTAa,
MPEAIIECTBOBABIIET0 CUCTEMHOMY cOoro. K HemocTaTkaM clielyeT OTHECTH
MEJIEHHOE BBINIOJTHEHNE MAacCOBBIX ONepaluii, O4eHb 00JIbLION pa3mep (Paiina
KypHaJla TpaH3aKUUK 1 Oosiee NIUTENIbHOE BPeMsl BBIIIOJHEHHUE Olepaluii pe-
3€pBUPOBAHUS U BOCCTAHOBJIEHUS KypHaja TPaH3aKLINH.

[TosHast MoOzEnp BOCCTAHOBJIEHHS MOXKET HCIOJIB30BATH BCE ISATH THUIIOB
pe3epBupoBaHus 0a3bl JaHHBIX. Yallle Bcero mojiHasi MOJAENIb BOCCTAHOBJICHUS
[PEAIOoiIaraeT BbIIOJHEHUE TOJHOIO PE3EpPBUPOBAHUS JBAXKIbl B HEACIIO, a
g depeHIrpoOBaHHOTO — B KOHLIE Kaxaoro AHs. PesepBupoBaHue KypHaia
TpPaH3aKIMil BBITOJHIETCS PETYJSIPHO Ha MPOTSHKEHUHM BCETO IHS; MPU 3TOM
MPOMEKYTKH BPEMEHU MEXY OTACIIbHBIMU CECCUSIMU MOTYT KOJe0aThCsl OT
HECKOJIbKMX 4YacOB JI0 HECKOJBbKHUX MHUHYT. BoccTaHoBieHHe 0a3bl JaHHBIX B
ATOW MOJENH MPEANO0JIAracT BhINOJHEHUE CIEIYIOUIUX Olepauil.

e BoccraHoBieHUE U3 MOCIEIHEN ITOJTHON PE3EPBHON KOIHH;

e Boccranosienue u3 nociueaHeit qudpepeHunpoBaHHON pe3epBHOI KO-
MUY, CO3/IAHHOM TIOCJIE€ BBIMOJHEHHUS MOCIEIHEr0 MOJHOIO PE3EPBUPO-
BaHUS (€CJIM TAaKOBasi UMEETCH );

e BoccraHoBieHne BceX PE3EpBHBIX KOINHWM JKypHala TPaH3aKLUH, CO-
3JJaHHBIX C MOMEHTa MOCJIEHEr0 MOJTHOro uin AuddepeHurnpoBaHHO-
IO PE3epPBHOIO KOMUPOBAHUSI.

Ecnu nocnenneit co3maHHo# pe3epBHOM KOIUEH Obljia MmoJjiHas, TO €€ BOC-
CTaHOBJIeHUs OyjeT noctarouHo. Ecnu mocneaHeit co3ganHoi pe3epBHOM Ko-
nuel Obina AuddepeHIupoBaHHasi, TO MEPEe] €€ BOCCTAHOBIECHUEM CIEAYET
BBITIOJIHUTH BOCCTAHOBIICHUE U3 MOCJIEIHEN MMOJIHON PE3EPBHOM KOIIHH.

78



Mopnenb BOCCTaHOBIICHHUS C HEITIOJHBIM MPOTOKOJIUPOBAHUEM aHAJIOTHYHA
MOJIHOM MOJIETH, 32 UCKIIOYEHHEM TOTO, YTO B JKypHaJ TpaH3aKUUN HE 3aHO-
CATCS CIEAYIOLINE ONEPALINH:

® MAacCOBBIE€ BCTABKU;

e uHcTpykunn DML SELECT * INTO;

e omnepauud Hax ocobo kpynHbeiMH oO0bekTamu WRITETEXT wu
UPDATETEXT;

o uHcTpykuuun CREATE INDEX (Bkitouas MHAEKCHpPOBAaHHBIE MpE-
CTaBJICHUS ).

KommipoMucc B NMpoOM3BOIUTEIBHOCTH OIEpAIIMH B 3TOM MOJEIU BOCCTa-
HOBJICHUS JIOCTUTAETCS 3a CUET TOTO, UYTO MACCOBBIE OIEPAIIMU HE pacCMaTpH-
BAIOTCS Kak TpaH3akiuu. [I0CKOIBKY MacCOBBIE ONEpalud B JJAaHHOW MOJENn
BOCCTAHOBJICHUSI HE PETUCTPUPYIOTCS, €CIIU COOM MPOU30IIIEIT TOCTIE MaCCOBOM
orepaluy, HO J0 CO3/aHusl apXuBa TPaH3aKIUM, MaccoBas omepaiusi Oyner
yTepsiHa U B BOCCTAHOBJICHUHM CMOKET Y4aCTBOBATh TOJIbKO MPEAbIIyIIas pe-
3epBHas KOMUA >KypHaja TpaH3akiuil. Mcxoast U3 3Toro, €ciym UCHOJIb3yeTcCs
MOJIEIh BOCCTAHOBJICHHS C HEMOJIHBIM MPOTOKOJIUPOBAHUEM, 32 KaXKJIOH Mac-
COBOM Omepanuen NOKHO HEMEUIEHHO CIIEA0BAaTh CO3JAAaHUE PE3EPBHOU KO-
IIAX )KypHaia TPAH3aKIUH.

DTa MOJelIb BOCCTAHOBJICHUSI MOJXKET OKa3aThCs IMOJIC3HOM TOJIBKO B TOM
ciydae, ecii B 0a3e JaHHBIX BBITIOJHAETCS OOJIBIIOE KOJIMYECTBO MaCCOBBIX
omnepaluii 1 OYeHb BAXKHO MOBBICUTH UX MPOU3BOJAUTEILHOCTh. ECiu e mpo-
U3BOJMTEIIBHOCTD BBITTOJTHEHHS MAacCOBBIX OIlepaluii B 0a3e JaHHBIX JOCTa-
TOYHO BBICOKA, TO JYyYIlleé OCTAHOBUTH CBOM BBIOOP HA TMOJHOM MOJCIH BOC-
CTAHOBJICHUS.

Mopens BOCCTaHOBJIEHHUS, YCTAHOBJIEHHAsI B CUCTEMHOM 0a3e model, mpu-
MEHSIETCS KO BCEM CO3/laBaeMbIM 0a3am AaHHBIX. JJisi yCTAaHOBKHM MOJEIH BOC-
cTaHoBIeHHS ucnonb3yercs nHcTpykuus DDL ALTER DATABASE:

ALTER DATABASE wmma Oasw maHHeix SET Recovery napamerp

JlomyCTUMBIMU TIapaMETPaMH B 3TOW MHCTPYKLUU SIBISIOTCS CIEAYIOLINE:
Full, Bulk-Logged u Simple. B cienyromem npumepe MoJielib BOCCTaHOBIIE-
HUsl yueOHOM 0a3bl JaHHBIX TeSt u3MeHseTCs Ha MOIHYO:

USE Test

ALTER DATABASE Test SET Recovery Full

HacrosiTenbHO pekOMeHJyeTcs B MPOrpaMMHOM KOJie, co3laroiieM 0asy
JAHHBIX, SIBHO yKa3blBaTh MOJEJIb BOCCTAHOBJIEHUSA. TEeKyIIyl0 MOJeiab BOC-
CTaHOBJICHUSI, YCTAHOBJICHHYIO B 0a3e JaHHBIX, MOXHO OMpPEJIEIUTh C TIOMO-
HIBIO MPEICTaBICHHUS KaTajora sys.database:

SELECT name, recovery model desc FROM sysdatabases
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Hecmotps Ha TO uTO B 6a3€ JaHHBIX OOBIYHO yCTaHABIUBAETCS TOJIBKO O/I-
Ha MOJIEIb BOCCTAHOBJICHMS, HUKTO HE 3aNpPEIIACT MEPEKIIOYATHCS MEXKIY
Pa3sHBIMM MOJEIISIMH B 3aBUCHMOCTH OT COCTaBa BBIIIOJIHAEMBIX OIEPALMM C
LEJIbI0 ONTUMU3AIUU IPOU3BOJAUTEIBHOCTH U yAOBJIETBOPEHUS TEKYIIHUX I10-
TpeOHOCTEH.

J171s1 BBITIOJTHEHMSI OTIEpALIK PE3EPBUPOBAHUS 0a3bl JaHHBIX UMEETCS YTH-
auta backup.

Ecnau He npyHUMATh B pacyeT MHOXECTBO JOMOJHUTEIbHBIX MTApaMETPOB,
TO OOIIMI BUJ KOMaH/Ibl pE3€PBHOTO KOMUPOBAHUS OYAET CICAYIOIINM:

BACKUP DATABASE wuma Oashbl OaHHBIX

TO DISK = 'nyTe k_ Qaniy'

WITH NAME = 'uma apxuBa'

Crnenyromiasi MHCTPYKIUS pe3epBupyeT 0a3y AaHHBIX [est B ¢aiin Ha awuc-
K€ U MpHucBanBaeT apxuBy ums TestBackup:

BACKUP DATABASE Test

TO DISK = 'e:\TestBackup.bak'

WITH NAME = 'TestBackup'

JKypHan TpaH3akumil TakXe NOJIEKUT PE3EPBUPOBAHUIO. BupTyanbHO
KypHaJ MOXHO MPEICTaBUTh ce0e Kak MOCIEI0BATENbHbIA CIIMCOK TpaH3aK-
LM, OTCOPTHUPOBAHHBIN MO AaTe U BpeMeHU. B To e Bpems Ha Pu3nyeckoM
ypoBHe SQL Server 3anuchiBaeT pa3iMyHble 4acTU (PU3NYECKOTO KypHaJla B
BUpTYyajbHbIe OJIOKM 0€3 Kakoro-iudo OmpeAesieHHOro mnopsijaka. Bee Tpas-
3aKLMM B )KypHAJIE MOYKHO Pa3AeIUTh HA JIBE IPYIIbI: AKTUBHBIE TPAaH3AKLIUN
(Te, KOTOpBIE ellle He MOATBEPKICHBI M HE 3amicaHbl B (Daiia 0a3bl TaHHBIX ), U
HEAKTUBHBIC TPAH3AKIMHU, KOTOPBIE MPEAIECTBYIOT CAMOM PAHHEN AKTUBHOU
TpaH3aKIMK. AKTHUBHAS 4YacTh XypHaja HE 00s3aTENbHO COJEPXKHUT TOJBKO
HETIOATBEPKACHHBIE TPAH3aKI[MU, OHA COAECPKUT BCE TPAH3aKUHUU C MOMEHTA
Hayajla caMOW CTapod HENMOATBEP)KICHHOM TpaH3akuuu. Bcero ogHa odeHb
cTapasi HEMOJTBEP)KICHHAs TPAH3aKIMS MOXET CJieJlaTh aKTUBHON OYEHb
OOJIBIITYIO YaCTh KypHaa.

BrInonHeHne pe3epBUpPOBaHUs KypHaia TPAH3AKUUN MTPAKTUYECKHA HE OT-
JUYaeTcsi OT MOJHOrO WK AUPHEPEHIIMPOBAHHOIO PE3EPBHOIO KOMTUPOBAHMSL.
Nuctpykius T-SQL umeer cneqyronmi BUA:

BACKUP LOG Test

TO DISK = 'e:\TestBackupLog.bak'

WITH NAME = 'TestBackupLog'

[Ipn pe3epBUpOBaHUM KypHajia TPaH3AKLIWW HCIOJB3YIOTCA T€ K€ mapa-
METPbI, KOTOPBIE UCIOJIb3YIOTCS MPU PE3EPBHOM KOMMPOBAHUU 0a3bl TaHHBIX.
XKypnan TpaHzakuuii He MOXKET OBbITh 3ape3epBUPOBAH, €clii B 0a3e JaHHBIX
UCIIOJIb3YETCS IPOCTasi MOJIEb BOCCTAHOBJICHUS, MM B 0a3e JaHHBIX UCIIONb-
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3yeTCsl MOJIENIb BOCCTAHOBJICHUS C HETIOJIHBIM MPOTOKOJIMPOBAHUEM, WU ObLIN
MOBPEXACHBI (hailabl 0a3pl JaHHBIX. B 11000M M3 3TUX CllydaeB CIEAyeT BbI-
MOJIHUTH TIOJTHOE Pe3epBUPOBaHIUE 0a3bl TaHHBIX.

OOBIYHO pe3epBHOE KOMUPOBAHUE 0a3bl JAHHBIX BBINOIHIETCS MO CTPOTO
onpenerneHHOMY I'paduKy, 0JIHAKO HEBO3MOXXHO 3apaHee MpecKa3aTh, Kakoe
KOJIM4eCcTBO AU PEepeHIUPOBAHHBIX U PE3EPBHBIX KOMUWA U KOMUW TpaH3aK-
IIUHA JOJDKHO OBITh BOCCTAHOBJICHO. Tak Kak Kakablid (ailyl pe3epBHOM KOMHHU
TpeOyeT otnenbHoi uHCTpyKu RESTORE, HeBO3MOXKHO cO37aTh KOPPEKT-
HBIM KOJI, HE BKJIIOYMB B HEro obciieqoBanue 0as3pl JaHHBIX msdb v co3nanue
MPaBUJILHON MocieaoBaresibHOCTH BoccTaHoBieHus. MHeTpykuusa RESTORE
MOJKET BBITIOJIHATH BOCCO3/aHue 0a3bl U3 MONHOH, MuddepeHIIMPOBAaHHON H
TpaH3aKIMOHHOU pe3epBHOM Konuu. Ee o001l CHHTaKCUC MPUBEICH HIXKE.

RESTORE DATABASE | LOG vMa 6Gasel OaHHBIX

FROM yCTpPOMCTBO pe3epBUPOBAHUA

WITH FILE = Homep o¢anna, PASSWORD = mapoJib,

NORECOVERY | RECOVERY

Jl1st Boccoznanust moiaHou win AuddepeHuaibHol pe3epBHON KOMUU HC-
nons3yetrcs UHCTpYKuMsi RESTORE DATABASE; ecnu Bocco3naercst xKyp-
Haj TpaH3akiui, ucnonb3dyerca MHCTpyknuss RESTORE LOG. Ilapamertp
WITH FILE no3BonseT 3a1aTh HOMEP BOCCTAHABINBAEMOMN PE3EPBHOM KON
B (Qaitmle wmm  HA  ycrpoiicTBe  pesepBupoBaHus.  [lapamertpsl
RECOVERY/NORECOVERY SBisitoTCS )KM3HEHHO Ba’KHBIMU B MHCTPYKLIMH
Bocco3nanus. [Ipu kaxxnom 3anycke SQL Server aBToMaTn4ecku mpoBEPAETCA
KypHasl TpaH3zakuuil. [Ipr 3TOM OTKaThIBAaIOTCS BCE HEMOJTBEPK/ICHHbBIC
TPaH3aKLMHU U JOBOJATCS 10 KOHLA BCE MOATBEPKAECHHBIE. DTOT MPOLECC MO-
Jy4YuI Ha3BaHUE BOCCO3AaHusl (recovery) 0a3pl JaHHBIX. Takum 0O0pa3om, eciu
B MHCTPYKIMU Bocco3nanus ykazan napametp NORECOVERY, SQL Server
BOCCO3/IaCT KypHas, He 00paboTaB P ITOM HU OJHOW TPAH3AKIIUU; €CITU KE
B UHCTpYKIMKU Oyzaet ykazan napamerp RECOVERY, Tpanzakiuu Oyayt o0-
pabotanbl. Hanmpumep, BBITIOJIHUM BOCCO3/IaHKEe Oa3bl TaHHBIX | est

Use Master

RESTORE DATABASE Test

FROM DISK = 'e:\TestBackup.bak'
WITH FILE = 1, NORECOVERY

IIponoikaeM BOCCTaHOBJIEHUE!

RESTORE LOG TestBackupLog
FROM DISK = 'e:\TestBackupLog.bak'
WITH FILE 2, NORECOVERY
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5.5 Co3paHue OTKa3oyCTOMYMBbLIX CUCTEM

JInst co3manusi OTKa30yCTOMYMBBIX CUCTEM BBIIIENIEPEUNCICHHBIX CPEICTB
BOCCTAaHOBJICHHsI HEJIOCTATOYHO, TaK Kak TpeOyeTcsi 00ecrneunTh HenpepbiB-
HBIM peXuM paboThl cepBepa. st MOBBIMICHHS] HAJASKHOCTH U (UITK) TIPOU3-
BOJAUTEIIBHOCTU JMCKOBOM TMOJCUCTEMBI >KECTKHE JIUCKH OOBEAMHSIOTCA B
RAID wmaccuBsl. Hanbonee gacto ucrnonbzyeMbiMu siBisiroTcss RAID MaccuBbl
ypoBHeit 0, 1, 5, 6 u 10.

RAID 0 (Stripe). PexuM, mpu HCIOJIB30BAHUU KOTOPOTO JIOCTUTAETCS
MaKCHUMaJIbHasl MPOU3BOAUTENBHOCTh, HO HE HAJCKHOCTh. JlaHHbIE paBHOMED-
HO PACTPEIEISIIOTCS 10 JUCKaM MAacCHBA, JUCKA OOBEIUHSIIOTCS B OJWH, KO-
TOPBI MOKET OBITh pa3MEUYeH Ha HECKOJbKO. PacrpezneneHHble onepauuu
YTEHUS U 3allUCH MO3BOJIAIOT 3HAUUTEIIBHO YBEIUYUTh CKOPOCTh PabOThI, MO-
CKOJIBKY HECKOJIBKO JUCKOB OJHOBPEMEHHO YMTAIOT/3aMMCHIBAIOT CBOIO MOP-
1uuio naHHbiX. [lonb3oBarento JOCTyneH BeChb 00bEM JIUCKOB, HO ATO CHUXKAET
HAJCKHOCTh XpaHEHUS JAHHBIX, MOCKOJIbKY MPH OTKAa3€ OJIHOTO W3 JHCKOB
MacCUB OOBIYHO Pa3pylIaeTcsi U BOCCTAHOBUTDH JAHHBIC MPAKTHUYECKU HEBO3-
MOYHO.

RAID 1 (Mirror). Heckonbko nuckoB (0Ob4HO 2), paboTaroiiue CHH-
XPOHHO Ha 3aIUCh, TO €CTh MOJHOCTHIO AyOupytoiue apyr apyra. [loseie-
HUE MPOU3BOIUTEIHHOCTUA MPOUCXOTUT TOJBKO MpH yTeHUU. CaMblii Ha/IEK-
HBIN CIOCO0 3aIUTUTH UHPOPMAIUIO OT cO0s OJJHOTO U3 IUCKOB. M3-3a BHI-
COKOM CTOMMOCTH OOBIYHO MCIOJIB3YETCS MPU XPAHCHUU OUYEHb BAXKHBIX JIaH-
HbIX. BeICOKasi cTouMoCTh OOYCIIOBJIEHA TEM, YTO JIMIIb MOJOBUHA OT OOIIeH
€MKOCTH JIMCKOB JIOCTYIHA JJIsI OJIb30BATEIIS.

RAID 10. Unornma takke HaspiBaeTcs RAID 1+0, Tak Kak sSBISETCS KOM-
OuHanuel aByxX mepBbix BapuaHToB (MaccuB RAID 0 u3 maccusoB RAID 1).
Nwmeet Bce ckopoctHbie npenmyniectsa RAID 0 u npenmyiiecTBo HageKHO-
ctu RAID 1, coxpansis HEAOCTAaTOK — BBICOKYIO CTOMMOCTH IMCKOBOI'O MacCH-
Ba, Tak Kak 3¢ deKkTuBHAsS EMKOCTh MAaCCHMBAa paBHA TOJOBHHE EMKOCTH HC-
MOJIb30BAaHHBIX B HEM JIHUCKOB. {7151 CO3MaHMs TaKOro MaccuBa TpeOyeTcsl MU-
HUMYM 4 mucka (MX YMCIIO TOJDKHO OBITH YETHBIM).

RAID 5. MaccuB, Takke HCHOJIB3YIOUIMNA paclpeeIEHHOE XpaHEHUe
naHHbIX aHanorudyHo RAID 0 (v oObeauHeHre B OJUH OOJBIION JTOTHUCCKUN
JMCK) TUTIOC pacrpee/IeHHOe XPaHEHUE KOJOB YeTHOCTH IS BOCCTAHOBIICHUS
JTAHHBIX MpU cO0siX. BO3MOXKHO Kak OJHOBPEMEHHOE UTEHUE, TaK U 3aIuCh.
[Tmrocom aTOrO BapuaHTa SBISETCS TO, YTO JOCTYIHAS JJIS MOJIH30BATEIIs €M-
KOCTh MacCHBa YMEHBIIAETCS] HA €MKOCTh JIMIIL OJHOTO JAMCKA, XOTS HaJIeK-
HOCTbh XpaHeHus NaHHbIX HUWKe, yeM y RAID 1. Ilo cyru, sBnserca kommpo-
muccoMm Mexay RAID 0 u RAID 1, obecnieunBasi 10CTaTOYHO BBICOKYHO CKO-
POCTh pabOTHI MIPU HETUIOXOM HAJI)KHOCTU XPAaHEHUS TaHHBIX. MUHUMAJILHOE
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KOJIMYECTBO JMCKOB JyIsl Takoro maccuBa — 3. [Ipu oTka3e OJHOTO OHCKa U3
MaccHBa JaHHBIE MOTYT OBITh BOCCTAHOBJICHBI O€3 TIOTEPh B aBTOMATUYECKOM
peXKMME, XOTS CaM MPOIECC BOCCTAHOBJICHHS MPOUCXOMUT C MOJTHOW HArpy3-
KO Ha paboune BUHYECTEPHI, YTO MPHU TEPErpeBe MOXKET MPUBECTH K IMOJIHO-
MY BBIXOJy TOMa U3 CTPOSL.

RAID 6. RAID 6 otiauyaetrcs ot RAID 5 TeM, uyTo B KaxxaoMm psay J1aH-
HBIX (TI0-aHTJIMHCKY stripe) UMeeT He OJHH, a JABa 0JIOKa KOHTPOJIBHBIX CYMM.
KoHTponbHBIE CyMMBI — «MHOTOMEPHBIE», T.€. HE3aBUCHUMBIC JPYT OT JpyTa,
MO9TOMY JJa)Ke OTKa3 JBYX JMCKOB B MAacCHBE IMO3BOJIIET COXPAaHUTh MCXOJI-
HbIC JaHHBIC. BhImcieHne KOHTPOIBHBIX cyMM 10 Metoay Puma-Comomona
TpebyeT OoJjiee MHTEHCUBHBIX MO cpaBHeHUIO ¢ RAID 5 Bermciienwnid, mo3To-
My paHbUIE WIECTOW YpOBEHb NPAKTHYECKHM HE HCHosb3oBalica. Cendac OH
MO/IICP)KMUBAETCS MHOTUMH MPOTYKTaMH, TaK KaK B HUX CTAJIM YCTaHABINBAThH
CHeIMaIN3UPOBAaHHBIE MHUKPOCXEMBI, BBITIOJHSIONINE BCE HEOOXOAMMBIC Ma-
TeMaTtudeckue oneparui. CorjlacHO HEKOTOPBIM MCCIICIOBAHUSM, BOCCTAHOB-
JICHHE IICJIOCTHOCTH ITOCJE OTKa3a ogHoro aucka Ha tomMe RAID 5, cocras-
JIEHHOM M3 JUCKOB OoJibioro oobsema (500 rurabait u Bhoie), B 5% ciryyaen
3aKaHYMBAETCS YTPATOW JIaHHBIX. JIpyruMu ciioBaMu, B OJTHOM CiIy4ae U3 JiBa-
JIaTH BO BpeMs pereHepanuu maccuBa RAID 5 Ha auck pesepBa Bo3MOKEH
BBIXOJ] U3 cTposi BToporo aucka. RAID 6 u Obut mpu3BaH peluTh yKa3aHHBINA
Hegocratok RAID 5.

Jlst ipeaoTBpaleHust MpoCTosl cepBepa BO BPeMsi BOCCTAHOBJICHUS JIaH-
HBIX HCIIOJIb3YETCS TEXHOJOTHMS CO3/JaHus pe3epBHBIX cepBepoB (Database
Mirroring). OHa MO3BOJIIET 3AIMTUTHCA OT HE3aIIAHUPOBAHHOTO IPOCTOS,
BBI3BAHHOTO OTKA30M CEpBEpa WM cOOeM 0a3bl JaHHBIX U, KaK CIICIyeT U3 ee
Ha3BaHUSA, OOCCIEUYMBACT OTKA30yCTOMYMBOCTh HA ypOBHE 0a3bl JTaHHBIX.
JlaHHYIO TEXHOJIOTHIO MOYXHO WCITOJIB30BaTh JIUIS OJHOW WJIM HECKOJBKHX 0a3
JTAHHBIX HAXOJAIUXCS Ha OJHOM M ToM ke 3k3emrurape SQL Server. Ipu ee
aKTHBAllMM pe3epBHas 0a3a JaHHBIX OyJeT Bcerja OOHOBISATHCS TEKYIIHMMHU
TpaH3aKIMsIMHU, MPOU3BOJIMMBIMA Ha OCHOBHOM cepBepe 0a3 naHHbIX. [Ipu
HTOM, YTO OYeHb BaxkHO, Database Mirroring oka3siBaeT MUHHMAJILHOE BIIHS-
HUE Ha TIPOU3BOIUTEIHLHOCTD.

Database Mirroring oOecrieunBaeT 3aiuTy OT cOOEB M AMCKOBOW IMOJACH-
CTEMBI, TaK KaK U OCHOBHOW U PE3EPBHBIN CEPBEPHI UMEIOT CBOM COOCTBEHHBIC
JMCKOBBIE mojacucteMbl. Database Mirroring peaim3oBaHa ¢ MOMOIIBIO TPEX
CUCTEM: OCHOBHOMU CepBep, PE3CPBHBIN CEPBEP M CEPBEP-CBUICTEIb.

OcHoBHOI cepBep (primary server) obOecrieurBacT CepBUC 0a3 JaHHBIX B
Tekymiee BpeMs. [1o yMo9anuio, Bce KIMEHTCKHUE TIOIKITFOUCHHS TTPOUCX OIST
UMEHHO K OCHOBHOMY cepBepy. 3ajada pe3epBHOro cepsepa (secondary
Server) COCTOMT B TOJICPXKKE PEe3epBHOM KOIMHMKU OCHOBHOTO cepBepa. CBuie-
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Tenb (WItness), TelCTBYIOIIMIA He3aBHCHMO, OTBEYACT 3a TO, KaKOW U3 CepBe-
POB B HACTOSIIIIUA MOMEHT SIBJIICTCS OCHOBHBIM.

3epkanupoBaHue 0a3 JaHHBIX paboTaeT cienyromum odbpaszom. Korna kiu-
€HTCKOE MPWJIOKEHUE 3aMKUChIBACT TPAH3AKI[MIO HA OCHOBHOM cepBep, TO Iie-
pen u3MeHeHueM (Qaitia JaHHBIX MPOUCXOJUT 3alMUCh U3MEHEHUM B >KypHal
TpaH3aKIMil. 3aTeM 3TH 3alKiCH KypHaja TpaH3aKIUi OTHPABIISIIOTCS Ha pe-
3epBHBIN CEpBEp B *KypHaAJT TpaH3aKIMM 3epKaibHOM 0a3bl naHHbIX. [locne To-
ro Kak pe3epBHBIN cepBep 3a(UKCUPYET TH 3alUCH B JKypHaJIe TpaH3aKUIUN
OH OTIIPABIISIET MOATBEPK/IEHUE OCHOBHOMY CEpBEPY. DTO MO3BOJIAET 00EUM
CUCTEMaM 3HaTh, YTO 3alHCh ObLIa TPUHATA W 00a KypHajga TpPaH3aAKIIHHA
MMEIOT OJTHU | T€ )K€ JaHHbIe. B ciiydae omepanuu Gpukcamnuu, OCHOBHOU cep-
BEp JKIET MOATBEPIKIICHUSI OT PE3EPBHOTO CepBepa M TOJBKO IMOCIE 3TOTO OT-
MPaBJISIET OTBET KIMEHTCKOMY MPUIIOKEHHIO, TOBOPS O TOM, YTO JTaHHAS OIe-
pamus 3aBepuieHa. Ecnu mpuioskeHue TepsieT MOAKIIOYCHHE K OCHOBHOMY
cepBepy, CHUCTeMa CAENAET €Il OJHY MOMBITKY MOAKIIOUEHUS K OCHOBHOMY
cepBepy. Ecnu noakmodeHus He TPOU30UIET, CIEAYIONIasl MOMbITKA MOJIKIO-
yeHust OyZIeT IPOU3BE/ICHA YXKE K PE3EpPBHOMY CEPBEPY.
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6. 3awuTta gaHHbIX C NOMOLWbLIO NpeacTaBsfieHUN, CO-
XpaHeHHbIX npoueayp, PYHKLUUU U TPUIrepoB

XpaHuMble TpONEAYPHI, (QYHKIMH W TPUITEPHI IPEICTABISIOT COOOM
(dbparMeHTBl KO/Ja Ha BBHICOKOYPOBHEBOM SI3BIKEC MPOTrPaAaMMHUPOBAHUS, SIBIISIO-
meM coboii pacmmpenue s3pika SQL, XpaHnsiieecs ¥ BBIMOJHSIONIAECS Ha
cepBepe. Peanmuzanms Bcex mpaBuil «OHM3HEC JIOTHKW C TTOMOIIBIO XPaHUMBIX
npoueayp, GyHKIUI U TPUTTEPOB MPEIOCTABIACT 3HAUUTEIHLHO O0JIee BBICO-
KU YPOBEHB 3aIlMTHl JAHHBIX, HEXKEIN WX peau3aiusl B KIMCHTCKUX IPO-
rpaMmax.

6.1 OnpeneneHue npencTaBreHUN

[Mpencrasiaenus (VIEW), npenctaBisioT co0oil BpeMeHHBIC, (MHAYE BUP-
TyaJIbHbI€) TAOJMUIBI U SABIAIOTCS OOBEKTaMM 0a3bl JAHHBIX, MH(pOpMaLUs B
KOTOPBIX HE XPAHUTCS MOCTOSIHHO, KaKk B 0a30BbIX TabiuIax, a GopMHUpyeTCs
JTMHAMUYECKU MpU obpaienuu K HuM. [lo cyTu, npeacraBieHue - 3T0 UMEHO-
BaHHBIN 3a1poc, XpaHsmuiics B 6a3e nanHbIX. [Ipencrapnenue He TpedyeT aiis
CBOET0 XpaHEeHHs JUCKOBOM MaMATH, 3a UCKIIOUCHUEM MaMsITH, He0OX0IUMOn
JUISl XpaHEHUsI ONPEAEIICHUsI caMoro npeacrasiieHus. [IpeacraBnenue He Mo-
KET CYIIECTBOBATh CaMo IO cele, a ONpeessieTCsl TOJIbKO B TEPMUHAX OJHOU
WM HECKOJIbKUX Tabinuil. [IpruMeHeHune npeacTaBiieHuil Mo3BOJIsIET pa3padoT-
yuKy 0a3bl JaHHBIX CO37aTh UHTEpPENC MPUIIOKEHUS, HE 3aBUCSIIUNA Ha BCE
100% oT peanbHO CYIIECTBYIOIIUX TaOJUIl, a TAKXKE MPEAOCTABUTh KAXKIOMY
MOJIB30BATENI0 WM TPYIIE MOJb30BaTeel OrpaHUYEHHBIH HAOOp JaHHBIX,
CKpBIBasl MOJISI U 3amucu ¢ KoHpuaeHuanbHou uHdopmanuent. [Ipeacraie-
HUSI TIO3BOJISIIOT OTPAHUYUTH JOCTYI K JAHHBIM Ha YPOBHE 3aIllMCeil, JOMOJI-
HSIsI, TAKUM 00pa3oM, JUCKPEIIMOHHYIO MOJENb pa3rpaHudeHus: goctymna. Ilo-
BEJICHWE W BHEIIHWI BUJ MPEACTABJICHUS HE OTJIMYAETCsS OT 0a30BOM TaOiu-
16l Y TIOJIH30BATENS CO3/IA€TCs BIEYATIICHHUE, UTO OH paboTaeT ¢ HACTOSIIEH,
peabHO CYIIECTBYIOMICH TaOIUIICH.

Omneparopsl co3aaHus, U3MEHEHUS U YJAJIEHUs MPEACTABICHUN B CTaHIap-
Te si3blka W peanuzauuu B MS SQL Server coBmaaaroT U MpeCTaBICHBI Clie-
TYIOIMMHA KOMaHIaMHU:

{CREATE| ALTER} VIEW mMA npencTabBJIEHNUA

[ (uma_ cTombua [,...n])] [WITH ENCRYPTION]
AS SELECT .. [WITH CHECK OPTION]
DROP VIEW wmmsa mpencraejieHus [, ...n]

PaCCMOTpI/IM Ha3HAYCHHUC OCHOBHBLIX IIapaMCTPOB. ITo YMOJIYaHWKO MMCHA
mojieu B npcaACTaBJICHUN COOTBCTCTBYHOT MMCHaAM MoJie B HCXOAHBIX Ta0JIH-
nax. SIBHOE YKa3aHHUC MMCHU I10JIA Tpe6yeTC$1 JJI BBIYUCIIACMbBIX MoJIew WiIn
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pu OOBEIUHEHUH HECKOJIbKUX TaOJIMIl, UMEIOMINX TMOJS C OJMHAKOBBIMU
nMeHamMu. IMeHa moneu MNEPCUUCIIAOTCA 4YCPC3 3aIIATYIO, B COOTBECTCTBUU C
IMOPAAKOM HX CJICOOBAHUSA B IIPCACTABIICHNUH.

HaanMep, 0T06p8,31/IM B IIPCACTABJICHHNHN KIIMCHTOB U3 MOCKBBHI.

CREATE VIEW MockBuum AS

SELECT KonKmmenra, dammnusa, T'oponKiumeHTa

FROM Knment WHERE T'oponKmmenta='Mocksa'

O6paHICHHC K IMPpCACTABICHHUIO OCYIICCTBILACTCSA C IIOMOIOBIO OIICPATOpPa
SELECT, kak 1 Kk 0ObIYHON TAOJIHUIIE:

SELECT * FROM MoCKBUYUMU

[IpencraBieHre MOXKHO HCIIONIB30BATh TaK XKe, Kak U JTIOOYIO Ipyryro Tad-
muny. K npencraBieHnio MOKHO CTPOUTH 3alpoc, OOHOBIIATH JTaHHbBIE (€CIu
BBINOJIHSIOTCS ONpee/IeHHbIE TPEOOBaHUs), COEUHATh C APYTUMHU TabynLa-
mu. CojaepkaHue NMpeACcTaBlIeHUus] He (PUKCUPOBAHO M OOHOBIISAETCS KaXJIbIif
pa3, KOorja Ha HEro cceuUialoTcs B Komanzae. [lpeacraBineHus 3HAUMTEIBHO
pacipsoT BO3MOKHOCTH YIpaBleHUs AaHHbIMU. B uacTHOcTH, 3TO mpe-
KpacHbI! CII0CO0 pa3pelnTh JOCTYI TOJBKO K OMPEEIEHHON HHPOpMaluu B
TabJUIE, CKPbIB YacTh JAHHBIX. Tak, B BBIILICIIPUBEACHHOM NpUMEpPE Mpe-
cTaBjieHue MOCKBUYM OTPaHUYMBAET JOCTYII MMOJIH30BATENS K JAHHBIM Ta0JIH-
el KineHT, mo3Bosisist BUACTH TOJBKO YacTh 3HAYCHUI.

[Tapamerp WITH ENCRYPTION mnpeanuceiBaeT cepBepy mudppoBaTh
SQL-kon 3ampoca, YTO TapaHTHPYET HEBO3MOXKHOCTb €r0 HECaHKIIMOHHUPO-
BAaHHOTO MPOCMOTPA W UCTOJIB30BaHUsA. Eciau mpu onpeneneHnn mpeacTasiie-
HUSI HEOOXOJMMO CKPBITh UMEHA MCXOJHBIX TAOJUIl U TMOJEH, a TaKKe ajro-
PUTM 00bETUHEHHS TAHHBIX, HEOOXOAUMO MPUMEHUTH 3TOT apTYMEHT.

[Tapamerp WITH CHECK OPTION mnpenmnuceiBaer cepBepy HCHOJIHSTH
IPOBEPKY HM3MEHEHMI, MPOU3BOJUMBIX 4Yepe3 IMpeAcTaBlieHHE, Ha COOTBET-
CTBUE ycCIOBHUIO, ompenenenHomy Bo ¢paze WHERE oneparopa SELECT.
DTO O3HAuYaeT, UTO HE JOMYCKAeTCs BBINOJHEHUE W3MEHEHUH, KOTOpbIE MpH-
BEIYT K UCUE3HOBEHUIO CTPOKHU U3 IpecTaBieHus. Vcnonb3oBanue apryMeH-
ta WITH CHECK OPTION rapantupyer, uTo Jt00bIe CclleJIaHHbIE H3MEHECHUS
OyayT oToOpa)keHbl B Mpe/cTaBIeHUH. Eciu moiabp30BaTesb NbITACTCS BBIIOJI-
HUTh W3MEHEHUS, MPUBOAIINE K HCKIIOUYEHUIO CTPOKH M3 TPEACTaBIICHUS,
npu 3aganHoM aprymente WITH CHECK OPTION cepBep Bbinact cooOrire-
HUEe 00 ommbOKe W Bce M3MEHEHHs OyIyT OTKIOHEHBI. Hampumep, BBITOIHIM
KOMaH/y:

INSERT INTO Mocksuumu VALUES (12, 'HIerpos', 'Camapa')

DTO JonmycTUMasi KOMaH/1a B MPEJCTaBICHUH, U CTpOKa OyeT qo0aBieHa ¢
IOMOIIBIO TIpecTaBieHns MockBuun B Tabimiy Kmment. OqHako, Korma vH-
dbopmarus Oyaer nobaBieHa, CTpOKa UCYE3HET U3 MPEACTaBIEHHUS, TOCKOIBKY
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Ha3BaHHE ropojia OTIIMYHO OT MOCKBEI. J[J1 MCKIIOUEHHUS MOJOOHBIX MOMEH-
toB ao6aBum napamerp WITH CHECK OPTION B ompeneneHun npeacTas-
sneHust MOCKBUYM:

ALTER VIEW MockBMUM

SELECT KonKmmenra, ®ammnusa, ToponKmnmeHnTa FROM KimeHT

WHERE ToponKmmenta='Mockea' WITH CHECK OPTION

JIy1st I3BMEHEHHOTO TIPEICTABJICHHSI BBIMICYTIOMSIHYTasi BCTaBKA 3alUCcH Oy-
JIeT OTKJIOHEHA CUCTEMOM.

He Bce npencrasnenust B SQL moryT ObITh 00HOBIIsIeMbIMU. OOHOBIISIEMOE
IIPEJACTABJICHUE ONPEAEISAETCS CIEAYOIUMU KPUTEPUIMMU:

® OCHOBBIBAETCS TOJIBKO HA OJHOM 0a30BOM TabuIIE;

® COJEP)KUT MEPBUYHBIN KITIOU 3TOM TaOIUIIBI;

e e comepxkut DISTINCT B cBoem omnpezenenny;

e He ucnoaszyer GROUP BY B cBoeMm ompenencHuy;

® 110 BO3MOKHOCTH HE IPUMEHSET B CBOEM OIPEICICHUH TI013aIIPOCH;

e BKIIOYACT KaXIbId cTosiden Tabmuiel, uMeromuid atpuoyr NOT
NULL;

e omepatop SELECT mpocmoTpa HE HCTIOIB3YET arperupyromue (HToro-
Bble) (DYHKIIMM, COCTUHEHHUS TaONUIl, XpaHUMbIE MPOIEAYPHl U (HYHK-
IIUH, OTIPEJICIICHHBIE TI0JIb30BATEIIEM;

® OCHOBBIBACTCS Ha OIMHOYHOM 3ampoce, TMOITOMY OObeIuHEHHE
UNION =e pasperieHo.

Ecnu npeacraBnenue ynoBIeTBOPSET ITHUM YCIOBHIM, K HEMY MOTYT TIpH-
mensaTbest oneparopsl INSERT INTO, UPDATE, DELETE. Paznuuus mexmy
OOHOBJIIEMBIMU TPEACTABICHUSIMHU U MPEACTABICHUSIMH, MPEAHA3HAYCHHBIMU
TOJILKO JIJISl YTEHUS, HE ciydaiHbl. Llenn, s KOTOphIX UX UCHOIB3YIOT, pas-
anaHbl. C OOHOBIISIEMBIMH TPEICTABICHUSIMU B OCHOBHOM OOXOJATCS TOYHO
TakK ke, Kak U ¢ 0a30BbIMH Tabnunamu. OakTuuecku, Moiab30BaTeId HE MOTYT
Jake 0CO3HaTh, SIBISETCS JU OOBEKT, KOTOPBIM OHM 3ampaliuBaroT, 0a30BOi
TaOIUIEH WK MIPEJICTABICHUEM, T.€. IPEX]IE BCErO ATO CPENICTBO 3AIIMTHI JIJIs
COKPBITHS KOH(UICHIIMATBHBIX WM HE OTHOCSIIUXCS K MOTPEOHOCTSIM JaH-
HOTO TIOJIb30BaTeNsl yacTel Tabnuisl. [IpeacraBieHust B peKuMe «TOJNbKO s
YTEHUS TO3BOJISIOT MOJIy4YaTh JaHHbIE 00jiee palluOHAIbLHO, OOBEUHSS B 3a-
Ipoce MHOXECTBO 0a30BbIX TaOiuil. [lomydyeHHble npeAcTaBiIeHUs] MOTYT 3a-
TEM HUCIOJB30BaThCS B JIPYTHX 3alpocax, YTO MO3BOJIHUT M30€KATh CIONKHBIX
NPEeIUKaTOB U CHU3UTh BEPOSITHOCTH OIMIMOOUYHBIX AeicTBui. Hampumep, co-
3Ma7M TIPEICTABIICHHE C PAcYeTOM WMTOTOBBIX 3HAUYCHUU MO THITY TOBapa U
3aTeM OyJIeM MCIO0JIb30BaTh €0 B 3aIIPOCE BHIOOPKH:
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CREATE VIEW 3axkazs(Kon, Kmnment, Tomap, Kommuectso, leHa,
Kom mocraBkm) AS

SELECT KomB3akasza, %Yammnmat" "+Mmsa, Tosap, Komamuectro, le-
Ha*KommuecTBo, KomllocTtaBkm FROM KimenTer INNER JOIN 3akasbl
ON KiameHTH . KOnKnmeHTa = 3akasu.KogKnmenTa INNER JOIN Toma-
pel ON 3Bakazsel. KonTosapa = Tosapel.KonToesapa ORDER BY Torap

CREATE VIEW Jocraska IMroru (Bum mocraBky, Kosmue-

creo_ ToBapa, Cymma) AS SELECT TunlocTaBku,

Count (KommuecTsBo ToBapa), SUM(LeHa)

FROM JlocTtaska INNER JOIN 3akasz ON JlocraBka.Kom mocTaBku =
Sakas.Kom mocTtaBku GROUP BY TunJocrasxm ORDER BY Tunlo-
CTaBKU

6.2 MpeumyLiecTBa U HeQOCTaTKU NpeaCcTaBIeHUN

MexaHu3M HCIOIB30BaHMS MNpeAcTaBieHUu - MoinHoe cpenctBo CYB/,
NO3BOJISIIOLIEE CKPBITh PEANBHYIO CTPYKTYpY B/l OT HEKOTOpBIX MOJIb30BaTe-
Jed 3a CyYeT OmNpenesieHusl NpeCTaBlIeHud. PaccMOTpUM OCHOBHBIE NPEUMY-
IIECTBA MPUMEHEHUS IPEICTABICHUN B MOJOOHOM Cperie.

1. HezaBucumocTh OT AaHHBIX. C MOMOIIBIO MPEICTABICHUI MOXKHO CO-

3/1aTh COTJIACOBAaHHYIO, HEU3MEHHYIO KapTHUHY CTPYKTYpbl Oa3bl J1aH-
HBIX, KOTOpas OyIeT OCTaBaTbCAd CTaOMIBHOU JaXe B CIydae U3MEHE-
HUS UCXOJHBIX Ta0JIUL (HarpuMep, J00aBIEHUS WK YAAICHUS TIOJIEH,
U3MEHEHUS CBSI3€d, pa3fesieHusl TaOJUl, UX PECTPYKTypHU3aLUU WU
nepernMeHoBaHus1). Ecinu B Tabnuily 100aBISIOTCS WU U3 HEe yAals-
I0TCSl HE UCIIOJIB3yEMbIE B MPEACTABICHUH IOJISI, TO U3MEHATD OIpee-
JIEHHE 3TOT0 MpeJICTaBlIeHUs He noTpedyercsa. Ecnu cTpykTypa ucxoa-
HOW TaOJMIIBI TEPEYNOPAI0UNBAETCS WU TabIUIa pa3aesisieTcs, MOX-
HO CO37JaTh Ipe/CTaBICHHE, MO3BOJIIONIEE paboTaTh C BUPTYaIbHON
Tabnuiei npexnero ¢opmara. B ciiydae paszzgeneHusi UCXOTHOW Tao-
JUIBI, TPEKHUN PopMaT MOXKET ObITh BUPTYaJdbHO BOCCO3/IaH C IO-
MOIIbIO MPEICTABIEHUS, IOCTPOCHHOIO HA OCHOBE COECMHEHHUS BHOBb
CO3JaHHBIX TaOJIUI — KOHEYHO, €CJIA 3TO OKAKETCS BO3MOKHBIM.

2. TloBblieHue 3auIUIIEHHOCTH JaHHbIX. [IpaBa gocTyna K JaHHBIM MO-
IryT OBITh MPEAOCTABJICHbl HCKIOUYUTEIHHO 4Yepe3 OrpaHUYCHHBIN
HAOOp NpPEICTaBICHUN, COAEpKAIIMUX TOJIBKO TO MOJMHOKECTBO JaH-
HBIX, KOTOpO€ HEOO0XO0AMMO Mojb3oBaTemo. [1omo0HbIN moaxod mo3-
BOJISIET CYILIECTBEHHO Y>KECTOUUTH KOHTPOJIb JIOCTYIA OTAENIbHBIX Ka-
TEropui noJib3oBaTesen K HHpopMaluK B 0a3e TaHHbIX.

3. Cumxenne croumoctu. [IpeacTaBiaeHus MO3BOSIOT YIIPOCTUTH CTPYK-
Typy 3aIllpOCOB 3a cueT 00BEIUHEHUS JAaHHBIX U3 HECKOJIbKHUX TaOJIHIL
B €JMHCTBEHHYIO BHUPTYyaJIbHYyI0 TaOnuily. B pesympTaTte MHOTOTa0-
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JIMIHBIC 3aITPOCHI CBOJATCS K IIPOCTBIM 3aIllpOCaM K OAHOMY IIPCACTAB-
JICHUIO.

JononxutenbHble yaoocta. Co3nanue npeacTaBieHu MOXKET obec-
MEYMBATh IOJB30BaTENCH JIOMOTHUTEIBLHBIMU YJI0OCTBAMU — HaIpH-
Mep, BO3MOXHOCTBIO pabOThl TOJBKO C JCHCTBUTEIBHO HY>KHOW 4a-
CTBIO JJaHHBIX. B pe3ynbraTe MOKHO JOOUTHCS MaKCUMAaJIbLHOIO yHPO-
IIEHUS TOW MOJIENIM JAHHBIX, KOTOpasl MOHAJOOUTCS KaKJIOMY KOHEU-
HOMY I0JIB30BAaTEIIO.

Bo3moskHnocTs HacTpoiiku. [IpeacTtaBieHus sIBASIOTCS yIOOHBIM Cpel-
CTBOM HACTPOWKM MHIMBHUAYaJIbHOTO 00pa3a 0a3bl JaHHBIX. B pe3ynb-
TaTe€ OJIHU U T€ K€ TAOJMIIBI MOTYT OBITh MPEIbSIBICHBI MOJIH30BATE-
JISIM B COBEPILIEHHO Pa3HOM BUJIE.

Ob6ecnieuenne 1eaocTHocTH naHHbIX. Ecnu B omeparope CREATE
VIEW Oyner ykazana ppaza WITH CHECK OPTION, To CYB/] cra-
HET OCYILECTBIISATh KOHTPOJb 32 TEM, YTOOBI B UCXOHbIC TAOIHIIHI Oa-
3bl JIaHHBIX HE ObLIAa BBEJIEHA HU OJHA U3 CTPOK, HE YJOBIIETBOPSIO-
mux npeanoxennto WHERE B onpenensromem 3anpoce. ITOT Mexa-
HU3M TapaHTUPYET LETOCTHOCTh JAHHBIX B MPEICTABICHUH.

O,Z[HaKO HCIIOJIB30BaHHUC HpeI[CTaBJ'IGHI/Iﬁ B Cpcac SQL HC JINIICHO HCOO0-
CTaTKOB:

1.

OrpaHuyeHHbIE BO3MOXXHOCTH OOHOBJICHUS. B OONBIIMHCTBE CilydacB
IIPEJICTABJICHNS HE IO3BOJSIOT BHOCUTh MU3MEHEHHUS B COAEPKALIUAECS
B HUX JIaHHBIE.

CrpykrypHble orpanuueHusi. CTpyKkTypa NpeacTaBICHUS yCTaHaBIIH-
BA€TCS B MOMEHT €ro co3JaHus. Eciu ompenensionun 3amnpoc mpe-
craBiieH B popme SELECT * FROM ..., To cumBon * cchuraeTcs Ha
BCE CTOJIOIBI, CYIIECTBYIOIINE B MCXOJIHON TaOJMIle HA MOMEHT CO-
3MaHus TpeAcTaBieHus. Eciu BHOCIENCTBUM B HCXOJHYIO TaOJHITY
0a3bl JaHHBIX JOOABATCS HOBBIC CTOJOIIBI, TO OHU HE MOSBATCS B JIaH-
HOM MPEJICTABJICHUU JI0 T€X MOp, MOKa TO MPEACTaBICHUE HE OyaeT
yAaJICHO U BHOBb CO3/1aHO.

CHKeHHue TMPOU3BOAUTEILHOCTH. Vcmonb30BaHue TIpe/ICTaBICHUN
CBSI3aHO C OTPEIEIICHHBIM CHIDKCHHEM TPOU3BOIUTEILHOCTH. B otHIX
CJIy4asiX BJIUSTHHE 3TOTO (DakTopa COBEPIICHHO HE3HAYUTEIHHO, TOTJA
KaK B JIPYTHUX OHO MOXET MOCITYXHUTh HUCTOYHUKOM CYIIECTBEHHBIX
npobiieM. Hampumep, mpencTaBiieHue, ONpeAeNeHHOe C MOMOIIBIO
CII0)KHOTO MHOTOTaOJUYHOTO 3ampoca, MOXET MoTpeboBaTh 3HAUM-
TEJIbHBIX 3aTpaT BPEMEHU Ha 00pabOTKY, MOCKOJBKY IPHU €ro paspe-
IICHUH MMOTPEOYETCS BBITIOIHATH COCTMHCHHUE TAOJHII BCSIKUN pa3, KO-
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r/1a MOHAAO0UTCS JOCTYI K JaHHOMY IpeJCTaBiIcHUIO. BrImoiHeHNe
paspelnieHusl NpeaCcTaBICHUd CBS3aHO C HMCIOJIb30BAHUEM JOIOIHU-
TEJIbHBIX BBIYUCIUTEIBHBIX PECYPCOB.

6.3 Transact-SQL

[Tepen Tem, KaK MEPEUTH K M3YYEHUIO XPAaHUMBIX MpoLeAyp, PyHKIMA U
TPUTTEPOB, PACCMOTPUM OCHOBHBIC TOJIOKEHHUS SI3bIKA IPOTPAMMUPOBAHUS,
MCTIOJIb3yEMOro A MX HanucaHus. K coxaneHuro, 1 JaHHOTO SI3bIKa HET
cTaHjapTa, 1 oH crenuduyeH 1 kaxaoi CYBJl. B nannom mocobuu Oynem
paccmarpuBath 36K Transact-SQL (wam kpatko T-SQL), mcmonb3yemblid B
CYB/1 Microsoft SQL Server.

Haunem c oObsBieHUs TiepeMeHHbIX. Kak U B APYyrux BBICOKOPA3BUTHIX
S3bIKaX MPOrPAMMHPOBAHUS, IPEKJE YEM HAYaTh HCIOJIB30BaTh MEPEMEH-
HYI0, €€ HEoOXOAMMO cO031aTh - 00BsBUTH. lIpu OOBSABIECHUH NEPEMEHHOU
YKa3bIBAC€TCS €€ UMS U TUM AaHHBIX. J[Jisi 0ObsIBIICHUS] TIEPEMEHHOM TpeaHa-
3HaueHa koManaa DECLARE, umeronias clieayronii CHHTaKCUC:

DECLARE {@local variable data type} [,..n]

NMmsa nepeMeHHON 0053aTeNbHO JOJKHO HauMHATHCS ¢ cuMBoja (@. Cre-
IYIOIIME CUMBOJIBI MOTYT OBITh JHOOBIMH, UCKIIFOUAs CIIEHUAIbHBIE CUMBOJIBI.
OrpaHnyeHuii Ha BTOPOM CUMBOJ MMEHHM HE HAKJIAJbIBA€TCs (JOIYCTUMO HC-
M0JIb30BaHNE TIepeMeHHOW ¢ uMeHeM @). C TOMOIIbIO OJHOW KOMaHJIbI
DECLARE mM0HO 00BSIBUTH Cpa3y HECKOJBKO MEPEMEHHBIX, HAITPUMED:

DECLARE (@aa int, @str varchar(25), @1 1int, @gqwerty bit,

@@ float

[Io yMOI4aHMIO TOJIBKO YTO CO3/IAHHBIE NEPEMEHHBIE COJAEPIKAT ITyCThIE
3Haduenns NULL u nepen mcnosib30BaHUEM JTOJKHBI OBITH MPOUHHULIMAIA3H-
poBaHbl. JIJisi MPUCBOEHUSI 3HAYEHUS MTEPEMEHHON MOYXHO HCIIONb30BaTh OIle-
paropel SET u SELECT. Onepatop SET no3BosisieT onpeenTs TOIbKO OJIHY
nepeMennyro. Hampumep:

SET Qaa = 15

SET @str = 'asdf ghjkl'

Oneparop SELECT no3BojisieT ONnpeneianTh cpa3dy HECKOJIbKO MEepeMeH-
HBIX:

SELECT @aa = 15, @str = 'asdf ghjkl'

Omneparop SELECT M0KHO MCHOJB30BaTh TAKXKE JJISI IPOCMOTpa 3HaYe-
HUW MEPEeMEHHBIX, HAIpUMEp, IS OTJIAJIKH Koja. Y 100CTBO paboThHI ¢ mepe-
MeHHBIMU B Transact-SQL cocTouT B TOM, YTO MEepEeMEHHbIE MOTYT HAIIPSIMYIO
BCTPauBaTbCA B HHCTPYKLWHU 3aPOCOB.

OObnacTh ompeesneHrs MepPEeMEHHBIX pPacHpOCTPaHsAETCs Ha MakeT KoJa.
[Takerom siBisieTcs yacTh Koja, pasnenenHas onepatopamu GO. Knnenrckoe
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MIPWIOKEHUE OTIIPABIISIET CEPBEPY KOMAHIbI HA BBHIITOJIHEHHE B BUJIE MTAKETOB.
[Tocne BeIMOMHEHWS BCEX KOMaH] MakeTa (WJIM B XOJI¢ BBIMTOJTHCHHS TaKeTa)
cepBep BO3BpallaeT KIUEHTY pe3ynbTaT. [locie 3Toro KIMEeHT MOKET OTIpa-
BUTH CJICAYIOIIUN MMaKET U T.1.

CymiecTByIOT Tak»e TJI00alibHbIe TIepeMeHHbIe. B OONBIIMHCTBE S3BIKOB
IPOrpaMMHUPOBAHMS TJI00AIbHON HA3bIBAECTCA MEPEMEHHAs, UMeEIoas 00Jib-
nryto obsacts onpeneneHusi. B Transact-SQL Bce He Tak. ['mobanbHbIe TIEepe-
MEHHBIE MOKHO Ha3BaTh CUCTEMHBIMU. OHH JOCTYIHBI TOJBKO ISl YTCHUS, U
SBJISIFOTCS. CBO€OOPA3HBIMU JIATYUKAMH COCTOSIHUSI CUCTEMbI B TEKYILEM IOJ-
KIIIOUCHUH W/wiH nakere. [ mobanpHBIe MMepeMeHHbIe co3/aTh Henmb3s. Cyie-
CTBYeT (PMKCHPOBAHHBIM HAOOP TII00ATBHBIX TIEPEMEHHBIX, U BCE OHU HAYH-
HAaIOTCA C IBYX CUMBOJIOB (@(@. Hanbosnee yacTo UCIONIB3YIOTCSI HA TIPAKTUKE
cnemyronue  nepeMeHHele:  @@Error, @@Identity, @@RowCount,
@@DBTS, @NestLevel u @@ServerName, XpaHsIue COOTBETCTBEHHO: KOJI
MOCIEAHEH OMMOKM; MOCIeHEe 3HAUCHNUE KITI0Ya, CTEHEPUPOBAHHOE B TEKY-
eM TTOAKITIOYEHUH; KOJIMYECTBO CTPOK, BO3BPAIEHHBIX MOCIEAHEH HHCTPYK-
muedt Transact-SQL; Tekymiee 3HaueHHE 1ITaMIIa BpeMEHH B 0a3e JaHHBIX; Te-
KYIIIE€ YHCIIO BIOKEHHBIX XPaHUMBIX MPOIIEAYP; UM TEKYIIEro cepBepa.

Kommenrtapuu B Transact-SQL ompenenstoTcsi ¢ MOMOIIbI0 CUMBOJIOB --
(T.€. MIOOOM TEKCT, CIEAYIONINI 32 CUMBOJIAMHU --, BOCIIPUHUMAETCSI KaK KOM-
MeHTapuii) u /*  */ (kak u B C-moA00OHBIX A3bIKaX).

Boipaxxenus Transact-SQL, kak ¥ MHOTHUX JPYTHX S3BIKOB MPOrPaMMHPO-
BaHUS, COCTOSAT W3 OMEPaHIOB M omeparopoB. OmepaHAbl - 3TO HCXOIHBIC
JAaHHBIC, UCIIOJIb3YEMbIC B BRIPAKCHHUH. 3HAYCHUS dTUX JTAaHHBIX HE MEHSIIOTCS.
OmnepaTopaMu ke SBIISIOTCS ACHCTBUS, KOTOPbIE HEOOXOIMMO BBITIOJIHUTH HAT
oTiepaHaMU I BBIYUCIICHHS BBIPAXKCHUS (HAPUMEp, CIOKEHUE WM YMHO-
KEHHE).

PaccMoTpuM 1oCTymHBIC K MPUMEHEHHIO OTIEPATOPHI:

Omneparop nprcBauBaHus: =

Apudmerndeckue oneparopel: + - / * 9% (octarok ot genenus). Orme-
paTop + Tak)Ke UCHOJIb3YeTCs JIJIsi KOHKATEHAIIMH CTPOK.

OmnepaTopsl cpaBHeHUs: = != > < >= <= I< I> (BockiunareabHbIi
3HaK BBI3bIBAET MHBEPCHIO PE3yJIbTaTa).

[ToourtoBsle onepatopel: & |

CumBon ; - mpu3Hak KoHia uHCTpykiuu (SQL-92). [IpuMeHeHre TOYKH
¢ 3ansaToil He Tpebyercs B T-SQL, HO MOXET UCTOB30BaThCS (MOXKET MOHA-
JIOOUTCS B CIICAYIOIICH BEPCUN).

Konctpykiuss BEGIN...END npennaznauena st oObeIUHEHHS JBYX M
0oJiee KOMaH]1 B €IMHBIN OJIOK, BOCIPUHUMAEMbIH CEPBEPOM KaK OJIHO IIEJIOE.
B wactHOCTH, TTOOOHAs TPYNIIUPOBKAa KOMaH]I MCIOJIB3yeTcs MpU paboTe ¢
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LIMKJIaMH 1 KOMaHJaMu BeTBJIeHHs. Kak 1 KOMaH/Ibl BETBJICHHUS], TAK U KOMaH-
Ibl UKJIA TO3BOJISIIOT padoTaTh JHIIb ¢ OJHOM KoMaHnou. Crenyronias Ko-
MaH/a, HaXxoJsmIasicsi BHE OJ0Ka, BOCIPUHUMAETCA KaK KOMaH/a, He OTHOCS-
Iasicsl K MUKITY WA OJIOKY BETBIICHHUS.

[TocpenctBoMm koHcTpykuuu IF...ELSE B Transact SQL peanusyercs BeTB-
JIEHWE aJrOpPUTMOB. THUMHUYHBIM MPUMEPOM TAKOTO BETBIICHHS SIBIISICTCS BBI-
MoJIHEHHE Habopa KOMaHJ B 3aBUCHUMOCTU OT COOJIIOJIEHUS KaKOro-TO YCIO-
Busi. CoBMecTHO ¢ ornieparopom |IF moxxHOo nmpumenste pynkuun EXISTS, IN u
npyrue. Boipaxkenne IF EXISTS ncnosib3yeT B KaueCTBE YCIOBUS HAIMYWE
Kakoi-mbo cTpoku, Bo3BpamieHHoi nHcrpykueit SELECT. DTot Meron pa-
6oTaeT HaMHOTO ObIcTpee, ueM mpoBepka ycnoBus @@RowCount > 0, moTo-
My 4TO He Tpedyercs MOJACYET OOUIEro KojaudecTBa CTpok. Kak Toiabko XO0Td
Obl 0Ha cTpoka yaosierBopseTr ycaosuto [F EXISTS(), ynpasnenue nepena-
€TCsl K cleayromeMy omneparopy. B crueayromem npumepe Boipaxkenue IF
EXISTS() ucnonb3yercst aisi NpOBEPKH, ObLIT JIM OTKPBIT XOTs ObI OJIMH 3aKa3
WJIU HET:

IF EXISTS (SELECT * FROM ORDERS WHERE Opened = 1)
BEGIN
Print 'O6paboTka 3akas30B';

END

[TocpenctBom komanasl WHILE B Transact SQL opranusyercs UK.
Cpazy ormetrnm, uto B SQL Server 2000 mmeeTcst BCEro OJWH THUIT ITUKIIA - C
MpEeAyCIOBUEM, KOTOPBIM U peanu3yercs ¢ nomouisto komanasl WHILE. Pac-
cMoTpuM cuHTakcuc komauasl WHILE:

WHILE BoOlean expression

{ sgql Dblock }

[ BREAK ]

{ sql Dblock }

[ CONTINUE ]

Komanser continue u break pacumpsitor BO3MOYXKHOCTH CO3aHHUS ITUKIIOB.
[TepBas U3 HUX MO3BOJISET HEMEUICHHO BepHYThCs K komanae While. lanee
ycJoBHE TpoBepsieTcsl B 0ObidHOM mopsiake. Komanma break mossossieT He-
MEJIJICHHO BBIMTH U3 IIMKJIA ¥ TMPOJIOJDKUATH BBIIOJHEHUE CIIEHAPHS TakK, OyITO
ycioBue While He ObUTO BBITIOTHEHO.

Komanga GOTO npennazHaueHa Il BBITIOJHEHUS MEpexoja Ha yKa3aH-
Hyto Metky (label). MeTku npeacTaBisioT co00l CHMBOJIBHYIO CTPOKY, yJIO-
BJICTBOPSIIONIYIO CTaHAAPTHBIM TIpaBWjaM HWMEHOBaHUS 00BEKTOB. I[locie
UMEHU METKH CTAaBHTCSI CHMBOJI JBOCTOYMS, KOTOPBIM U CBHUJACTEIHCTBYET O
TOM, YTO COOTBETCTBYIOIIIAs CTPOKA SBJISICTCS METKOU. [Ipu BeIMOTHEHNH OTIC-
patopa GOTO cnenyeT ykazaTh TOJIBKO UMS METKU 0€3 CUMBOJIA JBOETOYMSI.
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Kpome omeparopa |IF wmoxno wucnonb3oBath ¢ynkimun CASE,
COALESCE, ISNULL. Oty ¢pynkuuu npenHa3HaueHbl Il OMpeIeeHus BO3-
Bpal[a€MOro 3HAYEHUs B 3aBHCHUMOCTH OT 3HAYEHHS HAYaJIbHOTO MapameTpa.
CHauana paccMoTpuM ucnoib3oBanue pynkuuun CASE, umeromeit ciemyro-
U CUHTAKCHUC:

CASE input expression

WHEN when expression THEN result expression [,...n]
[ELSE else result expression]
END

Oynkuns COALESCE mpennasnaueHa Al BO3BpAICHUs 3HAYCHHSI TIep-
BOI'0 BBIPAXKEHUS M3 3aJJaHHOrO crucka, kotopoe He paBHo NULL. B ananu-
3UPYyEeMOM BBIPQXKEHUH MOTYT HCIIONB30BAThCSI MMEHA CTOJIOIOB, MEpEeMEH-
HbI€, KOHCTaHThI, QyHKIUU U T. 1. Cunrakcuc ¢pynkuuu COALESCE Ttakos:

COALESCE (expression [,..n])

ApryMeHT expression ompenenseT BBIpaXXeHHe, KOTOpoe OyIeT aHaIHu3H-
poBathcs. KoHeTpykius [,...N] yka3eiBaet, uto B ogHou komanae COALESCE
MOYHO 33JaBaTh MHOKECTBO BBIPAKEHUM. PacCMOTpUM mpocTennii mpuMep
ucmoin3oBannsa komangsl COALESCE:

DECLARE @Varl int, @Var2 int, @Var3 int
SET @Var2=1024
SELECT COALESCE (@Varl, @Var2,@Var3)

®Oynkums ISNULL npeana3zHadeHa A1t 3aMEHBI IyCTOTO 3HAYEHUS
ISNULL (expression, replacement value)

HaIpuMeEp. ISNULL (koymuecTBO, 1)

[IpeoOpazoBanne TumoB B Transact SQL BBIMONHAETCS ¢ TTOMOIIBIO JIBYX
byHKIIHIA:

CAST (expression AS data type)

CONVERT (data_ typel[ (length)], expression [, style])

BosmoxxaocTi QyHKmii mpuMepHo oanHakoBbl, HO ¢yHKIs CONVERT
saBysieTcs Oosee ynoOHOM AJisi mpeoOpa3oBaHusl TUMIOB, CBA3aHHBIX CO BpeMe-
HeM (Style mo3BosisieT NOMOTHUTENBHO 3a1aTh popmar aater). Hampumep:

DECLARE (@varl int

SET@varl = 10

CAST (@varl AS wvarchar(10))

SELECT GetDate () AS RawDate, CONVERT (nvarchar (25), Get-
Date (), 100) AS Datel00, CONVERT (nvarchar (25), GetDate(),
1) AS Datel

PesynbTar onepauuu Cieayrommin:

2001-11-17 10:27:27.413 Nov 17 2001 10:27AM 11/17/01

®dyukuus Str mpeoOpas3yroT JaHHbIE MEKIY TEKCTOBBIM M YHCIOBBIM TH-
namu. Str(uucio, JirHa, ToYHOCTh). Hampumep:
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SELECT Str (123, 5, 2) AS str

Jlst 0OpaboTKKM OMMOOK BPEMEHHU BBITOTHEHUS HCITOJIB3YETCs] KOHCTPYK-
st Try ... Catch. OGriast cTpyKTypa KOHCTPYKIIMH TaKOBa:

BEGIN TRY

< mnporpamMa >
END TRY
BEGIN CATCH

< mnporpaMmMa >
END CATCH;

Komnumstop T-SQL tpakryer xomOunammio TRY BEGIN CATCH kax
eanHy0 koManay. Kak u B 1000 Ipyroil MHCTPYKIMH, HAIMYUE TEPMUHATO-
pa naketa GO UM TOYKM € 3aMATON MEXKIy STUMH JABYMSI KOMaHJIaMH TIpUBeE-
net k HeoOpabateiBacmoil ommbke. Uuctpykius BEGIN CATCH nomkna
cineaoBath HemocpeacTBeHHO 3a END TRY. Ecnu nipu BBINOJHEHUH CEKIIUH
TRY mpoucxomut kakas-nu0o ommbKa, TO yNpaBleHHEe HEMEIJIEHHO Ipeaa-
ercsa cekimu CATCH. Eciu cexknua TRY BeimosHsieTcs 0e3 omIMOOK, TO OJIOK
CATCH Boo6mie e Boimomnusiercs. Konctpykiust TRY...CATCH nHe moxer
OXBaTbIBaTh MHOXecTBO 0yiokoB uHCTpykiuid BEGIN...END Ha s3bike
Transact-SQL u He moxetr oxBarbiBath KOHCTpyKUHUtO IF...ELSE. IlpuBeaem
puMep:

BEGIN TRY

SELECT 'llepBad NONETKA';
RAISERROR ('MMuTaumsa ommbkmu', 16, 1);
SELECT 'Bropasd HONeTKa';
END TRY
BEGIN CATCH
SELECT 'Cexkuusa obpaboTkM ommbKu';

END CATCH;

SELECT 'TpeTbda HONBETKA';

byner nonydeH cieayromuil pe3yabTar:

[leprasa HOONEITKA

Cexumsa oBpaboTKM OUMOOK

TpeTba NONEITKA

(1 row(s) affected)

B stom npumepe SQL Server Bemmomnaser ceknuio TRY, moka He BCTpeda-
er (yHKImIO raiserror, uMuTHpyromy omuoky. [locne 3toro ymparieHue
nepenaercs B cekiuto CATCH. Cnenom 3a 6mokom CATCH BreImonHsIeTCS
cIenyomas Mo MOPSAAKY HHCTPYKIIHSI, BRIBOASAIIAS COOOIIEHUE O TPEThel T0-
neiTke. Eciiu B 6510ke TRY mpoucxoauT omuoKa U yrnpaBiieHue nepeaacTcs B
cekiuto CATCH, Tyna ke nonangaet u undopmaius 06 omuoke. Ity uHdpop-
Mallii0 MOXKHO W3BJeYhb ¢ nmoMouplo GyHkuuu Error Message(), Bo3Bpaiia-
folel Teket cooOmenust 00 ommobke u Error Number(), Bo3Bpaiaroiiei Ho-
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Mep OMHUOKH. ITU HYHKIIUU ObUTH CrielnaabHO co3nansbl s cekuuu CATCH
- BHE 3TOTr0 0JIOKAa OHM BCET/Ia BO3BpAIIaroT ImycToe 3Hadenue null.

Ecmu obnapyxkena ¢aranmphas ommOka T-SQL, To BeITONHEHHWE MakeTa
HEMEIJICHHO 3aBepiiaeTcsi 0e3 MpeaoCTaBICHUS] HUKAKOW BO3MOXHOCTH TIPO-
CMOTpPETh COJIepKUMOe mnepemMeHHon (@ @Error, 06paborath OmMMOKY U, BO3-
MO>KHO, MCTIPaBUTh cuUTyanuio. daraabHble ONMIMOKH BCTPEUYAIOTCS JTOBOJIBHO
pPENKo, MO3TOMY OOJBIINX MPOOIEeM, KaK MPaBHIIO, HE CO3Mai0T. Yarie Bcero
(aTanbHbIe OMMOKH BHI3BAHBI HECKOJIBKUMHU (DaKTOPAMH:

® HECOBMECTHUMOCTBIO TUTIOB JIaHHBIX;

® HEIOCTYHMHOCTBIO pecypcoB SQL Server;
® CHHTAaKCUYECKUMHU OIIMOKAMU;

® JIONOJHUTEIILHBIMA HAaCTPOMKAMH CEpBEpPa, HECOBMECTUMBIMU C KOH-
KPETHOM 3a1a4en;

¢ OTCYTCTBUCM 00BEKTOB MJIM OIleYaTKaMH B UX UMEHAX.

UTOoOBI MOTYYUTH COUCOK OOJBITUHCTBA COOOIICHHH O (haTaabHBIX OIIUO-
KaxX, MOKHO BBITIOJIHUTB CJIEAYIOMINA 3a1pOC:

SELECT Error, Severity, Description
FROM Master.dbo.SysMessages

WHERE Severity >= 19

ORDER BY Severity, Error

6.4 XpaHumble npoueaypbl

6.4.1 TlonsiTue XpPaHUMOIi TPOLEAYPHI

Xpanumbie npouenypsl (Stored Procedure) npencraBisitor coO0M TpyIbl
CBSI3aHHBIX MEXJy co0oil onepaTtopoB SQL, coxpaHseMbix B 0a3e JaHHBIX B
OTKOMIIIMPOBAHHOM Bujie. [Ipy 9TOM 0o1HA TIpOIIeIypa MOKET OBITh UCTIOJb-
30BaHa B JIOOOM KOJUYECTBE KIMEHTCKUX MPUITIOKEHUM, YTO TMO3BOJISIET CY-
IIECTBEHHO COKOHOMUTBH TpyAO3aTpaTbl HAa CO3JaHUE MPUKIAJAHOIO IIPO-
rpaMMHOT0 oOecriedeHus: U YPPEKTUBHO MPUMEHATh CTPATETHIO TOBTOPHOTO
MCIIOJIh30BaHUs Ko/Ia. Tak ke, KaKk v JIF00bIe POLETyPhl B CTAHIAPTHBIX SI3bI-
Kax MPOrpaMMHPOBAHUSI, XPAHUMBIE IPOLIEAYPHI MOTYT UMETh BXOJHBIE U BbI-
XOJHBIE MTAPAMETPHI WJIN HE UMETh UX BOBCE. XPAHUMBIE ITPOLEAYPHI MULITYTCS
Ha CIEMAaJIbHOM BCTPOCHHOM SI3BIKE MPOrPAMMHUPOBAHHUS, OHU MOTYT BKIIIO-
yaTh JI00bIe onepaTopbl SQL, a Takke BKIIOYAIOT HEKOTOPHIA HaOOp orepa-
TOPOB, YIPABIIOMINX XOJOM BBIIIOJIHEHUS MPOrpPaMM, KOTOPbBIE BO MHOI'OM
CXOXHU C MOJOOHBIMHM ONEPATOPaMH MPOLEAYPHO OPUEHTUPOBAHHBIX SI3BIKOB
nporpamMmmupoBanus. B kommepueckux CYDB/] mid HanvcaHus TEKCTOB Xpa-
HUMBIX MNPOLEAYP HCIOJIb3YIOTCA COOCTBEHHBIE SI3bIKA MPOrpPaMMHPOBAHUA,
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tak, B CYB/J] Oracle mis atoro ucnonb3yercs s3eik PL/SQL, a 8 MS SQL
Server ucnonb3yetcst A3bIk Transact SQL. Beimonnenue B 0a3e JaHHBIX Xpa-
HUMBIX IPOLEIYP BMECTO OTAENBbHBIX omneparopoB SQL naer mosb3o0BaTelto
CJIeIyIoIMe MPEeUMYIIEeCTBA:
e SQL uHCTpYKIIMU MPOILIN ATall CHHTAKCHYECKOTO aHAIM3a U HaXOIST-
csl B UCTIOJIHIEMOM (popmarte;

® XpaHUMBIE MPOLEAYPHI NMOANEPKUBAIOT MOIYJIBHOE IMPOrPaMMHUPOBa-
HUE, TaK KaK IO3BOJIAIOT pa30uBaTh OOJIBIIME 33Ja4d HA CaMOCTOS-
TeNbHbIE, 00JIee MEJIKHE U yI00HBIE B YIIPABIECHUN YaCTH;

® XpaHUMBIC MPOIEIYPHl MOTYT BBI3BIBATH JIPYTHUE XPAaHUMBIC TPOIEIY-
pbI U QYHKIINY;

® XpaHUMBIC MPOIEAYPH MOTYT OBITh BBI3BAHBI W3 MPUKIATHBIX IPO-
rpaMM JIpYyTUX THUIIOB;

® Kak MPaBUJIO, XPAaHUMbIE TIPOLEAYPHI BBINOIHSIIOTCA ObICTpPEE, YEM TI0-
CJIEIOBATEIBbHOCTD OTHENIBHBIX OIIEPATOPOB;

® XpaHUMBIE IIPOLEAYPHI IPOIIE UCIOIb30BATh: OHU MOTYT COCTOSThH U3
JECATKOB M COTEH KOMAaHJ, HO Uil MX 3allyCKa JOCTATOYHO YyKa3aTh
BCETO JIMIIb WM HYKHOM XPAaHUMOM NPOLEAYpPBl. DTO IO3BOJISET
YMEHBIUIUTB pa3Mep 3arpoca, MOCBIIAEMOro OT KJIMEHTAa Ha CepBep, a
3HAYMT, U HATPY3Ky Ha CETH;

® XpaHEHUE NpOLEayp B TOM K€ MECTe, IJIe¢ OHM UCIOJIHSI0TCA, o0ecre-
YUBaeT yMEHbUIEHUE O00bEMa IepeAaBaeMbIX MO CETU JaHHBIX U IO-
BBIIIAET OOIIYIO0 MPOU3BOAUTENBHOCTD CUCTEMBI.

[IpuMeHeHUEe XpaHUMBIX MPOLENYP YIPOUIAET COMPOBOXKICHUE IIPO-
rPaMMHBIX KOMIIJIEKCOB M BHECEHHE U3MEHEHUHN B HUX. OOBIYHO BCE OTpaHU-
YEHUS 1IEJIOCTHOCTH B BUJIE MPABWI U aJITOPUTMOB 00paOOTKU TaHHBIX pealiv-
3YIOTCSI Ha cepBepe 0a3 JaHHBIX U JOCTYITHbI KOHEUHOMY MPUJIOKEHUIO B BUJIE
Habopa XpaHUMBIX MPOILEAYpP, KOTOpbIE M MPEACTaBiIA0T HHTEp(deiic obOpa-
00TKM NaHHbIX. [l oOecriedeHus 1EeJIOCTHOCTH JAaHHBIX, a TaKXKe B IEIAX
0€30IacHOCTH, TTPUJIOKEHHE OOBIUHO HE IMOJydaeT MPSMOro JOCTyIMa K JIaH-
HBIM — BCS pa00Ta C HUMH BEJETCS MyTEM BBI30BA TE€X WJIM WHBIX XPAHUMBIX
nporenyp. [TogoOHbIN MOaX0/ AeTaeT BecbMa MPOCTON MOAU(PUKAIIMIO aJIro-
PUTMOB 00paOOTKH JAHHBIX, TOTYAC K€ CTAHOBSIIIMXCS TOCTYITHBIMU TSI BCEX
MOJIH30BATENCH CETH, M 00€CIeUYnBAaET BO3MOXXKHOCTh PACHIUPEHUSI CHCTEMBI
0e3 BHECEHHUs W3MEHEHHH B CaMO MPUJIOKEHUE: JOCTATOYHO M3MEHHTH Xpa-
HUMYIO TIPOIEAYPY Ha cepBepe 0a3 maHHBIX. Pa3paboTunky HE HYKHO Tepe-
KOMIWJINPOBATh MPUII0KEHUE, CO3/1aBaTh €r0 KOMHUU, & TAKXKE UHCTPYKTHUPO-
BaTh IMOJIB30BaTENIEH O HEOOXOIUMOCTU PabOTH ¢ HOBOM Bepcuel. [losbp3oBa-
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TEJW BOOOIIe MOTYT HE MOJ03PEBaTh O TOM, YTO B CHCTEMY BHECEHBI U3MCHE-
HUSL.

XpaHuMbIe TIPOLIETYPHI CYIIECTBYIOT HE3aBUCUMO OT TAOJUIl M KaKWX-
b0 Japyrux oO0beKTOB 0a3 maHHBIX. OHUM BBI3BIBAIOTCS KIMEHTCKOM Mpo-
rpaMMOH, JPYroil XpaHUMOH MPOIEaypor WM Tpurrepom. Paspabotunk mo-
KET YIPAaBISTh MPaBaMU JOCTyIAa K XpaHUMOM MpoLEaype, pa3peas uim 3a-
npeniasl ee BbINOJHEHUE. MI3MEHATh KOJI XpaHUMOM MPOLEAYPHI pa3peraeTcs
TOJIBKO €€ BJIaJIeJbIly WIH WieHy (puKcHpoBaHHOW poiu 0a3bl qaHHBIX. [Ipu
HEO0OXOIUMOCTH MOXKHO TepeaaTh MpaBa BIAJEHUS €10 OT OJHOTO TOJIb30Ba-

TeJsl K IPYyroMy.

6.4.2 Tunbl XpaHUMBIX NPOLETYP

B SQL Server nmeercst HECKOJIBKO TUIIOB XPAHUMBIX IPOLELYP.
® CHUCTEMHbBIE XpaHUMbIE MIPOLIEAYPHI;

® [0JIb30BATEJIbCKUE XPAHUMBbIE POLEAYPHI;
e BpeMmeHHbIe TOKaNbHbIE U IT100AIbHBIE XPAHUMBIE NTPOLIETYPHI.

CucreMHbIE XpaHMMBIE NPOLEAYPhl MPEIHA3HAUYCHBI JJIs BBIOJHECHUS
Pa3IMYHBIX AJIMUHHUCTPATUBHBIX JelcTBUM. [IpakTudecku Bce AEHUCTBHUS IO
aIMUHUCTPUPOBAHHUIO CEPBEPA BBIMOJHSIIOTCS ¢ UX MOMOIIBI0. MOXHO CKa-
3aTh, YTO CUCTEMHBIC XpaHUMBIE MPOIEAYPHI ABISAIOTCS UHTEepdeiicom, obec-
MEYUBAIOITAM Pa0dOTy C CUCTEeMHBIMH TaOJUIIAMH, KOTOpasi, B KOHCYHOM CUe-
T€, CBOJUTCS K M3MECHECHUIO, JI00ABIICHUIO, YIAJICHUIO M BHIOOPKE JaHHBIX U3
CHCTEMHBIX TaOJIMI] KaK IT0Jb30BATCIILCKUX, TAK M CUCTEMHBLIX 0a3 JTaHHBIX.
CucTteMHbIE XpaHUMBbIE MPOLETYPhl UMEIOT TPEUKC SP , XPAHATCS B CUCTEM-
HOM 0a3e MaHHBIX U MOTYT ObITh BBI3BaHBbI B KOHTEKCTE JIIOOON Ipyroi 0asbl
JIAHHBIX.

[Tonp30BaTeNbCKUE XPAHUMBIE TTPOLIEAYPHl PEAUTU3YIOT T€ WJIM UHBIC JCH-
CTBUS, OINPENEIICHHBIE MoJib3oBaTeneM. [lob3oBaTenbckue mpoueaypsl Xpa-
HATCS B KOHKPETHOUW 0a3ze JaHHBIX. BBI30B Takoil mpoleaypbl BO3MOXKEH B
KOHTEKCTE TOM 0a3bl JaHHBIX, IJI€ HAXOIUTCS IPOoIIeaypa.

BpemeHnHble XpaHUMBbIE NPOLEYPhI CYIIECTBYIOT JIUIIIb HEKOTOPOE BpeMs,
MOCJIE YEer0 aBTOMATUYECKH YHUUTOXKAKTCS cepBepoM. OHM JENsATCS Ha JIO-
KaJIbHBIE U TJI0OabHBIE. JIOKaIbHBIE BPEMEHHBIE XPaHUMBIE TIPOLIETYPhl MO-
T'YT OBITHh BBI3BAHBI TOJIBKO U3 TOTO COEAMHEHUS, B KOTOPOM co3aaHsl. [Ipu co-
3IaHUM TaKOM TPOLIETYpPhI €l HEOOXOAMMO 1aTh UMSsI, HAUMHAIOIIEECS C OJTHO-
ro cuMmBosia #. Kak 1 Bce BpeMeHHbIe O0BEKThI, XpaHUMBIE MPOLETYPhl TOTO
TUIA aBTOMATUYECKH YJIAJSIOTCS TMPU OTKIIOUEHHUH IO0JIb30BaTeNs, IMepe3a-
MyCKE WJIU OCTAHOBKE cepBepa. ['obanbHbIE BPEMEHHBIE XpaHUMbBIE MPOIIEe-
Jypbl TOCTYMHBI JJIs JIFOOBIX COEMHEHUM cepBepa, Ha KOTOPOM HMMEETCs Ta-
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Kas ke npouenypa. [ns ee onpeneneHus 10CTaToYHO AaTh €M UMs, HAYMHA-
IOllleecsd C CUMBOJIOB ##. Y IansAoTCs 3TH NPOLELYpPhl IPU MEPE3aAyCKe WIH
OCTaHOBKE CCpPBCpPA, a TAKIKC IIPU 3aKPLITHUH COCAWHCHUSA, B KOHTCKCTC KOTO-
poro OHH OBLIIN CO31aHBbI.

Co3nanue HOBOM M M3MEHEHUE UMEIOLIEHCA XPaHUMOW MPOLEAYPHI OCY-
HIECTBIISICTCS C TOMOUIBIO CIEAYIONICH KOMaH/IbI:

{CREATE | ALTER } [PROCEDURE] mmMmsa npouenypsl [;HoMep]

[ {@uMsa napaMeTpa TwMI OaHHEX } [VARYING ] [=default] [OUT-
PUT] 1 [,...n]

[WITH { RECOMPILE | ENCRYPTION }]

AS sqgl omepatop [...n]

PaccMmoTpum napaMeTpsl TaHHONM KOMaH/IbI.

Hcnonb3ys npeduxcel sp_, #, ##, cozgaBaeMylo IpoLeaypy MOXKHO OIpe-
JEIIATh B KA4ECTBE CUCTEMHOW WJIM BpEMEHHOM. Kak BHUIIHO W3 CHHTakcuca
KOMaH/bl, HE JIOMYCKAETCA yKa3bIBaTh UMsI BJIaJI€liblla, KOTOPOMY OyAET mpu-
HaJIJIeXKaTh co3JaBaeMasi Mpolleaypa, a Takke uMsi 0a3bl JaHHBIX, TJIe€ OHA
J0JKHA OBITh pa3MelieHa. TakuM o0pa3om, YTOObI Pa3MECTUTh CO3JaBAEMYIO
XPaHUMYIO TIPOIEAYPY B KOHKPETHOM 0a3e JaHHBIX, HEOOXOJAUMO BBIOJIHUTD
komanny CREATE PROCEDURE B koHTekcTe 3To# 6a3bl naHHbIX. [Ipu 00-
palieHU W3 Teja XPaHUMOW MpOLEayphl K 00beKTaM TOM ke 0a3bl JaHHBIX
MO>KHO HCIIOJIb30BaTh YKOPOUCHHbIE UMEHA, T. €. 0€3 yKa3aHus UMEHHU 0a3bl
nanubeix. Korma sxe TpeOyeTcsi oOpaTUThCS K OOBEKTaM, PacroOKEHHBIM B
apyrux 0azax JaHHBIX, YKa3aHUE UMEHU 0a3bl JaHHBIX 00S3aTENBHO.

Homep B nmeHU — 3TO MAEHTU(GUKAIIMOHHBIA HOMEP XpaHUMOM IPOIICY-
pbl, OJHO3HAYHO OMpeAeNSIoNMiA ee B rpymnme npouenyp. Hns ymoOcTBa
yIpaBJieHUs] MPOLEypaMHu JIOTUYECKH OJHOTHUIIHBIC XPaHUMBbIE MPOIEAYPHI
MOYHO T'pYNIUPOBaTh, IPUCBaUBasi UM OJIMHAKOBBIC UMEHA, HO pa3HbIC WJICH-
TU(UKATMOHHBIE HOMEDPA.

s mepenaum BXOAHBIX M BBIXOAHBIX JAHHBIX B CO3JAaBAEMOM XPaHUMOM
MPOIIEAYypPE MOTYT HUCIIOJIB30BAThCS NTapaMeTphbl, UMEHA KOTOPHIX, KaK U UMEHA
JIOKAJIbHBIX TIEPEMEHHBIX, JOJDKHBI HAYMHATHCS C CUMBOJIA (@. B omHOl xpa-
HUMOM MPOUEAYPE MOKHO 3aaTh MHOXKECTBO MAapaMETPOB, Pa3/ICJICHHBIX 3a-
nateiMHi. B Tene npouenypsl He JOKHBI IPUMEHSTHCS JIOKAJbHbIE MTEPEMEH-
HbIE, YbM UMEHA COBMAAAIOT C UMEHAMU MMAPAMETPOB 3TOU MPOUEAYPHI.

Jlnst omipeeneHnsi TUIMA JAHHBIX, KOTOPBIA OyJIeT MMETh COOTBETCTBYIO-
U TTapaMeTp XpaHUMOMW MPOIEAYPHI, TOAATCS Jt0ObIe TUTBI JaHHBIX SQL,
BKJIIOYAsi OIpEJEICHHbIE ToJb30BaTelieM. Hanuune KII04eBOro CloBa
OUTPUT o3HayaeT, 4TO COOTBETCTBYIOLIMN MapaMeTp INpEIHAa3HAYEH IS
BO3BpAILICHUS JAHHBIX U3 XPaHUMOU npoueaypbl. OJHAKO 3TO BOBCE HE O3HA-
YaeT, 4ToO mapameTp He MOAXOIUT JJIsl Mepeladyi 3HAYCHU B XpaHUMYIO Mpo-
uenypy. Ykaszanue kimroueoro cinoa OUTPUT mpennuceiBaer cepBepy npu
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BBIXOJIC M3 XPAHUMOMW MNPOLIEAYPHI IPUCBOUTH TEKYIIEE 3HAUCHUE MapaMeTpa
JIOKaJIBHOW MEepEeMEHHOM, KoTopas Oblla yKa3aHa IpPH BBI30BE MPOIEAYPHI B
KauecTBE 3HaueHWs MapameTpa. OTMETHM, YTO TpPHU YKa3aHUM KIIFOYEBOIO
cnoBa OUTPUT 3HaueHue COOTBETCTBYIOLIETO MAapaMeTpa MPU BBI30BE IIPO-
HEeAYpPhl MOXKET OBITh 331aHO TOJIBKO C OMOIIBIO JIOKaJIbHOUM nepeMeHHon. He
paspeniaeTcsi UCIOJIb30BaHUE JIFOOBIX BBIPAKEHUM UM KOHCTAHT, AOIMYCTUMOE
JUTSI OOBIYHBIX [TaPaMETPOB.

KimoueBoe cnoBo VARYING npumeHseTcsi COBMECTHO C IMapaMeTpoM
OUTPUT, umeromum turt CURSOR. OHoO onpexensietr, 4To BBIXOJHBIM I1apa-
MeTpoM Oyzer pesynbrupyroniee MHOkecTBo. =default o3nagaer, uto mapa-
METPY MOXKHO TMPHUCBOWTH 3HAYCHHUE IO yMo4daHWio. TakuM oOpazom, mpu
BBI30BE MPOLETYPHl MOKHO HE YKa3bIBATh IBHO 3HAYEHUE COOTBETCTBYIOIIETO
rnapamerpa.

Tak Kak cepBep KIMMPYET IUIAH WCHOJHEHUS 3ampoca U KOMIIMIAPOBAH-
HBIN KOJI, PU MOCIEAYIONIEM BbI30BE MPOLEAYPhl OYIyT UCIOIB30BATHCS YHKE
rotoBbie 3HaYeHUs1. OAHAKO B HEKOTOPBIX CIIy4asx Bce ke TpeOyeTcs BBINOJ-
HATh NEPEKOMIIWIINUIO KOJa IMpOUEaypbl. YKa3aHUE KIHYEBOI0 CJI0Ba
RECOMPILE npeanuceiBaeT CUCTEME CO3/1aBaTh IJIaH BHIIIOJIHEHUS XpaHU-
MOU MPOLEAYPHI ITPU KaXKIOM €€ BbI30BE.

KimoueBoe cioBo ENCRYPTION mnpennuceiBaeT cepBepy BBITOJIHUTH
mu¢poBaHUe KOJa XPAaHUMOU MPOLIETYPhI, YTO MOKET 00ECIEUUTh 3aIIUTY OT
UCIIOJIb30BAHUSI ABTOPCKHUX QJITOPUTMOB, pEaTU3YIONUX paboTy XpaHUMOM
MPOLEIYPHI.

KitoueBoe cnoBo AS pa3zMeraercsi B Hauajie COOCTBEHHO Tela XpaHUMOM
MpoIEeayphl, T.€. Habopa komaHa SQL, ¢ moMOIIIbI0 KOTOPBIX U OyIEeT peasiu-
30BBIBATHCA TO WJIM MHOE JIeMcTBUE. B Tene mpouenypsl MOTyT IPUMEHSATHCS
MpakTU4Yecku Bce koMaHabl SQL, 00BABISATHCS TPAH3AKIMHU, YCTAHABIUBATHCS
OJIOKUPOBKHU U BBI3bIBATHCS JIPYTHUE XPaHUMBIE MPOLETypbl. BbIxon u3 xpaHu-
MOW IIPOLETYPBI MOXKET OCYIIECTBIATHCA TocpeicTBOM KomaHibl RETURN.

VY najieHue XpaHUMOM TPOLEIYPBI OCYIIECTBIISIETCS KOMAHAOM:

DROP PROCEDURE {wmmsa npouenypsel} [, ...n]

6.4.3 BpinosiHeHHe XPAHUMOIi NpoLEeyPbl

JIn1s1 BBIOJIHEHUSI XpAaHUMOUW MPOLIEAYPHI UCTIOJIB3YETCSI KOMaH/A:
[ [EXEC[UTE] wmmMma npouenypel [HOMEDP]
[ [@mMma napameTpa=] {3HaueHue | (@uMA NepeMeHHON }
[OUTPUT ]| [DEFAULT 11[,...n]
Ecnu BBI30B XpaHUMOM MPOLEAYPHI HE ABISAETCS €AMHCTBEHHOW KOMaHION
B nakere, To npucyrcrBue komanasl EXECUTE o6s3arensHo. bonee Toro,
3Ta KOMaHAa TpeOyeTcs JJIs BbI30Ba MPOLIEAYPHI U3 Tejla APYro Mpoueaypbl
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nim tpurrepa. Mcnons3oBanue kimroueBoro ciosa OUTPUT npu BeI30BE mpo-
IEeAyphl pa3penraeTcss TOJbKO IS MapaMeTpoOB, KOTOPhIE ObUTH OOBSBICHBI
pHu co3nanuu npouenypsl ¢ kiroueBsiM cioBoM OUTPUT. Ecnu yka3biBaeT-
cs xkimoueBoe ciioBo DEFAULT, To Oynet ucnosib3oBaHO 3HAYEHHUE 11O YMOJI-
yanuto. EcrectBenno, DEFAULT pa3zpemaercsa TOAbKO ISl TEX MapaMeETPOB,
JUIS1 KOTOPBIX OMPEIENICHO 3HAYEHUE IO YMOJIYAHHUIO.

N3 cunrtakcuca komanasl EXECUTE BuziHO, 4TO MMEHA MapaMeTpPOB MO-
ryT OBITh ONYIIEHBI MPU BBI30BE Mporeaypbl. OTHAKO B 3TOM Cllydae MOJIb30-
BaTellb JOJDKEH YKa3blBaTh 3HAYEHUA IS MTApaMETPOB B TOM K€ IMOPSAIKE, B
KaKOM OHM MEPEUHCIISUINCh NPU CO3AaHuu npouenypsl. [IpucBonts napamer-
Py 3HA4YC€HHUE IO YMOJYAHUIO, MPOCTO MPOIMYCTUB €Tr0 MHPH MEPEUHCIECHUU
Henb3s. Ecin ke TpedyeTcs omyCTUTh apaMeTphl, JJIsl KOTOPBIX OMpPEeIeHO
3HAYEHHE IO YMOIYAHUIO, JOCTATOYHO SIBHOTO YKa3aHWS MMEH MapaMeTpOB
IIPU BBI30BE XPaHUMOM Mpouenypsl. bojee Toro, Takum cnocoOoM MOXKHO IIe-
PEUUCIISITh apaMeTPbl U UX 3HAYCHUSA B MPOU3BOJILHOM mopsiake. OTmeTum,
YTO MPHU BBI30BE MPOILIEAYPHI YKA3BIBAIOTCS JTUOO MMEHA MapaMeTpoB CO 3Ha-
YEHUSIMHU, JTUOO TOJBKO 3HA4YeHUs1 0e3 uMeHu mapamerpa. x komOuHHMpOBa-
HUE HE JOIYCKAECTCA.

Komanna RETURN no3BoJisieT 3aBepiINTh BBIMOJIHEHHUE MPOILEAYPHI B €€
CEepEIMHE W BEPHYTh 3HAUYCHUE BBI3BIBAIOLIEMY IIAKETy WIM KIUMEHTY. Bo3-
BpamaeMoe 3HaueHue () yKas3bIBa€T Ha YCIEIIHOE BBIIIOJIHEHUE MPOUEAYPHI U
ycTaHoOBJIeHO 10 ymonvanuto. Kommanust Microsoft 3ape3epBupoBana 3Haye-
HUs oT -99 no -1 mns cmyxeOHOTO Tosib30BaHUs. Pa3zpaboTunkaM st BO3-
BpalleHUsI COCTOSIHUSI OIIMOKH TOJIb30BATENII0 PEKOMEHIYETCSI UCIIOIb30BaTh
3HaueHus -100 m menbimie. Komanny RETURN crnenyer ucnonb3oBaTh 1Jis
VHJIMKAIMN YCIICIIHOTO WJIA aBAPUUHOTO 3aBEPIICHUS MPOLEAYPHI, T.€. €€ HE
CIEIyEeT WCIOJb30BATh I BO3BPAILCHUS PEaJbHBIX JaHHBIX. ECIM HYXHO
MOJYYUTh HE HA0Op MAHHBIX, @ BCETO OJIHO 3HAYEHHUE, JIyUIlle BOCIOJIb30BATh-
CA BBIXOAHBIM mapaMmeTpoMm. [Ipu BbI30BE XpaHMMOW NPOLEAYPHI, €CIU OXKHU-
JaeTcs BBIXOAHOE 3HaueHHe, komaHna EXEC momkHa HCIOIb30BaTh I1E€J10-
YUCJIEHHYIO0 nepeMeHHyto, Hampumep: EXEC @nokanbHas mepeMeHHass =
AMSI_XpaHUMOW _MpOLEeAYypbI

B cnepyromem npumepe XpaHuMmasi Ipoleaypa BO3BpaIaeT WHAUKATOP
YCIIEIIHOTO WJIA aBapUUHOTO 3aBEPIICHUS B 3aBUCUMOCTH OT 3HAYEHUS BXOM-
HOT'0 IIapaMeTpa:

CREATE PROC ISItOK ( @OK VARCHAR(10) )
AS IF @OK = 'OK'

RETURN O
ELSE

RETURN -100;

[Ipumep BbI3BIBA TPOLIEAYPHI:
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DECLARE OReturnCode INT;
EXEC OReturnCode = IsSITOK 'OK';
PRINT OReturnCode;

6.4.4 IIpuMepsl npoueIyp

Brauane coznaaum npouenypy 0e3 mapaMmeTpoB, OCHOBaHHYIO Ha MPOCTOM
3anpoce BBIOOPKH (IIOJIyYMM Ha3BaHUS U CTOMMOCTb TOBApOB, MPUOOPETEH-
HbIX MIBaHOBBIM):

CREATE PROC my procl AS
SELECT Tomap.Hazraunue, Torap.lena*Cnoenka.Kommuectro AS CTO-
MMOCTE, KimeHT.dammimsa
FROM KnmenTt INNER JOIN (Tomap INNER JOIN Cpenka
ON Torap.KonTomapa=Cnesnka.KonTorapa)
ON Knmenrt.KonKnmenrta=Crnemnka.KongKnueHnTa
WHERE Knuent.damunusa='lVraHoB'
JlanHas npoueaypa 1o CyTd COOCTBEHHO HE OTJIMYAETCS OT IMpeicTaBJe-
HUSI U BO3BpalaeT Habop JaHHbBIX. [{J11 oOpaiieHust K mporeaype MOXKHO HC-
I10Jb30BaTh KOMAaHAbI:

EXEC my procl mmm my procl

CoznaguM mporeaypy i YMEHbIIIEHUS II€Hbl TOBapa MEpPBOro copTa Ha
10%.

CREATE PROC my procz AS

UPDATE Tomap SET lena=llena*0.9 WHERE CoprT='nepswi'

JlanHas mporieTypa He BO3BpallaeT HUKaKWX TaHHBIX.

Cozpgaaum mpoleaypy sl MOJyYeHHs Ha3BaHUM M CTOUMOCTH TOBapoOB,
KOTOpbIE MPUOOPEN 3aJaHHbIN KIUEHT (C OAHUM BXOHBIM MapaMETPOM):

CREATE PROC my proc3 @k VARCHAR(20) AS

SELECT Tomap.Hazranme, Tomap.lleHa*Cpmesnka.KomuuecTBo AS
CrommMmocTh, Knment.dammnmsa FROM Knment INNER JOIN (Tomap
INNER JOIN Cgpesnixka ON Torap.KonTosapa=Cpenkxa.KomTorapa) ON
KimmeHnT . KonKmmeHnTa=Cnesika . KonKnmenTa WHERE
Knuent . amMmmunma=0@k

st oOpaiieHust K Mporeaype MOXKHO UCIIOIb30BaTh KOMaHIbI:
EXEC my proc3 'UeanoB' wmim my proc3 @k='lpeaHoB'
Ta xe npouenypa C IOBYMA BXOIHEIMM IIapaMeTpaMM
CREATE PROC my procd4 @t VARCHAR(20), @p FLOAT AS
UPDATE Tomap SET lena=lleHa* (1-@p) WHERE Twun=@Qt
Jlst oOparteHust K mporeaype MOKHO UCIIOJIb30BATh KOMAH/IbI:

EXEC my procd4 'Baomm',0.05 W EXEC my procéd
@t='Badpmm', Q@p=0.05

101



Hanumem npouenypy ¢ BXOAHBIMH IMAapamMeTpaMM M 3HAYCHUAMHU 110
YMOJYAHUIO (YMEHBIIIUM IIEHY TOBapa 3aJIaHHOTO TUIIa B COOTBETCTBUU C YKa-
3aHHBIM %):

CREATE PROC my procb5 @t VARCHAR (20)='Konoperer', @p FLOAT=0.1

AS

UPDATE Torap SET llena=llena* (1-@p) WHERE Twun=@t

Jlist oOparteHust K Iporeaype MOKHO HUCITOJIb30BATh KOMAaH/IbI:

EXEC my procS 'Baomm',0.05 unmm EXEC my proc)H

@t='Badpmm', Q@p=0.05 wnmau

EXEC my procb @p=0.05 NI EXEC my procb

B nocnennem ciydae o0a mapameTpa (M THUII, U TPOIEHTHI) HE YKa3aHbI
IIPU BBI30BE MPOIEAYPHI, UX 3HAYCHUSI OEPYTCs MO0 YMOIIYAHUIO.

Hpouez[ypa C BXOJHBIMH M BBIXOAHBIMH IIapaMCTpPaMH. COSIIaI[I/IM IIpo1c-
Aypy A1 OIpCaACICHUA O6I]l€ﬁ CTOUMOCTH TOBAPOB, IIPOAAHHBIX 3a KOHKPCT-
HBI MECSIII.

CREATE PROC my_proc6 @m INT, @s FLOAT OUTPUT AS

SELECT @s = Sum(Tomap.leHa*Cnenka.KoagmuecTBO)

FROM Tomap INNER JOIN Cpesnxa ON To-

Bap.KonTorapa=Crnesnka.KonToBapa

GROUP BY Month (Cmesnxa.llaTa) HAVING Month (Cmenka.laTa)=Em

J{nst oOpaiieHust K Mporeaype MOXKHO UCIIOIb30BaTh KOMAHIbI:

DECLARE @st FLOAT

EXEC my proc6 1,@st OUTPUT

SELECT @st

DT1OoT OJIOK KOMaH]I MO3BOJISIET ONpPEETUTh CTOUMOCTh TOBApOB, MPOJaH-
HBIX B SIHBape (BXOJHOM mapaMeTp MecsI] yKa3aH paBHbIM 1).

CoznaguM mpouenypy Ajis OnpenesieHuss oOIIero KOJWYECTBAa TOBApOB,
MpUOOpETEHHBIX (PUPMOH, B KOTOPOM paboTaeT 3aiaHHbIi cOTpyAHUK. CHaya-
Ja pazpaboTaeM Mpouenypy s onpeaeseHus (GUupMel, rae padboTaeT coTpya-
HUK.

CREATE PROC my proc7 @n VARCHAR(20), @f VARCHAR(20) OUTPUT

AS SELECT @f=0mpma FROM KnmentT WHERE dammnma=Q@n

3aTeM BBI30BEM 3Ty MPOLEAYPY B APYTroil Mpoueaype

CREATE PROC my proc8 @fam VARCHAR (20), @kol INT OUTPUT AS

DECLARE @firm VARCHAR (20)

EXEC my proc?7 @fam, @firm OUTPUT

SELECT Q@kol = Sum(Cpmernka.KojmmuecTBO)

FROM Kymeut INNER JOIN Cnenka

ON Kmment.KonKmmenra=Crenka .KonKnnenra
GROUP BY Knment.dupma HAVING Knment.dupma = @firm

BpI30B niporieAypbl OCYHIECTBIISETCS C TOMOIIBIO KOMAH/bI:
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DECLARE @k INT
EXEC my proc8 'UeanHoB',@k OUTPUT
SELECT @k

EHIG IMpUMCEp IMPpouCaAypsbI:
CREATE PROCEDURE dbo.GetBadPrintedTasks (@SmenalD int,
@BadPrints int output) AS
SELECT @BadPrints=COUNT (kon_ omnepauun)

FROM dbo.llpoussoncTteo WHERE (dbo.llpoM3BOOCTBO.KOI CMEHEH
= @SmenalD)

GROUP BY kom cCMeHH

W emte oguH mpumep, JEMOHCTPUPYIOIIUN MOJyYCHUE 3HAUYCHUS TIEPBHY-
HOTO KJIIOYa 3alucu mocje ee BcTaBku B bBJ[ ¢ momomipio ¢yHKIMU
SCOPE_IDENTITY(). B manHOM mpuMepe BHaAYajae OCYIIECTBIIICTCS MOMCK
3aMucH M0 €€ MEePBUYHOMY Kitouy. Eciu 3anmucek HailjeHa, TO MpOU3BOIUTCS
ee MoauduKaIus, eciau HeT, TO MPOU3BOIUTCS BCTABKA HOBOM 3aITUCH!

CREATE PROCEDURE dbo.pr ProductSave
@ID int OUTPUT = null, @Product Name varchar (30),
@ID Type int
AS IF NOT EXISTS (SELECT * FROM Illpomykumsa WHERE
KOO nponykumm = @ID)
BEGIN
INSERT INTO Ilponyxumuda (HaspaHME, TUII)
VALUES (@Product Name, @ID Type)
SET @ID = SCOPE_ IDENTITY ()
END
ELSE
BEGIN
UPDATE Ilponmykuusa SET HasBaHue = (@Product Name, Tun =
@ID Type WHERE (kom nponykumm = @ID)
END

BrI130B niponie1ypsl CiaeIyrOnInil:
DECLARE QID INT

EXEC dbo.pr ProductSave @ID OUTPUT, 'Iyxepxa', 100
SELECT @ID

6.5 ®YHKUUM U TpUrTepbl

6.5.5 IlonsiTue GyHKIMY NOJIB30BATEJIS

[Ipn peanmszannn Ha s3bIke SQL CHOXKHBIX QITOPUTMOB, KOTOPHIE MOTYT
notpedoBathesl 60JIee OJAHOTO pasa, cpa3dy BCTAET BOIPOC O COXPAHEHHUH pas-
paboTaHHOTO KOJa IS JalbHEHUIIEro MpUMEeHeHusl. DTy 3aja4y MOXKHO ObLIO
OBl peaqu30BaTh C MOMOIIbIO XPAaHUMBIX MPOLEAYpP, OAHAKO UX apXUTEKTypa
HE MO3BOJSAET MCIOJIb30BATh IPOLEAYPHl HEMOCPEACTBEHHO B BBIPAXKEHUSX,
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T.K. OHU TPEOYIOT MPOMEKYTOYHOTO MPUCBOCHUS BO3BPAIICHHOTO 3HAYCHHUS
MePEMEHHOM, KOTOpast 3aT€M M yKa3bIBaeTCs B BhIpakeHUH. EcTecTBEHHO, TI0-
TOOHBIN METOJT MPUMEHEHHS MPOTPAMMHOTO KOJla HE CIUIIKOM yno0eH. Bos-
MO>KHOCTb CO3/IaHMsI TOJIb30BATEIbCKUX (PYHKIMI Oblla mpenocTaBieHa B
cpeae MS SQL Server, Haunnas ¢ Bepcuu 2000. B npyrux peanuzanusax SQL
B PACHOPSKEHUU TOJB30BATEIsI UMEIUCH JIMIIb BCTPOEHHBIE (DYHKIIMH, 0Oec-
NEYNBAIOIIME BHITIOJIHEHHE Hanbosee paclpoCTPaHEHHBIX 3a]a4: TTOUCK MakK-
CUMAJIbHOTO WJIM MUHUMAJIbHOTO 3HAYEHUS U JIP.

Kak u nmpornenypsl, GyHKIMH MOIB30BATENS MPEICTABISAIOT COOOM camo-
CTOSITEIIBHBIE OOBEKTHI 0a3bl JAHHBIX, PACIIOJIATAIOTCS B OIMpPEACIICHHON 0ase
JAHHBIX U JOCTYIHBI TOJIBKO B €€ KoHTekcTe. B SQL Server umerorcs cneny-
IOIIME KJacchl (DYHKIUN MOJIH30BATEIIS

e Scalar — ¢pyHKIME BO3BpaIIalOT OOBIYHOE CKAISIPHOE 3HAYCHHUE, KaXkK-

Jasi MOXKET BKIJIIOYAaTh MHOXKECTBO KOMaHJ, OOBEIUHSIEMBIX B OJUH
6510k ¢ momotbio KoHCTpyKimu BEGIN...END;

e Inline — pynxmuu comepxkat Becero oany komanay SELECT u Bo3Bpa-
MIAI0T TOJH30BATENI0 HAOOpP JaHHBIX B BUJC 3HAYCHUS THIIA JTAHHBIX
TABLE;

e Multi-statement — dbyHKIME Takke BO3BpAIAOT MOJIL30BATEIO 3HAUE-
Hue tuna gaHHeix TABLE, conepikaiiee HaOOp TaHHBIX, OJTHAKO B Te-
ne ¢pyuknuu Haxoautcess MHEOX)ecTBO koMaH SQL (INSERT, UPDATE
u T.1.). IMeHHo ¢ ux nmomouisio u GpopmMupyercst Habop JaHHBIX, KOTO-
PBIN JOJHKEH OBbITh BO3BPAIIIECH MTOCIIE BBIMOIHEHUS (PYHKIINU.

B ormnnumne oT XpaHMMBIX MPOLEAYp, MOJIb30BATENbCKUE (PYHKIIUU MOTYT
MPUMEHATHCS B 3aMpocax TakK )K€, KAK U CUCTEMHbIE BCTPOEHHbIE (DYHKIUU.
[Tonp3oBaTenbckue (yHKIMHM, BO3BpAIIAIONIUE TAOJMIBI, MOTYT CTaTh allb-
TEpHATUBOI mpencraBieHusaM. [IpeacTaBneHuss orpaHuyeHbl OJJHUM BbIpaxe-
auem SELECT, a momp3oBarenbckue (PyHKIIMM CITOCOOHBI BKJIFOYATh JOTION-
HUTEJIbHBIE BBIPAYKEHUS, YTO TO3BOJISIET CO3[aBaTh 00Jiee CIIOKHBIE U MOIIL-
HbI€ KOHCTPYKLHH.

VY nanenue m000i PyHKIIMH OCYIIECTBIIETCS KOMaH/I0M:

DROP FUNCTION wmMa ¢yHKUMM [, ...n]

Cxansipuble ¢pynkuuu. Co3qaHue U U3MEHEHHUE CKaJISIpHOUW (YyHKUIUU
BBITIOJIHAETCS C TOMOILBIO KOMaH/BI:

{CREATE | ALTER} FUNCTION wmmMa QyHKUMM

([{@uMsa mapameTpa ckanap Tun pasuex [=default]}[,...n]])
RETURNS ckangp TUIl HOaHHBX

[WITH {ENCRYPTION | SCHEMABINDING} [,...n] ]

[AS] BEGIN

<TeJsio  QYyHKLMM>
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RETURN ckajigp BHpaxeHue

END

PaccMoTpum HazHaueHue NapaMeTpoOB KOMaH/IbI.

OyHKIUS MOXET COAEPXk AaTh OJAWH WM HECKOJIBKO BXOJHBIX IAapaMETPOB
100 HE coJepKaTh HA OJHOr0. Kaxkaplil mapamMeTp J0JKEH UMETh YHUKAIb-
HOE B IMpeneiax co3laBaeMol (PyHKIIMM MMsI M HAYMHATHCS ¢ CUMBOJda "@".
[locne nMeHH yka3bIBA€TCS THIl JAaHHBIX MapaMeTpa. JJOnoJHUTETbHO MOMXKHO
yKa3aTh 3HaY€HUE, KOTOpoe Oy/IeT aBTOMAaTUYECKH MPUCBANBATLCS MapaMeTpy
(DEFAULT), ecnu mojp30BaTellb SIBHO HE yKas3all 3HAUEHHE COOTBETCTBYIO-
IIero napaMeTpa MpH BbI30BE QYHKIIUU.

C nomombto koHCTpyKIIMu RETURNS ckansip TMN 1aHHBIX yKa3bIBaeTCH,
KaKoW THI JJaHHBIX Oy/eT UMETh BO3BpalllaeMoe PyHKIMEH 3HaYEHHE.

JlononHUTEIBHBIE TAPAMETPBI, ¢ KOTOPBIMU JOJKHA OBITh CO3/1aHa (yHK-
U, MOTYT OBITh YKa3aHbl ocpencTBoM kirodeBoro ciosa WITH. brarogaps
kioueBomy ciioBy ENCRYPTION kon komaH[IbI, HCTIOIB3yEeMBIN TSl CO3/1a-
HUA QyHKOUHU, OyJeT 3amu@poBaH, U HUKTO HE CMOXKET MPOCMOTPETH €ro.
OTa BO3MOKHOCTh MO3BOJISIET CKPBITh JIOTUKY padoThl pyHKIuU. Kpome Toro,
B Tejie (PYHKIMHU MOKET BBITIOIHATHCS OOpalleHrue K pa3iiuyHbIM OO0BEKTaM
0a3bl JaHHBIX, @ HIOTOMY U3MEHEHHE WM YAAIIEHUE COOTBETCTBYIOUIUX OOBEK-
TOB MOXET MPUBECTU K HApYLIEHUIO paboThl (pyHKIMH. YTOOBI N30€xKaTh 3TO-
ro, TpedyeTcsl 3alpeTUTh BHECEHWE M3MEHEHMi, yKa3aB IpU CO3/JaHUU 3TOM
¢ynkuuu kimoueoe cioBo SCHEMABINDING.

Mexny kimroueBbiMu ciioBamu BEGIN...END yka3zeiBaercs Habop KoMaHI,
OHH U OyIyT SBISATHCSA T€IOM (YHKIIUU.

Korna B xo7e BbINOJIHEHUSI KOAAa (PYHKIIMHM BCTPEYAETCS KIIFOUEBOE CIIOBO
RETURN, BeimonHeHue QyHKIMU 3aBEPIIACTCS U KaK PE3yJIbTaT €€ BHIYHCIIE-
HUS BO3BpAIACTCS 3HAYEHUE, YKa3aHHOE HEMOCPEACTBEHHO IIOCIE CIIOBA
RETURN. Otmerum, 4To B Teie (PYHKIUU pa3pelIaeTcs HCIOJIb30BAaHUE
MHokecTBa koManT RETURN, koTopbsie MoryT Bo3BpaiaTh pa3anvHble 3Ha-
yeHus. B kadecTBe BO3BpaIlaeMOro 3HAYEHHUS JOMYCKAIOTCS KaK OOBIYHBIC
KOHCTaHTBhI, TaK U CJOKHbIE BbIpaXeHUs. ENMMHCTBEHHOE yCIIOBUE — THUIl JaH-
HBIX BO3BpAl[a€MOr0 3HAYEHMs JOJKEH COBMAAaTh C TUIIOM JIAHHBIX, YKa3aH-
HbIM nocie kiaoueBoro cioBa RETURNS.

Jliis mpumepa co3aaiuM U MPUMEHUM (YHKITUIO CKaJISIPHOTO TUIMA JJIsl BbI-
YUCJIEHHUS] CYMMAapHOI'O KOJIMYECTBA TOBAPA, MOCTYIUBILIETO 3a ONPEACIICHHYIO
narty:

CREATE FUNCTION sales(@data DATETIME) RETURNS INT

AS BEGIN

DECLARE @c INT

SET @c=(SELECT SUM (xosmuecTBo) FROM Cpnesixka WHERE
naTa=@data)

105



RETURN (Qc)

END

B kauyecTBe BXOJHOTO MapameTpa HCmoib3yercs nara. OyHKuus Bo3Bpa-
[IaeT 3HAYEHHWE IIEeJIOr0 THUIMa, moixydeHHoe u3 omeparopa SELECT myrem
CYMMHUPOBaHHs KOJMUYECTBa ToBapa u3 Tabmuiel Crenka. YciaoBuem otbopa
3amuced ANl CYMMHUPOBAHUS SIBIISIETCS. PABEHCTBO JAThl CACIKH 3HAYEHUIO
BXOJIHOTO MapameTpa QyHKIUH.

ObpameHre k QYHKLUM CJleOyollee :

DECLARE @kol INT

SET QRkol=userl.sales('02.11.01")
SELECT Qkol

Vnm npocTo: SELECT userl.sales('02.11.01")

@®ynknuu Inline. Co3nanue u n3MeHenne (GyHKIMHA TOTO TUIA BBINOJ-
HSCTCA C IIOMOIIBKO KOMAH/bI:
{CREATE | ALTER} FUNCTION wmMma QyHKUMM

([{@uma mapameTpa ckamnap Twun naxHHex [=default]}[,...nl])
RETURNS TABLE [WITH {ENCRYPTION|SCHEMABINDING} [,...n] ]
[AS] RETURN [ (] SELECT omepatop [)]

OcHOBHAasl 4acTh MapaMeTPOB, UCHOJIb3YEMBIX MPHU CO3JAAHUM TAOJIMYHBIX
(yHKUMN, aHATIOTMYHA MTapaMeTpaM cKalsipHoi ¢yHKuuu. Tem He MeHee, co-
3naHue TaOnMuHbIX (GYHKIUNA uMeeT cBoro crenuduky. [locine kiro4eBoro
cioBa RETURNS Bcerma momkHO ykasbiBaThesl kimrodeBoe cioBo TABLE.
Takum 00pazoM, GyHKIMS JAaHHOTO THIA JOJDKHA CTPOTO BO3BpallaTh 3HAYE-
Hue tuna paHHeix TABLE. Crpykrypa BO3BpamaeMoro 3HA4Y€HUs THIIA
TABLE ©e yka3piBaeTcs SIBHO TPH OMHCAHHM COOCTBEHHO THWIIA JIaHHBIX.
Bmecto sToro cepep OyneT aBTOMaTHYECKHU HMCIOJIb30BaTh i BO3Bpalllae-
moro 3Hauenus TABLE ctpykrypy, Bo3Bpamaemyro 3anpocom SELECT, ko-
TOPBIN SBISETCA €AUHCTBEHHON KOMaHA0M (PyHKIUU.

Oco0eHHOCTh (PYHKIIMU JAHHOTO TUIA 3aKJII0YAETCs B TOM, YTO CTPYKTYypa
3HaueHusi TABLE co3gaeTcs aBTOMaTH4eCKU B XOJI€ BBIMOJHEHUS 3ampoca, a
HE YKa3bIBa€TCS SBHO MpU OIpPEAENICHMH THMa IMOC]e KIHYEBOro CjoBa
RETURNS.

Bo3sspamiaemoe dynkiueit 3nauenue tuna TABLE mMoxeT ObITh HCTIOJB-
30BaHO HEMOCPEJACTBEHHO B 3ampoce, T.e. B pazaeine FROM.

CoznmaguM u mpuMeHUM (QYHKIUIO TAOJIMYHOTO THMA JUIsl ONpeneleHuUs
JIByX HAUMEHOBAHHM TOBapa C HAMOOJIBIIINM OCTaTKOM:

CREATE FUNCTION itog () RETURNS TABLE

AS RETURN (SELECT TOP 10 Torap.HazsBanme FROM Torap INNER
JOIN Cxyianm ON Tomap.KonToBapa=Ckian.KonTosapa ORDER BY
CkJlan.OcTaTokx DESC)
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Hcnonn3oBaTth CI)YHKI_II/IIO AJI1 TIOJIYUCHMA 10 HanMEHOBaHUN TOBapa C
HaHOOJIBIIINM OCTATKOM MOKHO (1 (13101115001 06pa30M:

SELECT HaszpanHme FROM userl.itog /()

Hpyroii npumep:

USE MyDB

GO

CREATE FUNCTION dbo.fn GetLastTask() RETURNS TABLE

AS RETURN (SELECT TOP 1 3amanue.kon s3amaHusa AS ID,

SanaHue.BpeMda, [IponoykKLMAa.HAa3BaAHUE

FROM 3Bapmanme INNER JOIN Illpomykumsa ON 3amaHue.KOO NPOOYKLUU

= Mpomykuuda.kon npoxnykuuu ORDER BY ID DESC)

GO

6.5.6 Onpenenenne Tpurrepa B cranaapre s3bika SQL

Tpurrep mpencrasiser coOON CHENHAIBHBIA TUIT XPaHUMBIX MPOIEIYD,
3aIlyCKaeMbIX CEPBEPOM ABTOMATUYECKHU IMPHU MONBITKE N3MEHEHUSI JAHHBIX B
Ta0IuIAX, C KOTOPHIMH TPUITEPhl CBS3aHBI. TpUTTEphl MCHOJB3YIOTCS JIs
MIPOBEPKH LEJOCTHOCTU JAHHBIX, & TAKXKE JJI OTKaTa TpaH3akuuid. Takum 00-
pa3oM, TpUrrep — 3To oTkoMnuianpoBanHas SQL-npouieaypa, UCIIOTHEHUE KO-
TOPOH 00YCJIOBJIIEHO HACTYIUICHUEM ONPEEICHHBIX COOBITUI BHYTPHU PEISILIH-
OHHOW 0a3bl JaHHBIX. [IpuMeHeHue TpurrepoB OOJBIIEH YacThIO BEChbMa
yA00HO 17151 TToJIb30BaTeNnei 0a3bl JaHHbIX. M BCe e MX MCIOJIb30BAHUE YaCTO
CBSI3aHO C JIONMOJIHUTEIBHBIMU 3aTpaTaMH PECypCcOB Ha ONEpaluuud BBO-
na/BeiBoAa. B TOM citydae, Korzia Tex ke pe3yJbTaTOB MOXHO JOOUTHCA C TO-
MONIBI0 XPAaHMMBIX MPOLEAYP WM MPUKIAJHBIX MPOTpaMM, MPUMEHEHHUE
TpUITEpOB HeuenecooOpa3Ho. IIpaBo Ha co3maHue Tpurrepa UMeEeT TOJIBKO
BJajiesien] 0a3bl JaHHBIX. DTO OTPAHUYCHHE TTO3BOJISIET U30€KATh CIIy4aHOTO
U3MEHEHHUSI CTPYKTYPHI TaOJIHI], CIOCOOOB CBS3M C HUMH JAPYTUX OOBEKTOB U
T.IL.

Yame Bcero TpUITEPbl NPUMEHSIOTCS U1 TOMJIEPKAHUS LEIOCTHOCTH
JaHHBIX B 0a3e JaHHBIX, TAK KaK C MOMOIIbIO OrPaHUYEHUI LETOCTHOCTU U
3HAYEHUW MO YMOJIYAHUIO HE BCErla MOXXHO JOOUTHCA HYKHOTO YpPOBHS
¢yHkuroHanbHOCTU. YacTto TpeOyeTcs peanu3oBaTh CIOKHBIE AJITOPUTMBbI
IPOBEPKU JAHHBIX, OTCIIC)KUBATh WM3MEHEHUS 3HAUYCHUM TaOIMIbI, YTOOBI
HY>XHBIM 00pa30M U3MEHUTH CBSI3aHHBIC JIAHHBIC.

Kaxxnp1ii Tpurrep npuBsi3pIBaeTCS K KOHKPETHOW TAOJIUIIE U BHITIOJIHSACTCS
B COCTaBE€ COOTBETCTBYIOIIEH TPaH3aKIMKW MOAU(DUKAIIMU JaHHBIX. B cimydae
oOHapy>KeHHsI OMMUOKH WJIM HAPYIICHUS 1IETTOCTHOCTH JIAHHBIX B KOJIE TPUTTE-
pa MOKHO MPOU3BECTU OTKAT TPaH3aKIMU. TeM caMbIM BHECEHUE M3MEHEHUI
(coObITHE, BBI3BaBIIEE TPUTTEP) OTMEHsIETCS. OTMEHSIIOTCS TaKXKE BCE HU3Me-
HEHUS, YK€ CHEJIaHHbIE TpUITEepoM. B oTinmyme oT 0OBIYHON TpPOIETYpHI,
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TPUTTEP BHITOTHSAETCS HESIBHO B KKJIOM CIy4ae BO3HUKHOBEHHS TPUTTEPHOTO
COOBITHSI.

Tpurrep He umeer aprymentoB. OcHoBHOHM ¢dopmar komanasl CREATE
TRIGGER nokazan Huxe:

CREATE TRIGGER mmMmsa Tpurrepa
BEFORE | AFTER <TpurrephHoe coOurTue> ON <mMda TaOsmub>
[REFERENCING <CHMCOK ICEeBIOHMMOB> ]
[FOR EACH {ROW|STATEMENT} ]
[WHEN (ycnoBue Tpurrepa) ]
<TeﬂO_TpMI‘I‘epa>

Tpurreprabpie COOBITHSI COCTOAT U3 BCTABKH, YAAICHHS M OOHOBJICHUS CTPOK
B Tabnuile. B nmocienneM ciyyae Juisi TPUTTEPHOTO COOBITUS MOKHO yKa3aTh
KOHKpETHBbIE UMEHa CTOJIONOB Tabiuilbl. Bpems 3amycka tpurrepa onpezesns-
eTcs ¢ MoMOIIbI0 KiroueBbix cioB BEFORE (tpurrep 3amyckaetcs 10 BBIIOJ-
HEHUsSI CBSI3aHHBIX ¢ HUM coObITHi) Wi AFTER (mocie ux BBITTOJHEHHS).
BrlinonHsiemble TpUrrepoMm JNEUCTBUS 3amaroTca s Kaxaou crpoku (FOR
EACH ROW), oxBaueHHON AaHHBIM COOBITHEM, WM TOJBKO OJIUH pa3 s
kaxxaoro coobiTust (FOR EACH STATEMENT).

O6o3HavyeHNEe <CIHUCOK IICEBJOHMMOB> OTHOCHTCS K TaKHM KOMIIOHCH-
TaMm, Kak crapas wim HoBas ctpoka (OLD/NEW) nubo crapas wim HOBas Tabd-
muma (OLD TABLE/NEW TABLE). ficHo, 4To cTapbie 3HaYCHUS HE MIPUMeE-
HUMBI JIJTII COOBITHH BCTABKH, @ HOBBIC — JIJIs1 COOBITHH yIaICHUS.

[Tpu ycnoBuu MpaBUILHOTO MCIOIB30BAHMS TPUTTEPHI MOTYT CTaTh OYCHb
MOIITHBIM MeXaHU3MOM. Ho MM mpHCyIIM 1 HEKOTOPBIE HETOCTATKU:

e CKpbITasg GyHKIIMOHAIBHOCTh: TTIEPEHOC YacT (GyHKIHMHN B 0a3y JaHHBIX

U COXpaHEHHE UX B BHUJE OJHOTO WJIM HECKOJIbKMX TPUITEPOB MHOTIA
MPUBOJUT K COKPBITHIO OT MOJIb30BATENSI HEKOTOPHIX (YHKIIMOHAIb-
HBIX BO3MOXKHOCTEH (TOJIbKO pa3pabOT4YMK 3HAET BCE). XOTS 3TO B
OTIPEICIICHHON CTETICHU YIPOIIAeT ero paboTy, HO, K COKAJICHUIO, MO-
KET CTaTh MPUYMHOW HE3aIUTAHMPOBAHHBIX, MOTCHITMAIBHO HEXKesa-
TEJIbHBIX U BPEAHBIX MOOOYHBIX 3P(PEKTOB, MOCKOIBKY B 3TOM Cllydae
MOJIB30BATENh HE B COCTOSTHUU KOHTPOJMPOBATH BCE MPOIIECCHI, MPOUC-
XOJISIIIKE B 0a3e JaHHBIX;

® BJIMSHHUEC HA NMPOU3BOJUTEIBHOCTH: MEPE] BBINOJIHCHUEM KaXXJI0W KO-
MaH/JIbl 110 U3MEHEHMIO cocTOssHMS 0a3bl naHHbix CYBJl momxHa mpo-
BEPUTHh TPUTTEPHOE YCIOBUE C LIEJbIO BBIICHEHHUSI HEOOXOIUMOCTH 3a-
MyCKa TpPUITepa IS ATOM KOoMaH/bl. BhINOTHEHUE TOAOOHBIX BBIYHC-
JIEHUW cKasbiBaeTcsi Ha oOmiei npousBoautenbHoctu CYB/I, a B Mo-
MEHTBHI TIMKOBOW HArpy3kKu €€ CHUKCHHE MOXKET CTaThb OCOOCHHO 3a-
METHBIM.
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e HemnpaBuibHO HANMMCaHHBIE TPUITEPHI MOTYT MPUBECTU K CEPHE3HBIM
npobjieMaM, TaKWM, HampuMmep, Kak TMOsBICHHE "MepTBBIX' OJOKHUPO-
BOK. Tpurrepbl cocoOHBI JJIUTEIHLHOE BpeMsi OJIOKMPOBATH MHOXeE-
CTBO PECYpPCOB, MOATOMY CJIEIYET 00paTUTh 0cOO00E BHUMAaHUE HA CBE-
JIeHUE K MUHUMYMY KOH(JIUKTOB JIOCTYIIA.

6.5.7 Peanu3aums Tpurreposn B cpeae MS SQL Server

B peamuzanuun CYBJ] MS SQL Server ucrnonbs3yercs CIEIyOIni onepa-
TOP CO3/IaHUs WU U3MEHEHMS TPUTTepa:

{CREATE | ALTER} TRIGGER mMa Tpurrepa

ON {mmMa raOjymuel |MMa npencrabyeHusa} [WITH ENCRYPTION] FOR
{AFTER|INSTEAD OF} {DELETE|INSERT|UPDATE|WITH APPEND}

AS sqgl onepaToph

Tpurrep MoxeT ObITh CO3/]aH TOJIBKO B TEKyIllel 0a3e JaHHbBIX, HO JIOMYyC-
KaeTcsi oOpallleHrne BHYTpU TPUITEPA K APYyruM 0azaM JJaHHBIX, B TOM YHCIE U
pacnojoXKEHHBIM Ha yJajieHHOM cepBepe. MMs Tpurrepa JOKHO OBITH YHH-
KaJbHBIM B Ipefenax 0a3bl JAaHHBIX. J|OMONHUTEIBHO MOXHO YKa3aTbh UM
Bnazaensia. [Ipu ykazanuu aprymenra WITH ENCRYPTION cepsep BbImosn-
HseT M(POBaHUE KOJA TPUITEPA, YTOOBI HUKTO, BKIIIOYAsl aJMUHUCTPATOPA,
HE MOT MOJIYYUTh K HEMY JOCTYI U MPOYUTATH €TO.

Tunsl Tpurrepos. B SQL Server cymecTByer nBa mapameTpa, omnpenae-
JSIOIIMX TTOBEICHUE TPUTTEPOB:

e AFTER. Tpurrep BbINOJHSAETCS MOCJE YCHEHNIHOTO BBINOJHEHUS BbI-
3BaBIIHUX €ro KOMaHJ. Eciy ke KoMaHbl 0 KaKOW-IMO0 IMPUYHHE HE
MOTYT OBITh YCHEIIHO 3aBEpLICHbI, TPUITEP HE BbIMoiHseTcs. Cienyer
OTMETHUTb, YTO U3MEHEHUS JAHHBIX B PE3YJIBTATE BBINOJIHEHUS 3a1poca
II0JIB30BATEINS Y BBIIIOJIHEHUE TPUITEPA OCYIIECTBISIETCS B TEJIE OJHOM
TpaH3aKLUU: €CJIA IPOU30MIET OTKAT TPUITEPa, TO OyAYyT OTKIOHEHBI U
MOJIb30BATEIbCKUE M3MEHEHHS. MOXXHO ONpENeNuTh HECKOJIbKO
AFTER-tpurrepoB mns kaxmgoir omepamuu (INSERT, UPDATE,
DELETE). Ecnu st Tabnuibl IpelyCMOTPEHO BBITTOJIHEHHE HECKOJIb-
kux AFTER-Tpurrepo, To ¢ HIOMOIIBIO CUCTEMHON XpaHUMOM Mpolie-
Iypsl SP_Settriggerorder MoxHO yKa3aTh, KAKOH M3 HHX OyAeT BBIMOJI-
HATBCS MEPBBIM, a Kakou nociennum. [lo ymomuanuto B SQL Server
Bce Tpurrepsl sBisitores AFTER-Tpurrepamu.

e INSTEAD OF. Tpurrep BbI3bIBa€TCsS BMECTO BBIIOJIHEHHUS KOMaH[. B
ornmuune or AFTER-tpurrepa INSTEAD OF-tpurrep moxer ObITH
ompeJiesieH Kak sl TaOJULIbl, TaK W JJIA NpeacTaBiieHus. [ kaxmon
oneparuu INSERT, UPDATE, DELETE Mo0XHO omnpeaeianTh TOJIBKO
onun INSTEAD OF tpurrep.
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Tpurrepsl pa3nuyarOT MO TUIY COOBITHI, Ha KOTOPbIE OHH PEarupyroT.
Cy1iecTByeT TpH THUIIA TPUTTEPOB!
e INSERT TRIGGER — 3amyckaeTcst mpu MombITKe BCTaBKH JAHHBIX C
momorso komauasl INSERT;

e UPDATE TRIGGER — 3anmyckaeTcst Ipy MONBITKE U3MEHEHUS JaHHbBIX
¢ nmoMmo1bo komagasl UPDATE;

e DELETE TRIGGER — 3amyckaeTcst mpy HOTBITKE YAaJCHUS JaHHBIX C
nomolpio komanasl DELETE.

JlomyckaeTcsi co3laHie TPUITEPa, pearupyroiero Ha JBe WM Ha BCE TPHU
komanasl. Apryment WITH APPEND no3BosisieT co3jaBaTh HECKOJIBKO TPUT-
repoB KaKI0r0 THIIA.

IIporpammupoBanue Tpurrepa. [Ipu BeIMONIHEHHM KOMaH/ 100aBICHN,
W3MEHCHHS M yJaJICHUS 3allMCeH CepBEP CO3ACT ABE CIEIHAIbHbIC TaOIUIBL:
inserted u deleted. B Hux cojmepikarcs CIIMCKHA CTPOK, KOTOpPBIE OYIyT BCTaB-
JICHBI WM YAaJCHBI [0 3aBepieHuu Tpau3akuuu. CTpykTypa Tadmuir inserted
u deleted naeHTHYHA CTPYKTYpE TAOJIUII, I KOTOPOW ONPEACISICTCS TPUTTEP.
JIis KaXaoro Tpurrepa co3faercs cBOi kKoMIniekT Tabnui inserted u deleted,
MO3TOMY HUKAKOH JAPYrod TPUITEp HE CMOXKET MOJYYMTh K HUM JOCTyIl. B 3a-
BUCHUMOCTH OT THIIA OTIEPAIlMU, BHI3BABIICH BBIOJIHEHHE TPUITEPA, COCPIKHU-
moe tabumuir inserted u deleted MoxeT ObITH pa3HbIM:

e INSERT - B Tabmawuie inserted coaepxarcs Bce CTPOKH, KOTOPBIE MOJTb-

30BaTelb MBITACTCS BCTaBUTH B TaOnwmily; B Tadmuie deleted ne Oyzaer
HHU OJHOM CTPOKH; IOCJIE 3aBEPIICHHS TPUITEPa BCE CTPOKU M3 TaOJIu-
16l inserted mepemMecTaTcs B MCXOAHYIO TaOJIHILY;

e DELETE — B tabnuie deleted 6yayt comepikarbcsi BCe CTPOKH, KOTO-
phI€ TMOJIB30BATENb IOMBITAETCS YAATUTh, TPUITEP MOXKET IMPOBEPUTH
KaXYI0 CTPOKY H OTIPEICIIUTh, PA3PEIICHO JIU €€ yAalCHNe; B Ta0IuIIe
inserted He okaXkeTCst HA OJTHOM CTPOKH;

e UPDATE — npu ee BoinosiHeHuu B tabauiie deleted maxoasrcs crapbie
3HAYCHHS CTPOK, KOTOPbIE OYAyT ydaJieHbl MPH YCIHCITHOM 3aBepliie-
HuM Tpurrepa. HoBble 3HaUeHUs CTPOK coieprkarcs B Tabmwuie inserted.
DTH CTPOKU T00ABSTCSA B MCXOIAHYIO TAOJIHILy TOCIE YCIEIIHOTO BbI-
TIOJTHEHHSI TPUTTEpPA.

Jlis momyueHus ”HPOPMAIMU O KOJUYECTBE CTPOK, KOTOpoe OyaeT u3mMe-
HCHO TPHU YCICIIHOM 3aBEPIICHUHN TPUTTEPA, MOXKHO HCIIOJIL30BaTh III00aIh-
Hyto nepeMennyio @@ROWCOUNT,; ona Bo3BpallaeT KOJIHYECTBO CTPOK,
o0paboTaHHbIX TocieqHed KoMmaHaou. CrenyeT MOAYEpPKHYTh, YTO TPUITEP
3aIlyCKaeTCs HE MPU MOMBITKE U3MEHUTh KOHKPETHYIO CTPOKY, & B MOMECHT
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BBINIOJTHEHUSI KOMaHAbl U3MeHeHusa. OjHa Takas KOMaHJa BO3JICUCTBYET Ha
MHOECTBO CTPOK, TIO3TOMY TPUTTEP AOJHKEH 00padaThIBaTh BCE ATH CTPOKH.

Ecmu tpurrep obnapyxwmi, uro u3 100 BCTaBiIIeMbIX, U3MECHSIEMBIX WIIH
yalsieMbIX CTPOK TOJBKO OJ[HA HE YJIOBJIETBOPSIET TEM WJIM UHBIM YCIIOBUSM,
TO HUKaKasi CTpoKa He OyJIeT BCTaBlieHa, M3MEHEHa WK yjaneHa. Takoe mose-
JieHuEe 00YCJIOBJIIEHO TPEOOBAaHUSMU TPAH3AKIIUU — JIOJDKHBI OBITh BBITIOJHEHBI
1160 Bce MOou(DUKAIIUK, THOO HU OJTHOM.

Tpurrep BBIONHIETCS KaK HESIBHO OIpENeNIeHHAas TPaH3aKIMs, MO3TOMY
BHYTpPU TpUITEpa JOMYCKAETCsl MPUMEHEHHE KOMAaH]l yIPaBJICHUs TPaH3aKIIH-
smu. B gacTHOCTH, pu OOHApY)KEHWH HaApPYIICHUS OTPAHWYCHUN IEITOCTHO-
CTH JIJIS IPEPHIBAHUS BBITIOJIHCHUSI TPUTTEPAa M OTMEHBI BCEX M3MEHEHUH, KO-
TOpPBI€ TBITAJICS BBINOJHUTH MOJIB30BATENIb, HEOOXOIUMO HMCIOJIB30BATH KO-
maHny ROLLBACK TRANSACTION.

JIst ToJTydeHHsl CIUCKa TIOJieH, W3MEHEHHBIX IPH BBITIOJIHGHUH KOMAaH]I
INSERT unu UPDATE, BbI3BaBIINX BBITIOJHEHUE TPUITEPA, MOKHO HCIOIIb-
3oBath QyHknuro COLUMNS _UPDATED(). Ona Bo3Bpalmiaer JIBOWYHOE
YHUCIIO, KAXKIbIH OUT KOTOPOTO, HAYMHAS C MJIQIIIET0, COOTBETCTBYET OJTHOMY
CTOJIOIYy TaOMUIlbl (B MOPSIKE CIEIOBAHUS CTOJIOLIOB MPHU CO3/IaHUU TaOJIU-
uel). Ecniu Out ycranoieH B 3HaueHue "1", TO COOTBETCTBYIOIIMI cTONOEI
Ob11 u3MeHeH. KpoMe Toro, hakT M3MEeHEeHHsI CTOJI0Ia ONpeAesieT U PyHKIUs
UPDATE (ums_crtonbiia).

Jl1st ynaneHus: Tpurrepa MCIoJib3yeTcsl KoMmaHaa

DROP TRIGGER {mma tpurrepa}l [,...n]

IIpuBeneM npuMepsl HUCIOJAB30BAHUA TPUITEPOB. byeM UCNOIB30BaTh
TPUTTEP JJIsl peaiu3allii OrpaHUvYeHUI Ha 3HaueHue. B qobaBisemoii B Tald-
muny «Crenkay 3amucu KOJMYECTBO IMPOJAHHOTO TOBapa JOJDKHO OBITH HE
0oJIbIIIe, UeM ero OCTaToK u3 Tadmuilbl « CKitamy.

Komanna BcraBku 3anucu B Ta0nuily «Caenka» MOXKET ObIThb, HalpuMep,
TaKOM:

INSERT INTO Cmesnka VALUES (3,1,-299,'01/08/2002")

Co3naBaeMblid TPUITEP AOJKEH OTPEArUPOBATHh HA €€ BBHINOJIHEHUE CIIENY-
IOIUM 00pa3oM: He0OXOAMMO OTMEHUTh KOMaHy, eciu B Tabnuie Ckiaa Be-
JMYMHA OCTaTKa TOBapa OKa3ajlach MEHBIIE MPOJIaBaEMOT0 KOJMYECTBAa TOBA-
pa Cc BBEJICHHBIM KOJIOM (B MpuMepe Koj ToBapa=3). Bo BcTapisieMolt 3anucu
KOJINYECTBO TOBApa YKa3bIBAE€TCSl CO 3HAKOM "+, eCli TOBap MOCTaBISETCS, U
co 3HakoM "-", ecnu OH mpopjaercd. [IpeacTaBieHHbId TPUITEP HACTPOEH HA
00pabOTKy TOJILKO OJTHOU T0OABISIEMOM 3aITUCHU

CREATE TRIGGER Tpurrep ins ON Cgeska FOR INSERT
AS
IF @@ROWCOUNT=1
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BEGIN
IF NOT EXISTS(SELECT * FROM inserted
WHERE inserted.xoamuecTtBo<=ALL (SELECT Cxjan.OCcTaTok
FROM Cxknan, Conenxka WHERE Cxmnanp.KonToBapa=
Comenka.KonTorapa))
BEGIN
ROLLBACK TRAN
PRINT 'OTMeHa NOCTaBKM: TOBapa Ha CkJane HetT'
END
END

Janee, onpenenum Tpurrep Juisi coOopa CTaTUCTUYECKUX AaHHbIX. Harpu-
Mep, C IIOMOIIbIO UHCTPYKIIUU:

INSERT INTO Cmenkxa VALUES (3,1,200,'01/08/2002")

B Tabnuiy «Crenkay 100aBIsIeTCs TOBAp ¢ KOJAOM 3 OT KJIIMEHTa ¢ KoJioM 1
B konudectBe 200 enuuui. [Ipu mpomaxke HEOOXOAUMO COOTBETCTBYIOIIUM
00pa3oM U3MEHHUTh KOJMYECTBO €ro 3amaca Ha ckiazae. Tpurrep odpadbaThiBa-

GTTOHBKO(HHQIHO6&BHHCMyH)CTpOKy3
ALTER TRIGGER Tpurrep ins ON Cpeska FOR INSERT
AS
DECLARE @x INT, @y INT
IF @@WROWCOUNT=1
--B Tabnuuy Conejsika mofapJjdeTCcd 3alMCh O NOCTABKE TOBapa
BEGIN
——KOJIMYUECTBO IIPOHNAHHOI'O TOBapa HOOJIXHO OBITH HEe
——-MeHbllle, YeM eT'0 OCTaTOK M3 Tabiauus Ckjan
IF NOT EXISTS(SELECT * FROM inserted WHERE -
inserted.xommuuecTtBo< =ALL (SELECT Ckjan.OcTraTok FROM
Ckyan, Conenka WHERE Ckian.KonToeapa = Cpoenka.KonTopapa And
Cknan.KonTosapa = inserted.KonTorapa))
BEGIN
ROLLBACK TRAN
PRINT 'oTkaT TOoBapa HeT '
END
ELSE
——eCJIM 3alMcChb O TOBape yxe OblJla B Tabjule
--CkJjlazm, TO olIpenejyigeTcs KOI M KOJIMYECTBO
—--Topapa 3 noOaBJIEHHOM B Tabiauuy Crnesyika 3alucu
BEGIN
SELECT (@y=i.KomTorapa, @x=i.KomnmuecTBO
FROM Cpmenka C, inserted I WHERE
C.KonTomapa=i.KonToBapa
——-U NPOMUBBOIOMUTCA M3MEeHEeHUS KOJIMUeCTBa ToBapa B Tabjule
Ckran
UPDATE Ckyianm SET Ocrarok=ocTaTok+@x WHERE KoxnTomapa=@Qy
END
END

112



Cozpanum Tpurrep ajigs oOpabOTKU omNepaluy yAajaeHus 3aucy U3 Tadiu-
1161 «Cienkay, HalpuMep, MMOCPEICTBOM CIEAYIONICH KOMaH IbI:
DELETE FROM Cpenxa WHERE KonCnenxwm=4

Jns ToBapa, KOJ KOTOPOrO yKa3aH IMpHU yAAICHUU 3alUCU, HEOOXOIUMO
OTKOPPEKTHPOBATh €r0 OCTATOK Ha CKjane. Tpurrep odbpadaTbiBaeT TOJBKO
OJIHY YJAISIEMYIO 3aIHCh.

CREATE TRIGGER Tpurrep del ON Cpmesnxa FOR DELETE
AS
IF @Q@ROWCOUNT=1 -- ypmajeHa oOIOHa 3alucChb
BEGIN

DECLARE @y INT,@x INT
——omnpenenyigseTcd KOI UM KOJMUeCTBO TOoBapa U3
——yInajieHHOM mu3 Tabiauuel CKJjan 3alucu

SELECT @y=KomTomapa, @x=KommuectBo FROM deleted
—--B Tabmnuue CkJjall KOPPEKTUPYETCH KOJIMUECTBO ToBapa

UPDATE Cxjyan SET Ocratoxk=0cTaTok-@x WHERE

KonToeapa=Qy
END

CozmamuM aBa TpUrTepa IS MOJCYEeTa KOJWYECTBA 3alvceld B TaOJHIle,
OJIVMH JJIS BCTABKW 3aIlUCEH, OJWH — IS yaaleHus. Takue TpUrrepbl MOTYT
OBITH TIOJIE3HBI B CITyYasiX, KOTJIa KOJIMYECTBO 3aIUCEH B TaOIHIIC CTAHOBUTCS
OYEHB OOJIBIIIUM U €r0 HEOOXOAUMO MOCTOSIHHO OTCJICXKUBATh. [{J1s1 UX paboThI
HeoOxomuMa BcrioMmorarenpHas TaOmuia RecordCounter ¢ momssmu Table-
Name u RecordCount, xotopasi COOCTBEHHO M OyAeT COJepkKaTh KOJIUIECTBO
3anuceld. Tpurrep BCTaBISET 3alKCh BO BCIIOMOTATEIbHYIO TaOIHIly, €CIU
TabIuIa, TCHEPUPYIOIIas TPUITEPHOE COOBITHE, paHEeE HE OTCIICKHUBAIACK.

CREATE TRIGGER [dbo].[RecordCountAdd] ON [dbo].[Orders]
AFTER INSERT

AS BEGIN
SET NOCOUNT ON;
IF EXISTS (SELECT * FROM dbo.RecordCounter

WHERE TableName = 'Orders')
UPDATE dbo.RecordCounter SET RecordCount = RecordCount + 1
WHERE TableName = 'Orders';

ELSE

BEGIN

DECLARE (@c INT
SELECT @c = Count(*) FROM dbo.Orders
INSERT INTO dbo.RecordCounter (TableName, RecordCount)
VALUES ('Orders', Q@Qc);
END
END
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CREATE TRIGGER [dbo].[RecordCountAdd] ON [dbo].[Orders]
AFTER DELETE
AS BEGIN
SET NOCOUNT ON;
IF EXISTS (SELECT * FROM dbo.RecordCounter
WHERE TableName = 'Orders')
UPDATE dbo.RecordCounter
SET RecordCount = RecordCount-1
WHERE TableName = 'Orders';
ELSE
BEGIN
DECLARE (@c INT
SELECT @c = Count (*) FROM dbo.Orders
INSERT INTO dbo.RecordCounter (TableName, RecordCount)
VALUES ('Orders', Q@Qc);
END
END
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7. Cuncrtema 3awmtbl Microsoft Access

Cuctema 3anutel CYBJ1 Microsoft Access 6asupyeTcst Ha UCTIOIb30BaHUT
CIIEIYIOITUX CPEJICTB:

1. UIudposanue/nemudpopanue;

2. OtoOpaxkeHue U CKphITHE 00BEKTOB B OKHE 0a3bl IAaHHBIX;

3. Hcnonw3oBanue mapons b/l;

4. Wcnonp30BaHUE 3alIUTH HA YPOBHE TIOJIB30BATEIS.

[udposanne 6a3bl HaHHBIX — 3TO MPOCTEUIHI crmocol 3ammTel. [lpu
muppoBaHUK 0a3bl JaHHBIX €€ (al CKUMACTCA U CTAHOBUTCS HEJAOCTYITHBIM
JUI YTEHUS C TIOMOIIBIO CITY>KEOHBIX MPOTrPaMM MM TEKCTOBBIX PEJAKTOPOB.
[udpoBanue He3amMIEHHON O0a3bl JaHHBIX HEIPHEKTUBHO, TMOCKOIBKY
KaX/Ibli CMOKET OTKPBITh TaKyl0 0a3y JaHHBIX U MOJIYYUTh MOJIHBIA JOCTYM
KO BceM ee oobekTaM. [lndpoBanre 0ObIYHO MPUMEHSETCS IPU HJIEKTPOHHON
nepenade 0as3bl JaHHBIX WM COXPAaHEHUM €€ Ha JUCKETY, KacCeTy WM KOM-
MaKT-/HCK.

Jpyrum crnocoboM 3amuThl OOBEKTOB B 0aze JAaHHBIX OT MOCTOPOHHUX
MOJIb30BaTENCH SABISIETCS CKPHITHE OOBEKTOB B OKHE 0a3bl TaHHBIX. JTOT CIO-
cO0 3alIuTHI SBJSIETCS HauMEHee HaJleKHBIM, TTOCKOJIBKY OTHOCHUTEIHHO MPO-
CTO MOYXHO OTOOPa3HTh JIFOOBIE CKPBITHIE OOBEKTHI.

Jpyrum mpocTeruM crnocoOOM 3alIMThI SBISETCS YCTaHOBKA NapoJs s
OoTKpbITUA 0a3bl naHHbIX (.mdb). [Tocae ycTaHOBKM mapoiis NpHU KaxAaoM OT-
KPBITUU 0a3bl TaHHBIX OYJET MOSBIATHCS JUAIOTOBOE OKHO, B KOTOpOE Tpedy-
€TCsl BBECTU Maposib. TOJIBKO T€ MOJIb30BATEIN, KOTOPbIE BBEAYT IMPABUIIbHBIH
mapojb, CMOTYT OTKPBITH 0a3y MaHHBIX. DTOT croco0 Ooiiee HaJEKEH, YeM
npenpiaynmi (Microsoft Access mm@pyeTr naposb, MO3TOMY K HEMY HET J0-
CTyTa IPHU HEMOCPEJCTBEHHOM UTeHUU (paiiyia 6a3bl JaHHBIX), HO OH JCUCTBY-
€T TOJIbKO MPHU OTKPBITUM 0a3bl JaHHBIX. [locie oTKpbITHS 0a3bl JaHHBIX BCE
OOBEKTHI CTAHOBATCS JOCTYMHBIMHU JUTS TIOJB30BATENs (ITOKa HE OMPECIICHBI
ApyTHe TUIIBI 3aIUTHI, OTIMCAHHBIC HUKE B 9TOM pasjene). JlaHHbIi criocob He
SIBJISIETCA HAJEXKHBIM CIOCOOOM 3amuThl 0a3 naHHbIX. CyIIeCTBYET 10CTATOY-
HOE€ KOJIMYECTBO OECIIATHBIX M IJIATHBIX YTUJIUT, OTOOpaKaroIMX mapois. B
TOM 4YHCJIe JAOCTYIHBI MCXOTHUKUA KoAa Ha VBA, MO3BONSAONINE MPOYUTATH
TAKOW MapoJb.

7.1 WUcnonb3oBaHue 3aWwmTbl HA YPOBHE Nosfib3oBaTens

HaunbGonee rubkuii U pacnpoCTpaHEHHBIM CMOCOO 3amUThl 0a3bl JAHHBIX
Ha3bIBAIOT 3alUTOM HAa YpPOBHE IOJH30BATENS, TMO3BOJIAIONICH yCTaHOBUTH
pa3IMYHBIC YPOBHH JIOCTYIA K BaXKHBIM JTAHHBIM M O0BEKTaM B 0a3e JTaHHBIX
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JUISL pa3JIMYHBIX MOJIb30BaTeNen. JJaHHBIA BHUJI 3alIUTHl PEAIM30BAH B BEPCHUSX
Microsoft Access o 2003 BxarountensHo. Haunnas ¢ Access 2007, Microsoft
peanu3yeT APyrod MyTh 3alIUThl HA OCHOBE ITU(POBBIX MOANMUCEH. 3anuTa Ha
ypoBHE Tosib3oBaTenet Microsoft Access peanusyer n3dbupaTenbHbIA MOAXO0/
pasrpaHudeHust goctyna. [Ipu akTHBU3alMKM JAaHHOTO BUJA 3alllUTHI B 0ase
naHHbeIX Microsoft Access agMuHUCTpaTop 0a3bl JaHHBIX WM Blajeiel] 00b-
€KTa MPEIOCTABIISIET ONPEACIEHHBIE PAa3PEIICHUSI OTAEIBbHBIM MOJIb30BATENSAM
U TpyIIaM T0JIb30BaTeNe Ha cleAyrolue OOBEeKThl: TaOJUIbI, 3aMpOChl,
(GOpMBI, OTYETHI U MAKPOCHI. YUETHBIC 3alMCH CUCTEMbI 0€30MaCHOCTU OMpe-
JEIIAI0T MOJIb30BATEIEH W TPYIIbI MOJIb30BATENICH, KOTOPBIM pa3pelIeH A0-
CTyll K 00beKkTaM. JTa nH(pOpMaIis, KOTOPYIO HA3bIBAIOT CBEACHHUSIMHU O pa-
Ooueil TpyIIie, coXpaHseTcsl B clieluaibHOM (aiine padoueil rpymnmbl. Daitn
paboueil rpynmbl COACPKUT CBEACHUS O MOJIb30BATENSIX, BXOASIIUX B pado-
Yyl0 rpynmny. ITU CBEJCHUS BKIIOYAIOT MMEHA YUYETHBIX 3alMCel MO0JIb30BaTe-
Jed, UX mapoJii U MMEHa TPYII, B KOTOPbIe BXOJAT MoJib3oBarenu. s co-
3nanus (aitna pabounx rpynn ¥ noakiatoueHus ero k bJl ucnons3yercs cre-
[IUATBHOE MPUIIOKEHUE «AJTMUHUCTPATOP PAOOUUX TPYIII.

[Tocne Bxona B cuctemMy aHanusupyercs ¢aiiin pabodeit rpynmbl, B KOTO-
POM KaX[IbI TMOJIb30BaTENb UACHTUDUIIUPYETCS YHUKAIBHBIM KogoM. ['pym-
aM U TOJIb30BATENSIM MPEIOCTABISIIOTCS Pa3pelICHUs], ONPEICISIONINE BO3-
MO>KHOCTb UX JIOCTYTa K KaXJA0My OOBeKTy 0a3bl JaHHbIX. CyIIECTBYIOT JBa
TUIA Pa3pELICHUI HAa JIOCTYI: SIBHbIE U HESBHbIE. Pa3pelieHnss Ha3bIBAlOTCA
SIBHBIMH, €CJIM OHU HEMOCPEACTBEHHO MPUCBOEHBI YUYETHOM 3alKCH MOJb30Ba-
TEeJIA; TAKUE Pa3pEIICHUsI HE BIMSIOT HA Pa3pelIeHUs IPYTUX MOJIb30BATEICH.
HesiBHBIMU Ha3BIBAIOTCS pa3pellieHUs] Ha JOCTYI, MPUCBOEHHbBIE YYETHOH 3a-
nucu rpymmbl. [lob3oBaTenb, BKIIOYEHHBIN B TaKyl Tpymnmy, MOJIy4aeT BCe
pa3penieHusi, MpPeIOCTABICHHBIE TPYMIE; yAAJICHUE TMOJIb30BATENSI W3 ITOU
IPYIIBI JIMIIAET €r0 BCEX pa3pelIeHUi, MPUCBOEHHBIX JAaHHOM rpynne. Pas-
pewmenns xpanarca B camor bJl. PazgenbHOe XpaHEHHE YUETHBIX 3aluced U
MaTpHIIbl JoCcTyna (CMOTpH Prc. 2) MOBBINIACT HAZACKHOCTh CHCTEMBI 3aIIUTHI.
Ecnu nonp3oBarens ¢ JaHHBIM UACHTH(GUKATOPOM HE OOHAPYKUBAETCS B TIPH-
cOoeTMHEHHOM (haiie pabodux Ipymil, JOCTYI K 00bEKTaM OTKJIOHSETCS.
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4 )

@aiin pabouux rpynn

o [Tonp3oBaTens AcCess
(BcTpoennble yueTHsle 3amucu Admin, User)
¢ ['pynma nosp3oBareneit ACCeSS
(Bctpoennsie Tpymmsr Admins, Users)

N O
Marpuria

OK3eMILIp J0CTyIa
MS Access

J
Puc. 2 Cxema 6e3onacHoct CYBJ] MS Access

[Ipu momneITKE MOJIB30BATENS BBINOIHUTH KaKylO-TMOO ONEpALUIO C 3allu-
HIEHHBIM OOBEKTOM 0a3bl JAHHBIX €r0 TEKYILIUE pa3pelICHUsl OMPEHENSIIOTCS
KOMOWHAIMEN SIBHBIX U HESIBHBIX pa3pelieHui Ha nocTyi. Ha ypoBHe monb3o-
BaTeyiel Bcerja ACMCTBYIOT MUHUMAJIbHBIE OTPAHUYECHUS U3 HAJIAraeMbIX SB-
HBIMU Pa3peUICHUMH [JIs TTOJIb30BATENS U JJISl BCEX TPYNIL, K KOTOPBIM IMPHU-
Ha/JISKUT JaHHBIN nosb3oBarenb. [loaToMy mpocredmmM crnocodboM yrpas-
JeHusl pabouell TPYyNIoi SBISETCS CO3/1aHUE HOBBIX TPYII U OMNPEEIICHUE
pa3pelIeHl Ha JOCTYM JJIsl 3TUX TPYIII, a HE JJI1 UHAUBUAYAIbHBIX MOJb30-
Barenel. [locie 3Toro u3mMeHeHue paspelieHui 1yl OTAEJIbHBIX MOJIb30BaTe-
Jeil ocylecTBIsIeTCs MyTeM 00aBlIeHUs TOJb30BaTeNe B IPyNIbl WM yaa-
neHus ux u3 rpynn. Kpome toro, npu He00XOAMMOCTH MPEAOCTABUTH HOBBIE
pa3penieHusi, OHU MPEJOCTABISIOTCA Cpa3y BCEM YJieHAM T'pYMIbl B OJHOU
orepaluu.

B Microsoft Access omnpezeneHsl ABe CTaHAAPTHBIC TPYIIIbI: aIMUHUCTpPA-
Topsl (rpynna «Adminsy») u noas3oBarenu (rpynna «Users»), HO JOMyCKaeTcst
onpeaeneHue AOMONMHUTENbHbIX rpynn. Ynensl rpynmbl «Users» MOryT ObITh
JOMYUIEHbl TOJIBKO K MPOCMOTPY JaHHBIX B Tabiuuax. YieHbl rpymnmbl
«Admins» UMEIOT pa3pelieHus Ha JOCTYN KO BceM O0OBheKTaMm 0a3bl TaHHBIX.
Ecnu nyst cucteMsl 3a1IUThI JOCTATOYHO TPYIIIBI aAMUHUCTPATOPOB U FPYIIIIbI
MOJIb30BaTENIe, TO HET HEOOXOAUMOCTH CO3/aBaTh ApPYyrue rpymnmsl. B atom
cllydae HEOOXOJIMMO NMPUCBOUTH COOTBETCTBYIOUIME pa3pelIeHHs] Ha JOCTYI
crannapTHoi rpynne «Users» u 100aBUThH JOMOJHUTENBHBIX aJIMUHUCTPATO-
pPOB B cTaHAapTHYIO rpynny «Adminsy. Kaxabiii HOBBIIM Moib30BaTENh aBTO-
MaTuuecku aobasnsgercs B rpymnmy «Usersy. TunoBslie pa3peiieHus Ha JOCTY
st tpynnsl «Usersy MoryT Bkiodatrh «UteHue gaHHbIX» U «OOHOBIEHHE
JAHHBIX» JIJIs1 TAOIUI] U 3anpocoB U « OTKPBITUE/3aITYCK» 11 (DOPM U OTYETOB
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B ciayyae HeobxoauMocT Oosiee pa3BETBICHHON CTPYKTYPHI YIPaBICHUS
JUISL Pa3JIMYHBIX TPYMI ITOJIb30BATENEN, UMEETCSI BO3MOKHOCTD CO3JaHUs HO-
BBIX IPYII, NPUCBOCHHUS I'pylIiaM pa3IMYHbIX HA0OpPOB pa3pelieHUd Ha J0-
CTyn M J00aBJICHHUS HOBBIX IOJb30BaTEIEH B COOTBETCTBYIOIIME TPYIIIBI.
Hampumep, MOXHO OpraHu3oBaTh 3alIUTy 0a3bl JTaHHBIX «3aKa3bl» C MMOMO-
IIbIO CO3/JaHUsl YUETHBIX 3anucei «YpaBIsiomue» sl pyKOBOACTBA (GUPMBI,
«lIpencraBurenn» st TOproBeix npexacraBureneid u «llepconam» st agmu-
HUCTpATUBHOTO TepcoHana. Ilocie »Toro cieayer NMPUCBOUTH HauOOJbIIEE
KOJIMYECTBO PAa3pElICHUN TPYIINe «YIpaBsSIOMIUEY», TPOMEKYTOYHOE KOJIU-
yecTBO rpynne «lIpencraBurenn» n MuaumansHoe rpynne «llepconam». Ilpu
CO3JJaHUU YYETHOW 3aIllMCH JJI1 HOBOTO COTPYAHHUKA 3Ta 3alKUCh OyneT 100aB-
JATHCA B OJIHY U3 TPYIII, U COTPYJHUK aBTOMATHYECKH MOJTYUYUT pa3pelieHus,
MpUHAJIEKAIIME 3TOU TPYIIIIE.

Kornma mosp3oBaTtens B MEPBBIM pa3 3amyCcKaeT AcCCESS MOCIE YCTAaHOBKH
Microsoft Office, Access aBToMatuuecku co3aaet ¢aiisi pabodeil rpyIibl, Ko-
TOPBbIA MAECHTU(ULIUPYETCS N0 YKa3aHHBIMU I0Jb30BAaTEIEM HUMEHH M Ha3Ba-
HUIO opraHu3auuu. OTHOCUTENBHOE pacroyiokeHue ¢aiina pabouell rpyIisl
3aIIMCBIBACTCS B CIEAYIOLIUE ITapaMeTphl peecTpa:

HKEY CURRENT USER\Software\Microsoft\Office\1l0.0\Access\Je

t\4.0\Engines\SystemDB u

HKEY USERS\.DEFAULT\Software\Microsoft\Office\10.0\Access\

Jet\4.0\Engines\SystemDB

Tak kak momyyeHue 3ToW MHPOpPMALMU HE MPEACTABISIET 0COO0ro Tpyaa,
CYILIECTBYET BEPOSTHOCTH TOTO, YTO KTO-TO CMOXKET CO3JaTh APYTYyIO0 BEPCUIO
¢aiina paboueld Tpynmnbsl U NPUOOPECTH HEOTHEMIIEMBIE PA3PEIICHUs] HA J0-
CTYIl C IOMOIIBIO CTAaHAAPTHOM YYETHOW 3alMCH aJIMUHHCTPATOpa, T.K. MpO-
rpaMma YCTaHOBKM aBTOMAaTH4eCcKu no0aBisger B rpynny «Adminsy cras-
JApTHYIO YYETHYIO 3amuch ToJib3oBaTens «Adminy. UToObl uzbexars 3TOro,
OpU aKTUBU3ALMK 3alIUThl Ha YPOBHE IOJIb30BATEIsl HEOOXOIMMO CO3JaTh
HOBBIN (paityn pabodyeil rpynmbl U TpUCOSAUHUTH ero K 3ammumniaemoit bI. Co-
3aHHBIN (aiin paboyelt Tpymmbl UCIOJIb3YETCS MPU OTKPHITHH HE TOJIBKO 3a-
IIUITAeMON, HO JI000# Apyroi 0a3bl TaHHBIX, YTO BBI3BIBAECT CEPbE3HBIC HE-
ynooctBa. Ecnu nnanupyercs ucnolib3oBaTh (paityn pabodeid rpynmbl s KOH-
KpetHoH b/, ciienyer co3narh ApiabIK 1t OTKpbITUA 3TOU b/l M B KOMaHHOM
CTpPOKE KOTOpPOro ykaszaTh mapamerp /wrkgrp u mosHoe ums daiina padodeit
rpynnsl. Hanmpumep:

"C:\Program Files\MSOffice2003\OFFICE11\MSACCESS.EXE"

/WrkGrp C:\test\gr.mdw

Haznauenue paspemenuii. HasHauatb U U3MEHATH pa3pelICHUsS MOTYT
CIIEAYIOLIUE TTOJIb30BATEIIN:
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e yjieHbI IpymIbl «Adminsy;
e BIajelel] 00bEKTA,

e 110001 MOJIB30BATEINb, MOJYYUBIIUNA HA 3TOT OOBEKT pa3pellieHus aj-
MHHHUCTPATOPA.

[Tonp3oBaTenu, SABISAIONIMECS YICHAMU Tpynmnbl «Adminsy WM BlIajieib-
IIaMi OOBEKTOB M HE MMEIOIIME pa3pellieHUs] Ha BBIMOJHEHHUE KaKOTo-JIH00
NIEHCTBUA, UMEIOT BO3MOXKHOCTb Ha3HAYUTE HX ceOe caMH.

[Tonws3oBaTenb, co3aBMIMN TaOIHITy, 3ampoc, GopMy, OTUET WIIM MaKpoc,
SIBJISICTCS BIIQJIEIIBIIEM 3TOTO 00BheKTa. KpoMe Toro, mosib30BaTeNH, BXOISAIINE
B rpynny «Adminsy», MOTYT TakKe CMEHHMTb BIaJiefiblla 0OBEKTa MM 3aHOBO
co37aTh 0OBEKT, UTO SBJISICTCS aTbTEPHATUBHBIM CIIOCOOOM CMEHBI BJIaIeIbIIa
oOwekTa. [ co3ganus 00beKTa TOCTATOYHO UMIIOPTHPOBATH MIIA DKCITOPTH-
pOBaTh 3TOT OOBEKT B APYTryr0 0a3y MaHHBIX WU CHIEJaTh KOMUI0 OOBEKTa.
DTOT IPHUEM SBIISICTCS MPOCTEHIIIMM CITIOCOOOM CMEHBI BiIaIeIblla OOBEKTOB, B
TOM YHCJIE U BCell 0a3bl JaHHBIX.

HexoTophklie pa3perieHus Ha JOCTYIT aBTOMAaTHYECKH MPEIOCTABIISIOT APY-
rue paspemienus. Hampumep, paspernieHne «0OHOBJICHHE JaHHBIX» Ha TaOJIu-
Iy aBTOMATHYECKH MPEAOCTABIISAET pa3pelIeHUs] «YTEHUE JaHHBIX» U «UTCHUE
MakeTa», HeoOXOoauMble 11 M3MEHEHHS JaHHBIX B TaOimie. PaspemreHus
«M3MCHEHHE MaKeTa» U «UYTEHHE JaHHBIX» aBTOMATHYECKH MPEIOCTaBIISIIOT
pa3pelIeHue «9TeHrue MakeTa». JIJIsi MaKpOCOB pa3pellIeHUE «ITCHUE MaKeTa
BJICYET TPEIOCTABICHUE Pa3peIIeHUs «OTKpbITHE/3amyck». [Ipu m3MeHeHnn
00BEKTa W €ro IMOCIEAYIONEM COXPAaHEHUW Pa3peIICHHUs] Ha JOCTYI K HEMY
coxpanstoTrcs. OgHaKo eciu OOBEKT COXPAHSETCS MOJ HOBBIM WMEHEM, OH
CTAaHOBUTCS HOBBIM OOBEKTOM U, CJIEIOBATEIBHO, IMOTy4YaeT pa3pericHHs,
YCTaHOBJICHHBIC TI0 YMOJITYAHHUIO JISl TAHHOTO TUIA OOBEKTOB, a HE pa3pellie-
HHUS UCXOJHOr0 OOBEKTA.

VcraHoBka M CHATHE 3alIUTHl. B JIEHCTBUTENBLHOCTH, CHUCTEMa 3alllMThI
Microsoft Access Bcerma BkirodeHa. [lo akTHBU3aMK 3alIUThl HAa YPOBHE
nosb3oBareiss Microsoft Access aBToMaTHYECKH MOAKIIFOYAET BCEX IT0JIH30BA-
TEJeH C MOMOIILI0 BCTPOSHHOM Y4YeTHOM 3amucu mojib3oBarens «Adminy c
mycThIM maposieM. Microsoft Access HESIBHO HCMOJB3YeT JAHHYIO YYETHYIO
3aMyCh KaK yYETHYIO 3alMCh aIMUHUCTpAaTOpa paboyeil rpyIbl, a TaKKe Kak
BJIaJIIbIIa BCEX CO3/JaBacMbIX 0a3 JIAHHBIX W TaOIHIl, (hOPM, OTUECTOB M MaK-
POCOB.

YtoOBl aKTUBUPOBATH 3aITUTY HA YPOBHE IOJIH30BATEIS HEOOXOIUMO BBE-
CTH TIapOJIb TOJIb30BaTeNs MpHU 3amycke Microsoft Access. [l akTuBanmu
MOSIBJICHUSI OKHA BBOJIA ITAPOJIS IOCTATOYHO HA3HAYUTH MTApOJIb ITOJIh30BATEITIO
«Adminy (BHauane oH mycToif). COOTBETCTBEHHO, JJIsl OTKJIFOYEHHUS BBIBOJIA
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JMAJIOTOBOTO OKHA BBOJIa MApOJIsl CIEAYyEeT CHATh Mapoiib 3amucu «Adminy.
[TockonbKy ydeTHBIE 3alKCH MOIb30BaTeNsl «Admin» COBEpUICHHO OJWHAKO-
BBI JIJIS1 BCEX 3K3eMIUTIpOB Microsoft Access, TO epBBIM IIaroM MpHU OpPraHu-
3al[MM CUCTEMBI 3aIlUTHI SIBISETCS ONPEACIICHUE YUYETHBIX 3aluceid aJMUHH-
CTparopa U Biajenblia (I eIMHON YYETHOM 3aIuCH, SBISIOMIEHCS 3alMiChI0
U aJIMMHHCTpaToOpa, U Bianeinbia). [locie aTtoro cienyer ynaauTh y4ETHYIO
3anuch mnojwp3oBarens «Adminy u3 rpynnsl «Admins». Ecnu atoro He cae-
naTh, 1000 noJsk3oBaresib Microsoft Access cMOMKET MOAKITIOYUTRCS K pado-
Yeil rpynme ¢ MoMoIblo y4eTHOH 3anucu «Adminy 1 MoJyduTh BCE pa3peliie-
HUS Ha JOCTYN K Tabiuiiam, 3ampocam, popMam, oT4eTaM U MakKpocam pado-
yen rpynnsl. Kpome toro, rpymme Users 10 yMOT4aHUIO IPUCBOEHBI BCE Ipa-
Ba JocTymna. Tak kak 000 Mmosib3oBaTenb Access BXOIUT B 3Ty TPYIILY, TO
OH HESBHO TAKXKE IOJydaeT Bce MpaBa aocrymna. [loatoMy, BTOpBIM mIarom
SABJISIETCA MUHUMM3AlUs npaB rpynnsl Users 10 MUHUMaIbHO TpeOyeMoro
ypoBHs. ClenyomuM BaKHBIM IIaroM SIBJISIETCS CMEHa BIaJelblia BCeX 00b-
exktoB b/l ¢ yueTHoit 3anucu «Admin» Ha HOBYIO YUETHYIO 3allUCh Bajeiblia
yTeM CO3J]aHUsl HOBOM 0a3bl JaHHBIX M UMIIOPTA B HEE BCEX OOBEKTOB U3 HC-
XOJTHOM 0a3bl JaHHBIX. B 3aKkimioueHne mporu3BOAUTCS HACTPOIKA pa3peIICHHIA.

B rpynny «Admins» pa3zpemiaercs 700aBlIATh TPOU3BOJIIHLHOE YHCIIO YUET-
HBIX 3aIMCed, OHAKO BJIAJIEbIIeM 0a3bl TAHHBIX MOXKET OBITh TOJBKO OJIHA
y4eTHas 3aluch - Ta, YTO ObLJIa aKTUBHOW MPU CO3JaHUU 0a3bl JaHHBIX, JIMOO
Ta, YTO ObLJIa AaKTUBHOM MpHU Tepeiaue mpapa Biaeblla MMyTeM CO3/IaHUs HO-
BOM 0a3bl TaHHBIX U UMIIOPTA B HEE BCEX OOBEKTOB M3 MCXOAHOUM Oasbl aH-
HbIX. O/IHAKO YUYETHBIC 3alMCU TPYIIN MOTYT SIBISTHCS BafeibllaMU TAOJUIL,
3ampocoB, PopM, OTYETOB M MakpocoB 0a3bl maHHBIX. Jjist Bxona B Microsoft
Access MOryT OBITh MCIHOJIb30BaHbl TOJIBKO YYETHBIE 3alMCH IMOJb30BATENS;
BXOJ] C IOMOIIbIO YUYE€THOU 3aMMCU TPyl HEBO3MOKEH.

JInst CHATHS 3alUTHI HA YPOBHE IMOJIH30BATENs] HEOOXOAUMO CO31aTh HO-
Byto BJI, B sipybike mponucaTh myTh K 3T0# bJl, k dainy pabouux rpymnm 3a-
muEHHON B/ M mpu OTKpBITHM yKa3aThb UMS U MapoJib BIaAeibla. 3aTeEM
HEO0OXO0JMMO MMIIOPTUPOBATh B co37aHHYI0 bJ[ Bce 0OBEKTHI 3alTUIEHHON
bJl, mocie yero cMeHUTH Bliajieiblla BCEX 0ObEKTOB HA BCTPOCHHYIO YUETHYIO
3anmucs Admin. B 3akimroueHne octaeTes OTKIIIOYUTH OKHO MOSIBIICHUS 3apoca
MapoJisi, CHSB MapoJib 3anucu «Adminy.

3ammTa Access SIBISIETCSI OTHOCUTENIBHO HEHaAekHOM. MIMeroTcs cnenua-
JU3UPOBAHHBIE MPOrPaMMBbl, TO3BOJISIONIME Y3HATh UMS U MAapoJib BlaJeiblia
BJI. I1pu orcyrcTBum daiinia paboyux rpymnmn ero ToKe€ MOXHO BOCCTAaHOBHUTb.
Jlist aToro notpedyercst y3HaTh UMEHA M UICHTU(PHUKATOPHI BIaJEIbLEB 00b-
exktoB b/[. ITockonbky 3Ta nHpOpMaIus coaepxutcs B (aitie 6a3bl JaHHBIX,
TO U OHA MOET OBbITh M3BJEYEHA C MOMOIIBIO Takux nporpamm kak AOPR.
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Nuorga nns B3noma BJI Access coBceM He 00s13aTe€lIbHO MCIOJIB30BATh MPO-
rpamMMBbl, IO3BOJIAIOIME onpenenuTs napoias b/l mnm nmons3oBarens. Yacto
MIPOrPaMMUCTBI COBCEM HE 3a00TSITCSI O COKPBITHH MapoJis B TEKCTE IpOrpam-
MbI. 3amycTHB Mporpammy, paboTtaroinyio ¢ 3amuméHHon bJl, MoxHO OT-
KPBITh B IIECTHAAATEpUUHOM peaakTope WinHex BUpTyanbHYyIO MaMsTh 3TO-
ro npunoxenus. Ilposens mouck Unicode ctpox Buma 'User ID=';
'Password="; 'Database Password=' unu 'pwd=' MOXHO HalTH UMS MOJIb30BA-
TEJsl, €ro MapoJib U MapoJib 0a3bl JaHHBIX. MOXKHO U BOBCE MPOUTHOPUPOBATH
Hajnuyue 3amuThl. CylmecTBYIOT IPOrpaMMbl, HallpUMEP, MporpaMmMa BoccTa-
nosieHus bJl Access AccessRecovery, koTopas co3gaét HOBEIH (aiin 6e3 3a-
IIUTBI U TIEPEHOCUT B HETO TaOJUIIBI, 3alPOChl, (POPMBI, MAKPOCHI, OTUETHI U
KOJI MOJYJICH.

7.2 MeToabl NPOTUBOAEACTBUA B3NTIOMY 3aliUTbl ACCESS.

3ammrTa ¢ ucnoJb3oBanueM napoast bJl, coxepikamiero Heme4aTrHble
CHMBOJIBI. B miepByto ouepenp 3TOT cnocoO HalejeH Ha MPOTUBOJCHCTBHUE
OTIpE/ICNICHUIO TapoJiel ¢ MOMOIIBIO clienuaibHbIX nporpaMM. Crnoco0 ocHo-
BaH Ha ToM, 4To napois b ¢popmara Access 2000 u 2002-2003 - TekcToBas
ctpoka B ¢popmate Unicode. Ilpu 3TOM, HET HM KaKUX OTpaHUYEHUN Ha €€ co-
nepxumoe. CTaHIapTHBIM CIIOCOO YCTAHOBKM M MCIOJIb30BaHMs mapoisi BbJ]
[OJIPa3yMEBAET €r0 BBOJ C KJIABUATYPHI B THAJIOTOBOM OKHe. Eciu cTpoka na-
pOJI COAEPKUT HEMEYATHBIE CUMBOJIBI, TO OHU HE OyayT KOPPEKTHO OTOOpa-
YKEHBI POrpamMMoi, oTKpsiBatomer napoau b/[. C npyroi cTopoHsl, 3TOT na-
POJIb HEJB3S1 BBECTU B TMAJIOTOBOM OKHE npH OTKpbITHH b/] B MS Access, uTo
TpeOyeT HamMcaHue CIeNraIbHON MporpaMMel 3arpy3umnka. B cnenudukanmu
0a3 naHHbIX ¥ B cnpaBke o DAO 3.60 yka3zaHO, YTO MaKCHUMaJIbHOE YHUCIIO
CHUMBOJIOB B mapoJe - 14. Ho Ha camom niene ux moxeT ObiTh 20. 3aganue mna-
poiig B 20 CUMBOJIOB C HaJIMYUEM HECKOJIbKO HEMEYaTHBIX CHMBOJIOB MPHUBO-
IUT OOJILIIMHCTBO B3JIaMBIBAIOIIUX IPOTPaMM B MOJHOE 3aMELIaTeNbCTBO.

3ammrTa nyrem Mmoaupukanuu Paiisia b/ u ero pacuumpenus. /[anubii
Croco0 3amuThl OCHOBaH Ha MOJU(UKAIIMU TEpBBIX O0alT ¢aiina. Takum 00-
pas3oMm, nepes oTkpeiTueM b/l ¢ MOMOIIBIO JOTIOJHUTEIBHON MPOrpaMMbl B €€
daiin 3anuchIBaeTCsl MPaBUIIBHBIA 3ar0JIOBOK, XPAaHUMBIM B TMPOrpaMme J0-
CTyIa, a MOCJIE 3aKPbITUS BO3BpAILAETC HENpaBWIbHBIA. [Ipu momeiTke OT-
KpeITh (aitn B/l ¢ momoupio Access MosiBisieTcs cooOuieHre 00 ommoke.
OTOT cnoco0 3aluThl XOPOIIO COBMECTUTH CO CIIOCOOOM M3MEHEHHUs PacIlIu-
penus ¢aitna. Hanpumep, MoxkHO B3sTh 3arojioBok dbf ¢aiina u 3anucats ero
B Hauano mdb ¢aitna. Jlanee usmenuts pacmupenue daitna Ha dbf. YkazaHn-
HBII METOJ] He 10CcTaTOoYHO 3G (DEKTUBEH, TaK KaK MPOrpaMmy, pabOTaOIIYIO C
bJl, MOXHO mpepBaTh UCKYCCTBEHHO M Ha JMCKE OCTAHETCS HE 3alllUIIEHHAs
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BJI. [ToaTOMy CTOUT €ro MCIOJIb30BaTh TOJBKO B COYETAHUH C IAPYTUMH CIIO-
cobamu.

3amura u3menenueMm Bepcuu bJI. DToT ciocob - manpHEHIIee pa3BUTHE
uaer MOAU(pUKALIMK 3arojioBKa ¢aiiia ¢ LUeIbi0 MPOTUBOACHCTBUS MPOTrpaM-
MaM, YUTAIOIUM Mapoyid. MeToj OCHOBaH Ha TOM, 4TO IJisi pabotel ¢ BbJ]
Access 97 u Bblllle TPOrpaMMbl UCIIONIB3YIOT Pa3HbIe AJITOPUTMBI YTCHUS Ma-
pOJIA ¥ MPU ITOM MBITAIOTCS CAMOCTOSATEIBHO OonpenenuTsh Bepcuto mdb daii-
na. Jlns onpeneneHus BEPCUU MOKHO HCIOJIb30BaTh MOCIEI0BATEIbHOCTD U3
40 Oaiit, HaunHasg ¢ 122 Gaiita ot Hauyana daiina. Ecnu B B/l Access 97 Bnu-
caTh 3Ty mocienoBatenbHOCTh 0T Access 2003, To MS Access, 6ubmmorekn
nocryna ADO u DAO 6ynyt HOpManbHO paboTath ¢ 3TUM (aitstom, a 6011b-
IITUHCTBO B3JIaMBIBAIONIUX IMAPOJIA MIPOTPaMM HET. AHAJIOTHMYHBIN pe3yiabTaT
MOXKET OBITh TOJy4eH NpH Mepecaake OalTOBOM MOCIENIOBATEIBHOCTH U3
Access 97 B Access 2003,
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8. ApxuTtektypa cuctemMmbl 6esonacHocTn SQL Server

Cucrema 6e3onacHoct MS SQL Sever peanusyeT TuCKpEelUOHHBIN U po-
JICBOM MOJXOMABI K YIPABJICHUIO TOCTYIIOM U UMEET J[Ba YPOBHS: YPOBEHB Cep-
Bepa U ypoBeHb 0a3bl TaHHBIX (cMoTpH Puc. 3). Ha ypoBHe cepBepa pa3perna-
€TCSl WA OTKJIOHSIETCA JOCTYN MOJIb30BaTeNen K camomy cepsepy. Ha ypoBHe
0a3bl JAHHBIX TMOJI30BATEIH, UMEIOIINE JOCTYIl Ha YPOBHE CepBepa, Moyda-
10T JOCTYH K 00beKkTaM 0a3bl JaHHBIX. Takoil Moaxoa MO3BOJSET Oojee THOKo
YIOPaBIATH AOCTYIIOM MOJIb30BaTeNel K 6a3aM JTaHHBIX.

4 )

User ID

ITons3oBarens Windows
I'pynma Windows

+ mosb3oBarens SQL server
(cMenIaHHBIN PeXKIM)

N7
~N
q)I/IKCI/IpOBaHHBIe
Ox3emmusp SQL poIH cepBepa
Server b
(cmyx6a Windows) Master
J

YpoBeHb Oe301macHOCTH cepBe-

o OukcupoBaHHbie poiu b/l A 4 v A 4

o [Tonp3oBatenbekue poau b

e S|BHBIE pa3pelleHus Ha J0- m u “
crym (GRANT, REVOKE)

Yposenb 6e3omacHocT bJ]

Puc. 3 O600mennas cxema 6e3omacHoctu CYBJ] MS SQL Server

Ha ypoBHe cepBepa crictema 6€30MacHOCTH OTIEpUPYET CIASAYIOIUMHU TI0-
HSATHSIMH:
e ayrentudukanus (authentication);

e yyeTHas 3anuch (login);
e BcTpoeHHbIE ponu cepBepa (fixed server roles).

Ha ypoBHe 6a3bl TaHHBIX HCTIOIB3YIOTCS MTOHSTHUS:
e T0JB30BaTeNb 0a3bl JaHHBIX (database user);

e (ukcupoBaHHas poJib 0a3bl naHHbIX (fixed database role);
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e [I0JIb30BATENILCKAs POJIh 0a3bl JaHHBIX (users database role);
e poub npunoxkeHus (application role).

CrnenoBaTellbHO, MOKHO BBIJICIIUTh JIBE TPYIIIBI POJICH:
e poiu cepsepa (server role);

e ponu 6a3bl JaHHbIX (database role).

8.1 Cucrema 6e3onacHOCTM YPOBHSA cepBepa

SQL Server ucnomnp3yet ABYXATAMHYIO CXeMy ayTeHTH(puKanuu. Brauamne
MOJIb30BaTENb ayTeHTU(UIUpPYETCS cepBepoM. TONBKO TOCHE YCHEHNIHON
ayTeHTU(UKALUKA HA CEpBEpPE MOJB30BATEII0 MOXKET OBITh MPEJOCTABIECH J10-
cTyn K ogHoi unu HeckoibkuM bJ[. SQL Server xpanut Bcto nHdopManumo o
PETUCTPAIIMOHHBIX 3aIUCIX B 0a3e JaHHBIX master.

SQL Server npeanaraet aBa pexxuMa ayTeHTU(PUKAIIMY TTOJIb30BaTEINCH!

e Pexum ayrentudukanuu cpeacrsamu OS Windows. B stom pexume

SQL Server moysHOCTbIO JOBEPSET ONEPALMOHHON CUCTEME P ayTEH-
TU(UKAIIUN TIOJIb30BATEIICH;

e Cwmemannblii pexxum ayrentudukanuu (Windows Authentication and
SQL Server Authentication). B aTom pexxuMe cCHCTeMbl ayTeHTH(HKA-
nun Windows u SQL Server cymiecTByrOT HE3aBUCUMO JIPYT OT JIpyra.

[Ipu ycranoBke SQL Server oqHUM U3 NEPBBIX PELICHUN, KOTOPBIE CIIETY-
€T TPUHATH, SBIAETCA BHIOOP HCIOIB3YEMOrO0 METO/a ayTeHTH(UKAIIMH.
VY cTaHOBJICHHBIN MPU MHCTAUISAIUN PEXKUM ayTEeHTH(PUKAIIMA MOXKHO H3Me-
HUTh Ha cTpaHuIie Security muamoroBoro okaa SQL Server Properties B yTu-
aute Management Studio. B mporpaMMHOM KOZ€ YCTaHOBJICHHBIH PEKUM
ayTeHTU(PUKAIIMA MOXKHO TIPOBEPUTH C MTOMOIIBI0 CUCTEMHON XPaHUMOM TMPo-
neaypsl xp_loginconfig:

EXEC xp loginconfig 'login mode'

Pe3ynpTaT BBINOTHEHUS 3TOW MPOIEAYPHl BBHITISIUT CIASAYIOMUM oOpa-
30M:

name config value

login mode Mixed

CoOTBETCTBEHHO, OJIb30BAaTENb JOHKEH ObITh MJICHTU(DUIIMPOBAH CepBe-
POM OJIHUM U3 CJICYIOIIUX METOOB:

® C MOMONILI0 YUYETHOM 3amucu nosb3oBarens Windows (B oOiieM city-

yae MpUHAIJISKAIIEeH HEKOTOPOMY JIOMEHY WIH pabouel rpynre);

® Ha OCHOBE WICHCTBA B OJTHOM W3 rpyni noJib3oBareneit Windows;

® C IOMOIIBIO OTACIBHOM peructpanroHHoi 3amucu SQL Server (ecnu
Ha CepBEPE UCTIOIB3YETCSl CMEIIaHHAs MOJIe)Ib 0€30MacHOCTH ).
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He cnenyer mytatrh peructpauuoHsbie 3anucu SQL Server ¢ ydyeTHbIMU
3anmucamMu Windows B 3TOM cepBepe 0a3 JaHHBIX. DTH JBa THIA PETUCTPALUU
coBepIleHHO pa3inyHbl. [Tonb3oBatensm SQL Server He HyXeH TOCTYI K Ka-
Tajoram, rjae xpaHsarcs (aiibl 6a3bl JAHHBIX, WM K JIFOOBIM ApyruM (Qaiiiam,
TaK Kak peajibHbIM NOCTyl K (ailiam ocymectsiser npouecc SQL Server, a
HE caM NOJb30BaTesb. B To ke BpeMs mpaBa focTyna K (aiiigam HyXHbI ca-
Momy npoueccy SQL Server, ciienoBaTenbHO, €My Hy)KHA ydeTHas 3allliCh
Windows. 3aech Takke TOCTYITHBI 1B BApHAHTA!

VYdyeTHas 3amuch JIOKaIbHOTO agmuHHCTpaTopa. SQL Server moxer
WCITOJIB30BATh 3Ty YUYCTHYIO 3aMKCh VIS MOTYYEHUS JTOCTyMa K KOMITb-
I0TE€pY, Ha KOTOPOM YCTaHOBJICH. DTOT BapUAHT UJICHTUYCH YCTAHOBKE
Ha 000COOJICHHBIN CEpPBEP, TaK KaK B 3TOM CJIydyae HET BO3MOXKHOCTH
IOJIICP)KUBATH CETEeBYIO cucTeMy OesomacHoctr Windows, HeoOxoau-
MYIO JIJISl pacIipeieJICHHONH 00paboTKH;

VYyeTHas 3anuch nojab3oBaTens goMeHa (pekomenayercs). SQL Server
MOXXET HCIIOIb30BaTh YUYETHYIO 3allCh IIOJh30BaTes JIOMCHA
Windows, co3aHHy0 CHEUaIbHO ISl HETO. YUYETHOM 3aluCH TMOJIb-
3oBatenst SQL Server moryT OBITh Ha3HA4Y€HBI aIMUHHCTPATHBHBIC
MIPUBHIICTHHU IS JIOKAJIBLHOTO CEpPBEpa, U IMOCPEJACTBOM HETO OH MOXKET
MOJIYYUTh AOCTYII K CETH JIJISl MOJJIePKaHUs B3aUMOJIECHCTBHS C IPYTH-
MH CEpBEpaMH.

HabGop poneit cepBepa crporo orpanuded. Hukro, BKiItoyass aMUHUCTpa-
TOpa cepBepa, He MOXKET CO3/1aTh HOBYIO WM YIAIUTh CYIIECTBYIOIIYIO POJIb
cepBepa. [Toaromy onu HazwiBatoTcst ghuxcuposanuvimu porsmu (fixed server
roles). Huxe npuBeieH CIMCOK HEKOTOPBIX (PUKCUPOBAHHBIX POJICH cepBepa C
KPAaTKUM OTIMCAaHHEM KaKIOH U3 HUX:

Sysadmin
(System Adminis-
trators)
Setupadmin
(Setup Adminis-
trators)

Serveradmin
(Server Adminis-
trators)

Securityadmin
(Security Admin-
istrators)

Unens! 3T0H ponu UMerOT abcotoTHeIE ipaBa B SQL Server.
HuxkTo HE nMeeT OONBIINX MPaB JOCTYIA, YEM WICHBI JaHHOU
poJIH.

DTOii poH IPE0CTABIICHBI TIPaBa YIPABICHHS CBA3aHHBIMU
cepBepaMu, KOH(DUTYPUPOBAaHUS XPAHUMBIX NPOLEAYD, 3aIyCKa-
eMBbIX aBToMatnyecku rnpu crapre SQL Server, a Takxe npaso
N00aBIATh YYETHBIE 3aITUCH B poiib Setupadmin.

OOBIYHO B ATY POJIb BKIFOYAIOTCS TI0JIH30BATENN, KOTOPBIE
JIOJKHBI BBITTOJIHATE aIMUHUCTpUpOBaHue cepepa. MimeroT npa-
B0 Ha ocTaHoB cepepa (SHUTDOWN), u3smeHsTh napameTpsl
paboTsI ciyx0 (sp_conf igure), MpUMEHATh U3MEHEHUS
(RECONFIGURE), ynpaBiaTh MOJHOTEKCTOBBIM MOMCKOM
(sp_fulltext_service).

UneHsl TaHHON POJTM MMEIOT BO3MOXKHOCTD CO3/1aBaTh HOBBIE
YUYETHBIE 3alUCH, KOTOPBIM OHU MOTYT IPEIOCTaBIATh IIpaBa Ha
co3nanue 0a3 JaHHBIX U €€ 00BEKTOB, & TAK)KE YIPABISITH CBSI-
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3aHHBIMH CEpPBEPAMH, BKIIIOUATh YICTHBIE 3aIIUCH B POJIb
securityadmin u untath )xypHai omubok SQL Server.

Dbcreator UseHsI 3TOM POJIM MOTYT CO3/1aBaTh HOBBIC 0a3bl JTAHHBIX, Y/1a-
(Database Crea- JATh U IEPEMMEHOBBIBAaTh UMEIOILIMECS, BOCCTAHABIIUBATh Pe-
tors) 3€pBHBIE KOIIMHU 0a3bl JaHHBIX U XKypHaJla TPaH3aKLUH.

Jns moGaBieHUs] YUETHOM 3alKCH TMOJIL30BaTeNs B Ty WM UHYIO (DUKCH-
POBaHHYIO pPOJIb CEpBEpPa MOKHO BOCIOJIB30BATHCS XPaHWMOM MPOLEAYpOM
sp_addsrvrolemember, umeroiiei cieayomui CHHTAaKCHC:

sp_addsrvrolemember [@loginame =] 'login' , [Q@rolename =]

'role'

Hampumep, paccMoTpum nobasieHue ydetHou 3anucu Windows ¢ umMeHeM
Admin xomnsiorepa STORAGE B dpukcupoBannyto posib ceppepa sysadmin:

EXEC sp addsrvrolemember 'STORAGE\Admin', 'sysadmin'

Xotd B 0011eM citydae TpeOyeTcsi, 4TOObl Ha CepBepe CYIIEeCTBOBaIa yUeT-
Has 3aIlliCh, KOTOPYIO MPEIIOIAaraeTCsl BKIIOYUTh B OAHY M3 (PUKCHPOBAHHBIX
poJieil, ecTb 0AHO HUCKiIro4YeHue. Jleno B ToM, 4To moJib3oBareinb Windows
MOXeT noiyuuTh goctyn Kk SQL Server kak wieH rpymnnsl Windows, KoTopoi
MPEIOCTaBIICH TOCTYII K cepBepy. Takue ydeTHBIE 3aliCh MOKHO BKJIIOYATh B
poiii cepBepa 0e3 MpEeABAPUTEIILHOTO MPEIOCTaBICHUS JOCTyIa Hemocpe-
CTBEHHO y4Y€THOM 3amucu. J[ns mosydeHus nHGopMaIuu o TOM, Kakas y4eT-
Hasl 3aMKCh B KaKyl0 (PMKCUPOBAHHYIO POJIb CEpBEpa BKIIIOUEHA, UCTIONB3YETCS
CJIeyIolas CHCTeMHas XpaHuMasi Ipoleaypa:

sp_helpsrvrolemember [ [@srvrplename =] 'role']

Ecnu mpouenypa BbI3biBaeTcsi 0€3 mapaMeTpoB, TO BBIBOJIUTCS TOJHBIN
CITMCOK YUYETHBIX 3aIucei, BKIIIOUCHHBIX B JIIO0YIO U3 poiielr cepBepa. Korma
e HE0OXOIUMO TOJIYYHTh CHUCOK YUYETHBIX 3alUCEH, BKIIIOUEHHBIX B KOH-
KPETHYIO POJIb CEpBeEpa, TpeOyeTcs yKa3aTh UMs posid. B npuBeneHHOM HIKE
pUMepe BHIBOAUTCS HHGOPMAIIHS O WICHAX Poju sysadmin:

EXEC sp helpsrvrolemember 'sysadmin'

st ynanenust yaeTHOM 3anucu U3 (PUKCUpOBAHHOM pOJIM cepBepa MpeaHa-
3HaUY€Ha CHCTEMHas XpaHumas mpoieaypa sp_ dropsrvroiemember, uMeromas
CHUHTAKCHUC:

sp_dropsrvrolemember [@loginame =] 'login', [@rolename =]

'role'

N3 mpuBEeAEHHOrO CIKMCKA POJIEN YpOBHA CEpBEpa BUAHO, UTO BKIFOUEHUE
NIOJIB30BATENIEN B ATU POJIM MO3BOJISIET OMPEAEIUTH TOJIBKO aIMHUHUCTPATOPOB
cepBepa, a He psaoBbIx nojb3oBareneid b, Ilyte mobGaBieHuss OOBIYHBIX
noJib3oBatesne b/l 3aBUCUT OT BRIOPAHHOTO peKMMa ayTeHTU(PUKALIMU MOJIb-
30BaTelIe.
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8.1.1 Ayrentudpuxanusa Windows

Hcnons3oBanue ayrentuduxanmn Windows o3HauaeT, 4TO MOJIb30BATEIIO
st moctyma Kk SQL Server moctaToyHO MMETh Y4YeTHYHO 3amuch Windows.
Nnentuduxatop 6e3onacHoctd Windows mepenaercs U3 OnepalioHHONW CH-
CTeMBbI Ha cepBep 0a3 nanHbix. SQL Server mpenrmnonaraer, 4To NpOUECC PEru-
CTpAallMH TOJIb30BATENICH B CETH JIOCTATOYHO 3alIMILEH, U TT0O3TOMY HE BBIIOJ-
HSIET HUKAKUX JOMOJHUTENbHBIX TpoBepok. [loip3oBarens aBTOMaTUYECKU
MOJIy4aeT COOTBETCTBYIOIIME MpaBa JocTyna K JaHHeIM SQL Server cpasy ke
MOCJIe PETUCTpAIK B AOMEHE. Takoil MeTo ] MpeaoCTaBIeHUs 0CTyIa Ha3bl-
BAETCS ycmanogienuem 0oeepumensho2o coeounenus. OnepauuoHHas CUcTe-
Ma pabotaet ¢ yuemuwvimu 3anucamu (logins), KOTOpbIE COEPIKAT BCE TaHHBIC
0 TIOJIB30BATElNEe, BKIIIOYAs €r0 UM, MapoJib, YWICHCTBO B IPYyIMIax, KaTajor Mo
yMOT4aHuIO u T. A. Kaxkmas yueTHas 3aluch UMEET YHUKAIbHbIU UOeHmugu-
kamop (Login ID) miu, Kak €ro Ha3bIBalOT MO-APYTOMY, UOCHMUDUKAMOD
bezonacnocmu (SID, Security Identification), ¢ TOMOIIBIO KOTOPOTO MOJIB30-
BaTeJb PETUCTPUPYETCS B CETH.

WnentuduxaTop npeactasiser codoi mauaHoe (85-01MToBOEC) IIecTHAALA-
TEPUYHOE YUCIIO, KOTOPOE TE€HEPUPYETCS CIydyallHbIM 00pa30M OINepaiioHHOM
CUCTEMOM BO BpeMs CO3JaHMsl YUETHOU 3amuch. Takol MoAX0/l MO3BOJISIET U3-
0exxaTh MOJCIIKM YUETHBIX 3amuceit mojib3oBateneil. Eciau mons3oBarens ObLl
yJlajeH u3 JOMEHa, TO Jake MOBTOPHOE CO3/IaHUE IOJIb30BATENs C aHAJIOIHY-
HBIMH XapaKTEPUCTUKAMU (UMsI yUETHOM 3aIUCH, MapoJib, WICHCTBO B I'PYIIIE
U T. /I.) HE JacCT BO3MOXHOCTH TOJIYYUTh JOCTYN K OOBEKTaM, K KOTOPHIM
MMeEJI JOCTYIl OPUTMHAIIBHBIA NOJIb30Barelb. [Ipumennrensno k SQL Server
MOKHO CKa3aTh, YTO €CIU MOJIh30BATENb JOMEHA UMEI OMpeielieHHbIEC TpaBa
J0CTyTa, HO OB yAalieH, TO HUKTO HE CMOXKET MPHUCBOUTH €T0 MpaBa JI0CTY-
na.

Aytentudukanus Windows npeaycMaTpuBaeT COXpaHEHHE B CUCTEMHOM
0a3e gaHHBIX Master TOJIbKO UIEHTU(DUKAITMOHHOTO HOMEpa yUeTHOM 3aIucu
nosib3oBatenst B nomene (SID). Madopmanus o6 uMeHH TOJIb30BaTelNs, €ro
nmapoJje U T. JI. XpaHuTcs B 0a3e JaHHBIX JOMEHA. I3MeHeHrne UMEeHH TOJIb30-
BaTesl WIM €ro Tapojisi HUKAaK He OTpasuTcs Ha mpaBax goctyma kK SQL
Server. Uudopmarusi 06 yueTHOM 3amucu MOJIB30BATEN U €r0 WICHCTBE B
rpynnax Windows cuutsiBaercss SQL Server u3 0a3bl JaHHBIX CUCTEMBI Oe€3-
OTMACHOCTH JIOMEHAa BO BpeMs TMOAKIIOYEHUS MOJb30Barensd. Eciu aamMuHu-
CTpaToOp BHEC KaKUE-TO M3MEHEHHsI B yUETHYIO 3alHCh TIOJIH30BATEINS, HAPH-
Mep, UCKITIOYHII €T0 U3 HEKOTOPOH TPYIIbI, TO U3MEHEHUS OTPA3SATCS TOIBKO
BO BpEMsI OUEPETHOM PETUCTPALUM TOIb30BaTeNs B JoMeHe wim B SQL Server
B 3aBUCHUMOCTH OT KaTeTOPUHU CACTaHHBIX H3MEHEHUH.
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Aytentudukarus Windows maetr ompeneneHHble TpemmyiiecTtBa. Ha
MOJIb30BATENSIX ABTOMATUYECKH OTPAXAlOTCAd BCE IpaBWia IMOJUTHKU O€3-
OMAaCHOCTH, YCTAHOBJIEHHbIE B JoMeHE. [losb30BaTeNno HE IPUXOAUTCS 3aIlo-
MUHATh €€ OJWH MapoJib. JTO IMOBBIIIAET YPOBEHb OOIIEH 3aIUIIEHHOCTH
naHHbBIX. Hampumep, aBTOMaTH4eCKHd KOHTPOJIUPYETCS MUHUMAaIbHas JUIMHA
napoJjsi ¥ cpok ero aedctBus. OnepaluoHHas cucteMa TpeOyeT OT MOJIb30Ba-
TeNsl TEPUOJUYECKON CMeHbI Mapoiid. JIOMOJHUTENBHO MOXKHO 3alpeTUTh
M0JIb30BATENISIM YCTAHOBKY IMapoJied, yke yka3biBaBlIuxcs panee. Kpome To-
ro, Windows umeeT BCTpPOEHHBIE CpEJCTBA 3allUTHI OT MOJAOOpa MapoJei.
Aytentudukanus Windows paboTaeT Takxke ¢ TpymnnaMu mnosb3opareneii. Ko-
raa ums rpynnsl Windows niepenaercs B SQL Server B kauecTBe perucTpar-
OHHOM 3aIlUCH, JIFOOOW YJIEH 3TOH TPYMIBI MOXKET ObITh ayTEHTU(UIIMPOBAH
cepBepoM 0a3 nanHbix. SQL Server Takke U3BECTHO UCTUHHOE UMSI TI0JIb30Ba-
tenss Windows, BXOJISIIIETO B TPYMITY, BCIACACTBHE YETO MPHUIIOKEHHUE MOXKET
BBITIONHSATH ayJUT Ha yPOBHE TIOJIB30BATENEH, a TAK)KE HAa YPOBHE TPYIII MOJIb-
30BaTeNen.

st co3maHusi yYeTHOM 3amucH TMOJib3oBaTens Wik rpynnsl Windows B
SQL Server B mporpaMMHOM KOJI€ MCIOJIb3YETCS CHUCTEMHAasi XpaHUMas Mmpo-
neaypa sp_grantlogin. B kauectBe aprymeHTa eifi HeoOXOJIHMMO IepeaaBaTh
MOJIHOE WMS TOJB30BATENsl, BKIIOYAIONIEE MMS JIOMEHA, Kak B CIEAYIOIEM
npumMepe:

EXEC sp grantlogin 'RFE\Sidorov'

Jnst ynanenus ydetHou 3amucu wiu rpynnel Windows u3z SQL Server
IPOrpaMMHBIM TIYTEM HCIOJB3YETCS CHUCTEMHAs XpaHuMas Tpoleaypa
sp_revokelogin:

EXEC sp revokelogin 'RFE\Sidorov'

Pazymeercs, aTa onepanus He yJaiseT JAHHYIO YYETHYIO 3alliCh U3 OIle-
PAllMOHHOW CHUCTEMBI —IPOU30MIET BCErO JIUIIb HCKIIOUEHUE MOJIb30BATEIIS
U3 CIIMCKa MOJIb30BaTelel cepBepa 0a3 TaHHBIX.

3anper yuetHou 3anucu Windows MOXKHO MPOU3BECTH C MOMOIIBIO CH-
CTEMHOM XpaHumoi mpoueaypsl sp_denylogin. CrnenoBarensHo, JOCTYI JIEO-
6oro monp3oBarens B SQL Server MokeT OBITh MPUHYAUTEIBHO 3aKPBIT. DTO
MIOJIHOCTBIO 3amlpelaeT I0CcTyn nosb3oBaTens k SQL Server, naxe eciu OH
0aJ1 OTKPBIT C TOMOIIBIO Ipyroro Meronaa. Hampumep:

EXEC sp denylogin 'RFE\Sidorov'

Ecau nmonp3oBarens Windows 6w11 1o6aBinen B SQL Server, a 3arem ObLI
yaaneH u3 jpoMeHa Windows, OH TIpOJOJKAET CYIIECTBOBATh KaK IOJIb30Ba-
TeIh B ceBepe 0a3 JaHHBIX, HO CUMTAETCS YK€ OCHUPOTEBIIMM. DTO 3HAYUT,
YTO, HECMOTPSI Ha TO, YTO TOJIL30BaTENb (DOPMATHHO UMEET JOCTYII K CEpBEPY,
OH HE MMEET JIOCTYyIMa K pecypcaMm CETH W, CIIeIOBATEIbHO, KO BCEMY KOM-
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miaekcy cpeactB SQL  Server. CuctemMHas XxpaHuUMash —HOpoUEaypa
sp_validatelogins mo3BosisseTr HalTH "OCHMpOTEBMIMX'" TOJH30BATEICH U BO3-
BpalaeT ux uaeHTu(uKaTopsl cuctemsl 6e3omacHoctTd Windows NT u nmena
YUYETHBIX 3amuceil. B ciaenyromem npumepe noib3oBarento RFE\Joe Obut o1-
KpHIT ocTyn k SQL Server, nmoce dero ero yueTHas 3anuch Oblia yjaajieHa u3
Windows:

EXEC sp validatelogins

SID NT Login

0x010500000000000515000000FCE31531A931 RFE\Joe

OTO0 Heb3s CUUTATh OpelIbio B cucteMe Oe3omacHocTd. He nmest yueTHon
3anmuc Windows ¢ TakuM HACHTH(PHUKATOPOM (HEBO3MOXKHO IMOBTOPHO CO-
3/1aTh YYCTHYIO 3alUCh U 3a7aHHbIM SID), mosbp30BaTeb HE CMOXKET MOIKIIIO-
guthest K SQL Server. [lns paspemienus: npo6siemsl "ocHpOTEBIINX'" MOJIH30-
BATEJIEV MOKHO HUCTOJIB30BATh CIEAYIOIIUNA IIPOTOKOM:

1. Ort30BHTE MpaBa AOCTYyIA MOJH30BATENSI KO BceM 0a3aM JaHHBIX C IO-

MOIIIBI0 XpaHUMOM nporneaypsl sp_revokedbaccess;

2. OT30BUTE MPaABO JOCTYIIA JAHHOTO IMOJIb30BATENs K CEPBEPY C MOMO-
pko sp_revokelogin;

3. Cozpmaiite 115 TOIH30BATENSI HOBYIO YUETHYIO 3aITUCh,
4. 3apeructpupyiiTe yueTHyIO 3alIUCh Ha CEPBEDPE.

8.1.2 Ayrenrudpuxauusa SQL Server

DTOT TUN ayTeHTHU(UKALMKU peanusyeTcs Ha camoM cepBepe SQL Server.
B »ToMm ciywyae B cucteMHOl 0aze Master XxpaHUTCsl MojHass UHPOPMALHS O
MOJIb30BATENSAX BKJIOYAsh MMsI MOJb30BaTeNss U €ro mapoib. g Kaxaoro
MOJIb30BATENS YKA3bIBAETCS UMSI YUETHOM 3alMCH, YHUKAJIbHBIN MAEeHTU(UKA-
Top SQL Server, naposib u apyras uHdopmanus. [Ipu moneiTke mosb3oBaTess
HOJKIIIOUYUTBCS K CEpBEpY cUCTeMa O€30MacHOCTH MOTpeOyeT BBECTH MM
YYETHOH 3alMCH U €€ Napoib. 3aT€M CHCTEMA CPaBHUBAET BBEJICHHBIE JaHHBIC
¢ uHpopMamnuen, XpaHsIIencss B CHCTEMHBIX Tabnumax. Eciau ganHble coBa-
JAI0T, TO JAOCTYN NPENOCTaBIsAETCA. B MpOTUBHOM ciyyae Mosib30BaTelb I0-
Jy4aeT cooOuieHne 00 omuoKke, U COeAMHEHNE HE YCTaHABIMBAETCH.

Hanuuue nONMONMHUTENBHBIX perucTpauuoHHbix 3amucedr SQL - Server
YMECTHO TOrja, korja ayTreHTudukamus Windows He JOCTYIHA WIK HE MOJI-
XOJIUT JUIsl CO3aBa€MOM CUCTEMBI. DTa perucTpalus UMeeT 0OpaTHYIO0 COBMe-
CTUMOCTH C MPEBIIYIIMMHU BEPCUSIMHU CEPBEPA, a TAKXKE C MPUIOKEHUSIMHU, B
KOTOPBIX PETUCTPAIIMOHHAS 3alMCh BCTPOCHA B MPOrPAMMHbBINA KOJA. AyTEHTH-
¢ukamuss SQL Server B OCHOBHOM TNPUMEHSIETCS KJIMEHTaMU, JJI KOTOPBIX
HegocTynHa peructpauus B nomeHe Windows. Hanpumep, nons3zoBarensiMu
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Novell NetWare, Unix u 1. 1. [Ipn mogkmouenun k SQL Server uepe3 Internet
perucTpanus B JOMEHE HE BBINOJIHSIETCS, O3TOMY B JaHHOM ClIy4ae TakKKe
HE0OXOMMO MCIONB30BaTh ayTeHTH(uKanuio SQL Server.

B nponecce uncramusauuu SQL Server m BbIOOpE CMENMIAHHOTO pPEXUMa
ayTeHTU(PUKAIIMA MACTEP YCTAHOBKH CO3/Ia€T CIEIHUATIbHYIO YUETHYIO 3aIlUCh
sa (system administrator) ¢ mycTeIM MMapojeM, SBJISIOIIHICS YICHOM (PUKCH-
pPOBaHHOM cepBepHOU posin sysadmin U UMEIOIIMI BCce MpaBa JOCTyIa K cep-
Bepy. 3a4acTylo emMy 3a0bIBalOT MPUCBOUTH MApOJib, U 3TU MPSIMbIE BOPOTA B
cucteMe 0e30MacHOCTH OTKPBIBAIOT MYTh K cepBepy J000My B3OMIINKY. Kak
MPaBUIIO, HAIMYKUE TaKOW Opemr Xakepbl IPOBEPSIOT B MEPBYIO ovepeb. Mc-
XOJI U3 3TOT0, MPEXKAE BCEr0 HYKHO 33J1aTh NapoJib WIH MPOCTO OTKIOYUThH
MOJIB30BATEIs Sa U Ha3HAYUTh aIMUHUCTPATUBHON poJikd sysadmin Kakoro-To
JIpYroro moJib3oBaTelis (MM CO3[aTh JTONMOJHUTEIbHBIE POJIU C aMUHHUCTpa-
TUBHBIMU MPUBUJIETUSIMU). DTa y4€THAs 3alUCh OCTaBJIEHA ISl COXPaHEHUS
00paTHOM COBMECTHUMOCTH ¢ mpeasiayimumu Bepcusimu SQL Server. Panee
y4eTHas 3amuch Obla 00s3aTeIbHOM, UMeNla a0COIOTHBIE MpaBa Mo yIpasiie-
HUIO CEpPBEpPOM M HE Morja ObITh yaaieHa. [lonb3oBaTento sa B mpolecce
YCTAaHOBKHM BCEr/la MPUCBAMBAETCS OJMHAKOBBIM Ha BCE KOMIIbIOTEpPAX HJICH-
tudukaTop 6ezonacHoctu 0x01.

Unentudukatop Oe30macHOCTH XpaHUTCS B cTojbOme sid TaOmauIrsl
sysxlogins cucremuo# 6a3bl gaHHbBIX Master. B Helt xpaHuTCcs WHGOpMAIHS
00 yueTHbIxX 3amucsax kak SQL Server, Tak u Windows. JIj1st ydeTHBIX 3amuceit
SQL Server MakcumanbHblid pa3Mep UAeHTU(UKATOpa O€30MaCHOCTH COCTaB-
nsetr 16 Gait, as ydetHoix 3anuceit Windows - 28 Oaiit. Kaxknmas ctpoka
ATOW TaONMIBI COOTBETCTBYET OJHOM y4eTHOW 3amucu. Takum oOpa3om, B
Tabnuie sysxlogins MOXXET coepkKaThCs I0BOJIBHO MHOTO CTPOK ¢ MH(pOpMa-
uuen 00 yueTHbIX 3anucsax. g Oonee yqoOHON pabOThI C JIOKAJIbHBIMU YYET-
HBIMH 3aITUCSIMH MOKHO HCIIOJIb30BaTh MpECTaBiICHHE syslogins, BKIIIOUYar0-
IIee TOJIbKO T€ CTPOKH TaOIHIIbI sysxlogins, KOTOpbIE UMEIOT B cTOJI01IE srvid
(mpenTUUKAUOHHBIN HOMEp cepBepa) 3Hauenrne NULL.

Jlnst perucTpaiyu MOJb30BATENsl HCIOJIB3YEeTCs] CHCTEMHAasi XpaHUMast
nporenypa sp_addlogin:

sp_addlogin 'mMma', 'mapoJsp', 'Oasza N0 yMOJUaHMUO',

'A3BIK IO yMOJIYAHMB', 'MOSHTUQMKATOP IMOJIb30BaTeJId cepsepa’',

'mapameTp mmppoBaHUA'

Cpenu mepemaBaeMbIX MPOIEIYpPE apTyMEHTOB OO0S3aTEIIbHBIM SIBIISICTCS
TOJIBKO UMsI PErUCTPallMOHHOM 3anmucu. Tak Kak B TaHHOM ciydae TpeOyeTcs
HACTPOMKa MOJB30BATENsA, @ HE MPOCTO BHIOOP €ro M3 CHHUCKA, TaHHAs 3ajada
OoJee ClIOXHAsi, YeM BBITIOJIHEHHE Mporeaypsl sp grantlogin. Hampumep,
CIEIYIOIINI MPOrpaMMHBIN KO co3aaeT noJibzoBarenst SQL Server ¢ umenem
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Den u Ha3HayaeT emMy B Ka4eCTBE 0a3bl JAHHBIX 110 YMOJTYAHHUIO YUeOHYIO 06a3y
test:

EXEC sp addlogin 'Den', 'myoldpassword', 'test'

[Tapametp mmdpoBanus skip _encryption yka3sIBaeT cepBepy XpaHUTh Ia-
poJIb B cUCTeMHOW Tabsmie sysxlogins 6e3 Bcskoro mudpoBanusi. B 1o ke
BpeMs SQL Server oxumaer, 4To mapoib 00s3aTeNbHO OyaeT 3amudpoBaH,
MO3TOMY OH HE paclo3HaeT CO3JaHHBbIA TakuM oOpazoMm mapoib. Cremosa-
TEJbHO, ClIeAyeT N30eraTh UCIOIB30BaHuUs ITOTO TapaMeTpa.

Ecnu HEKOTOPBIN TOIB30BATENb CO3JacTCA Ha JBYX cepBepax Kak OJWH U
TOT €, TO I BTOPOTO CepBepa ClieayeT sSBHO 3anaTh uaeHtudukarop SID,
IPUCBOCHHBIN MEPBLIM cepBepoM. Jliis monydenust uaeHtudukaropa SID wuc-
HOJIb3yeTCs TpeicTaBICHue SySServer_principals:

SELECT Name, SID FROM sysserver principals WHERE Name =

'Den'
Name SID
Den OX1EFDC478DEB52 045B52D241B33B2CDT7E

[Tapoibs MOXKET ObITh U3MEHEH C MOMOIIBI0O CUCTEMHON XpaHUMOU Mpolie-
OypbI SP_password, Harpumep:
EXEC sp password 'myoldpassword', 'mynewpassword', 'Den'

Ecnu maponb mycT, TO B XpaHUMYIO IPOLIETypy BMeCTO IycToi cTpoku (')
nepenaercss NULL. Ecnu mapameTp (@sid onyIiieH Wi Jijisi HETO yKa3aHo 3Ha-
yeHrne NULL (Takoke siBisroneecs 3HaueHUeM 0 YMOJIYaHUIO IS TapaMeTpa
@sid), To xpanumas npouenypa sp addlogin caMOCTOSATENbHO CTreHEpUPYET
uneHtudukarop 6e3zonacHoctu. s mpumepa co3gaauM YYETHYHO 3alHUCh C
KOHKPETHBIM UJICHTU(PUKATOPOM O€30MIaCHOCTH U MAPOJIEM:

USE pubs

EXEC sp_addlogin 'Andrey' ,'analitik', @sid =

0x0123456789ABCDEF0123456789ABCDEF

B npunmune, nocne co3nanusi y4eTHOM 3aiCH MOKHO U3MEHUTDH HJICHTH-
¢ukarop 6e3omacHoctu ¢ momotiblo komanael UPDATE, nampsimyito oOpa-
TUBIIKMCH K cUCTeMHOM Tabnuie. [1pu BeiOOpe 3HaUeHUs 11 apamerpa (@sid
cienyeT coOyronaTh TpeOOBaHWE YHUKAIBHOCTH HUJIEHTH(UKATOPOB Oe3omac-
HOCTH. TO €CTh Ha TEKyIIEeM CepBepe K MOMEHTY PETHCTpaIlluu HE JOJKHO
OBITh YYETHBIX 3aMHUCEeH C HACHTHU(PUKATOPOM OE€30MaCHOCTH, PABHBIM BBbI-
OpanHOMY 3HaueHHIO. CITUCOK MCIOJIb3YeMbIX HJICHTH(DHKATOPOB OE€30TacHO-
CTH JIOKQJILHOTO cepBepa MOKHO MPOCMOTPETH C TTOMOIIBIO CIICTYIOIIETO 3a-
npoca:

SELECT sid FROM syslogins

Jns ynanenusi peructpauronHoi 3anvcu SQL Server ucnoisib3yeTcsi cu-
CTeMHasi XpaHumas nporeaypa sp_droplogin, Hampumep:

131



EXEC sp droplogin 'Den'
VY nanenue y4eTHOM 3alMCU IPUBOIUT K YIAJEHUIO M BCEX €€ HACTPOEK
0€30MacHOCTH.

8.2 Cucrema 6e3onacHOCTM YypOBHA 6a3bl AaHHbIX

Jlnst Toro 9ToOBI MOJIB30BATENIb UMENI BO3MOXHOCTH BBINIOJIHATH T€ WIH
UHBIC JCHCTBUS C 00beKTaMu 0a3bl JAHHBIX, OH JOJDKEH MPE/IBAPUTEIHHO TO0-
JYy4UTh HEOOXOMMBIE TIpaBa JocTyma. Bianenen 6a3bl JaHHBIX WA KOHKPET-
HOT'O 00BEKTA JIOJKEH MPEJOCTaBUTh MOJIb30BATEsIM 0a3bl TAHHBIX BO3MOX-
HOCTb OOpaieHusi K o0bekTam 0a3bl gJaHHbIX. [loMuUMO mpaB AOCTyMa, BbIA-
BAEMBIX IOJIb30BATENIO BHO, CYLIECTBYET KIIACC HeAHbIX npas docmyna. He-
SIBHBIE TMpaBa JIOCTyIa MPEJAOCTABISIOTCS IMOJb30BATEII0 YEpe3 WICHCTBO B
(pUKCHUpPOBaHHON poJiM cepBepa WK 0a3bl JaHHBIX. Hampumep, HET HUKaKON
JIpYroil BO3MOXHOCTH IPENIOCTAaBUTh MOJIb30BATENIO MPAaBO Ha CO3AaHHe 0a3
JIAHHBIX, KPOME KaK BKIIIOYUTH €ro B poJib cepBepa Odbcreator. pyrum npume-
poM pabOThl HESIBHBIX MpaB JOCTyMA SBIAETCS TMOJyUYCHHUE BialeNbleM 00b-
eKkTa a0COJIIOTHBIX MPaB Ha yNpaBlieHHe 00beKTOM BlaaeHus. Eciu nmoib3oBa-
TeJb CO3/1a]l 0OBEKT B 0a3e JaHHBIX, TO €My aBTOMAaTHUYECKH MPEIO0CTaBIISIOT-
Csl MAaKCHMaJIbHbBIE TTpaBa Mo YIPaBICHUIO ’TUM OOBEKTOM.

Takum 00pa3oMm, Ha ypoBHE 0a3bl JAHHBIX IOJH30BATEII0 MOTYT OBITH
PEIOCTaBIEHBI MPUBUJIETUHA C MOMOIIBIO MPUKPEIUICHUS K (HUKCUPOBAHHOU
posir 0a3bl JAHHBIX WIM IMMYTEM SIBHOI'O Ha3HAYEHUS MPUBUIIETUM C MOMOIIBIO
oneparopa SQL GRANT. HckirodeHreM SBISIOTCS TOJIB30BATEIIN, YICTHBIC
3aMUCy KOTOPBIX BKJIFOYEHBI B (PUKCUPOBAHHYIO POJIb cepBepa sysadmin. Yiie-
HBI JTAaHHOW POJIM UMEIOT HEOrpaHWYEHHBIE MpaBa B Mpejerax cepBepa, v, Kak
CJIEAICTBHUE, MOJIHBIN TOCTYN K JII0O0M 0a3e JaHHBIX, UMEIOLIEHCS Ha CEpBEPE.

[Tepeuncnum Bce UKCUPOBAHHBIC POJIA 0a3bl TAHHBIX:

db_securityadmin YJIeHBI pOJTM MOTYT YIPABIISATH IPABaMH JJOCTYIIA K 00bEKTaM
0a3bl TaHHBIX JPYTHX MOJIb30BATEINICH U YWICHCTBOM HX B PO-
JISIX

db_owner YJieHbI POJIM UMEIOT MpaBa BIIAJENbIIA, T. €. MOT'YT BBIIIOJ-
HSITh JIFOOBIC TEUCTBUS

db_denydatawriter UneHnam 3TO# poiu 3amperieHo U3MEHeHHE TaHHBIX He3aBH-
CHMO OT BBIJJAHHBIX UM pa3perieHui

db_denydatareader YneHaM JaHHOW POJIH 3alPEIieH MPOCMOTP JaHHBIX HE3aBH-
CHIMO OT BBIJJAHHBIX UM pa3perieHui

db_ddladmin YJIeHBI POJTM MOTYT CO3/1aBaTh, H3MEHATh U YAAISATh O0BEKTHI
0a3bl JaHHBIX

db_datawriter [Monb30BaTeNH, BKIIOYCHHBIE B ATY POJIb, MOTYT H3MEHSTh
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JTaHHbIE B JTF000# TabIuUIle WK IPEJCTaBICHUN 0a3bl TaHHBIX

db_datareader [Tonb30BaTesH, BKIFOYCHHBIC B 3TY POJb, MOT'YT YHTATh JAaH-
HBIE U3 JIFOOBIX TAOJUI] U TIPEACTABICHUI 0a3bl TaHHBIX

db_backupoperator YJIeHBI POJTU BBHITOJIHSIOT PE3EPBHOE KOMMMPOBaHKE 0a3bl
JTAHHBIX

db accessadmin YJIeHBI pOJIM UMEIOT NIPABO YIPABJIATH MOJIb30BATEIISIME 0a3bl

JaHHBIX: CO31aBaTh, YAAIATbL U USMCHATH

[Top30BaTENBCKHE POJIH - ATO TOMOJHUTEIBHBIC POJIH, CITyXKAIlHe B Kade-
cTBe Tpymnm. Ponmu MOXeT OBITH pa3perieH JOCTyI K 00hEKTy 0a3bl TaHHBIX, a
MOJIP30BATEII0 MOXET OBITh HAa3HAUCHA TOJH30BaTENIbCKas poJjib 0as3bl JTaH-
HBIX. Bce mosib3oBaTeNin aBTOMAaTUYECKU CTAHOBSTCA WICHAMH CTaHIApPTHOU
poiu 6a3sl gaHHbIX public.

Bxirouenue nosib3oBarenield B poJib peaan3yeT HesIBHOE Ha3HAYeHUE MpH-
BUJIETHM. SIBHBIE pa3pelieHus K OObEKTaM Ha3HAYalOTCS C TMOMOIIBIO HH-
crpykiuii SQL GRANT, REVOKE, DENY u oHE 10CTaTOYHO JIeTaIU3UPO-
BaHbl. CyIECTBYIOT OTNIEIbHBIE Pa3peIICHUs IS KaXKJI0T0 M3 BO3MOMXHBIX
nevicteuit (SELECT, INSERT, UPDATE, RUN wu T1.1.) Hag moObIM 0OBEK-
TOM. 3ampeT IPUBUIIETUN 3aMEIIaeT COOOU ee MPEOCTABICHHE, a IPEA0CTaB-
JIeHWE MPUBHWICTHH 3aMeniaeT co0oi ee oT3bIB. [10Ib30BATENI0 MOXKET OBITH
MPEOCTAaBIEHO MHOXECTBO pa3pelieHUd K OOBEKTYy (MHAUBUIYaTbHBIX,
HACJICIOBAHHBIX OT HEKOTOPOH POJIM MM 00ECIICUYCHHBIX MPUHAIC)KHOCTHIO
K posu public). Hekotopsie hukcupoBaHHBIC poJid 0a3bl JAHHBIX TaKXKE BIIU-
SFOT Ha JOCTYIT K 00BEKTY, HAIpUMEp, YIPaBIIsAs BO3MOXKHOCTHIO CUMTHIBATH
uH(GOPMAITUIO U 3aITUCHIBAThH €€ B 0a3y JIaHHbIX. BrioyiHe BO3MOXKHA CUTYyaIlus,
KOT'/Ia MOJIb30BaTesb ObLT pacno3Had B SQL Server, HO y HEro HET OCTyIa HU
K OJIHOM M3 ero 0a3 JaHHbIX. Takke BO3MOXXHO M 0OpaTHOE: IMOJIH30BATEIIO
OTKPBIT JOCTYN K 0a3am JaHHBIX, HO OH He ObUT pacno3HaH cepBepoM. [lepe-
MmereHre 0a3bl JaHHBIX U €€ pa3pelieHuil Ha Ipyroil cepBep 6e3 mapasielib-
HOTO TIePEMEIICHUS] PETUCTPAIIMOHHBIX 3aIUCEN cepBepa MOXKET MPUBECTU K
BO3HUKHOBEHUIO TaKUX "OCHUPOTEBIIMX ' MOJIB30BATEIEH.

B m060it 6a3e TaHHBIX AaBTOMAaTHYECKH CO3/Ia0TCS JIBA TIOJI30BATEIIS:

1. dbo (database owner). DTo crienuagIbHBIN MOJIH30BATENIb 0a3bl IAHHBIX,

SBJISIOIIUANCS €€ 1adenvyem. Brnanenen 60a3pl JaHHBIX ©UMEET aOCOJOT-
HBIC MpaBa 1Mo ynpasiieHuIo ¢1o0. [Tonp3oBaTens dbo Henb3s yaanuTs. [1o
YMOJTYaHHIO B TIOJIb30BaTessi dbo oToOpakaeTcst yueTHasi 3alucCh sa, KO-
TOpPOH TEM CaMbIM MPEIOCTABISIIOTCS MaKCHMaJlbHBIC TpaBa B 0ase
naHHbIX. KpoMe Toro, Bce ujieHbl poiu 0a3bl JaHHBIX dbowner Takxke
CUMTAIOTCS BiajenbiiaMu 0a3el JaHHbIX. [loas3oBarens dbo BKiOUEH B
posib db_owner u HE MOKET OBITH yIAJICH U3 HEE,
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2. guest. Ecnu y4yeTHO# 3amucH SBHO HE MPEJOCTaBIEH JIOCTYyN K 0Oase
JaHHBIX, TO OHA aBTOMAaTUYECKU OTOOPAXKAEeTCsl CEPBEPOM B IOJIb30BA-
Tenst guest. C IOMOIIBIO 3TOTO IOJIB30BATENS MOXKHO IIPENOCTABIIATH
paspelieHus Ha T0CTyl K 00beKTaM 0a3bl JaHHBIX, HEOOXOIUMBIE JIFO-
O0oMy MoJb30BaTeN0. PazpenuB 10cTyn MoJb30BaTENIO guest, Bbl, TEM
cambIM, JAa€Te aHAJIOIMYHbIE MpaBa JOCTYNA BCEM YUETHBIM 3aIUCSM,
ckoHpurypupoBanHbiM Ha SQL Server. [y noBblieHus: 6e30nacHo-
CTH XpaHsiencs nHGOpMaluu PEKOMEHIyeTCs YAAIATh [0JIb30BATENSA
guest u3 0a3bl TaHHBIX.

Nudopmanust o mosib3oBaTeNsiX, CO3IaHHBIX B 0a3e JaHHBIX, XPAHUTCS B
CUCTEMHOI Tabsuiie sysusers. MHpopMaiinio o mojib30BaTeNsIX TeKyien 0a3bl
JAHHBIX MOXXHO TOJIyYUTh C TMOMOIINBI) CHUCTEMHOM XPaHUMOW MPOIEeayphl
sp_helpuser:

USE pubs

EXEC sp helpuser

Coznmanre HOBOTO TIOJB30BATEINS M CBSA3BIBAHUE €TO C YUYCTHOW 3aMHCHIO
BBITIOJTHSIETCSI C TIOMOIIIBIO OJTHOM M3 IBYX XPAHUMBIX TIPOLIETYP:

e sp adduser. /lanHas mpoieaypa ocTaBiieHa JJisi 0OecrieYeHus: COBMe-

CTUMOCTH ¢ Tipenbiaymmu Bepcusimu SQL Server u onepupyer ycra-
PEBIIMMU TTOHSATUSMHU.

e sp grantdbaccess. JTa XpaHuMas IpoLeaypa MOTHOCTbIO COOTBETCTBY-
€T MOHATHUAM cUcTeMbl Oe3omacHocTy SQL Server u npuiiia Ha CMEHY
npeaslayniei npomeaype, HauuHas ¢ Bepcuu SQL Server 7.0.

[Ipouenypa sp_grantdbaccess uMeeT ciaeayromuidi CHHTaKCHUC:
sp_grantdbaccess [(@loginame =] 'login' [, [@name in db =]
'name in db' [OUTPUT]]

[IpaBoM BBI30Ba YKa3aHHON XpaHUMOU MPOIEAYPhl 00Ia1at0T YIEeHbI (DUK-
CUPOBAHHOW poyik cepBepa sysadmin v 4ieHbl (PUKCUPOBAHHBIX POJieH 0a3bl
nanubix db_owner u db_accessadmin. ITapamerp @loginame onpenenser ums
YYETHOU 3aIIMCH, KOTOPOU MPEAINOJIaraeTcsi NpeaoCTaBUTh JOCTYII K TEKYLIEH
0a3e JaHHBIX. YKa3aHHAs y4yeTHas 3alucCh JIOJDKHA CYIECTBOBATh Ha CepBepe.
C nomourpto mapamerpa (@name in_db ykaspiBaeTcs UMs, KOTOpoe Oyaer
MIPUCBOEHO CO3/1aBA€MOMY IOJIb30BATENI0. JTO UMS JOJKHO OBITh YHUKAIb-
HBIM B IIpenenax 0a3bl NaHHbIX. [[puBeaeHHBIN Aaiee TpUMep WLTIOCTPUPYET
UCIIOJIb30BaHUE XpaHUMOM mpouenypsl sp_grantdbaccess. B 0aze maHHBIX
pubs co3gaeTcsi HOBBIH MMOJIB30BATENbL ¢ UMEHEM Admin, KOTOPBIA CBA3BIBAET-
cs1 ¢ yuetHo# 3anmuceio STORAGE\AdDmInN:

USE pubs
EXEC sp grantdbaccess 'STORAGE\Admin', 'Admin'
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VY nanieHue ToJIb30BaTeIsl BBITOIHICTCS ¢ IIOMOIIBI0O CHCTEMHON XpaHUMON
nporenypsl sp_revokedbaccess, nMeroIIe CHHTaKCHUC:

sp_revokedbaccess [@name_in db =] 'name'

[TpaBoM BBI30Ba yKa3aHHON XpaHUMOMW MPOLIETYPHI 00JIaJaI0T WICHBI (PUK-
CHUpPOBaHHOW poJyik cepBepa sysadmin U wieHbl (PUKCUPOBAHHBIX poJiei Oa3bl
nanabix db_owner u db_accessadmin. EquHcTBEeHHBIN MapaMeTp MpoIEayphl
ONpesesieT UMs II0Jb30BaTENs, KOTOPOro HEoO0XoauMo ynanutb. OpHako,
MPEKJIE YeM PEIIUTHCSA Ha MOMOOHBIN mIar, ciaeayeT yOeauThes, YTO MOJIb30-
BATEJI0 HE MIPUHAJICKUT HUKAKOW 00BEKT 0a3bl naHHbIX. Eciu ke nmonb3oBa-
TEJb SIBJSIETCS BJIAJENIBLIEM OJJHOTO M3 OOBEKTOB 0a3bl AaHHBIX, TO CIEAYET
a00 ynaauTh 3TOT OOBEKT ¢ momouplo koManasl DROP, nubo m3meHuTh
Blajenblla OOBEKTA C TIOMOIIbI0 CHUCTEMHOM XpaHUMOW IpOLETypHI
sp_changeobjectowner. Hanpumep, ans ynanenus noss3oBarenst Admin no-
CTaTOYHO OYZET BBIIIOJHUTh KOMAH]Y:

EXEC sp revokedbaccess 'Admin'

UToOBI BKJIIOYUTH HOBOTO 4jieHA B (DUKCUPOBAHHYIO POJIb 0a3bl JAHHBIX,
HE0OXOJIMMO BBI3BaTh CHCTEMHYIO XpaHUMYIO Iporeaypy sp_addrolemember,
UMEIOIIYI0 CHHTAKCHC:

sp_addrolemember [@rolename =] 'role' , [@membername =]

'security account'

C momorpto mapamerpa @rolename ykasbpIBaeTcs MMsI POJIH, B KOTOPYIO
TpeOyeTcst 100aBUTH HOBOTO WieHA. YKa3aHHAs POjb JOHKHA CYIIICCTBOBAThH B
Tekyien 0a3e qanubix. Hanpumep:

EXEC sp_ addrolemember 'db accessadmin', 'Userl'

Jns monyueHus: uH(OpMAIM O YJIEHCTBE BO BCEX POJISIX TEKyIed 0asbl
JTAHHBIX MOKHO HUCTIOJIb30BaTh Mpoueaypy sp _helprolemember. Hampumep:

USE pubs

EXEC sp helprolemember

HckitoueHne u3 GUKCUPOBAHHOM POJIM BBIMOJIHAETCA C IOMOLIBIO MPOILIe-
aypsl Sp_droprolemember. Hanpumep, 1t uckiodeHus U3 GUKCHPOBAHHOM
pomu db_accessadmin monw3oBarenss Userl HeoOXoauMoO BBITIOJIHUTH CIETY-
FOILYI0 KOMAaH/Y:

USE pubs

EXEC sp droprolemember 'db accessadmin', 'Userl'

Ecnu ukcupoBaHHbIe pOJU MpeHA3HAUEHBI JJIs1 HaJIeJIeHUs TI0JIb30BaTe-
Jed crnenuanbHbIMU MpaBaMU B 0a3e JaHHBIX, TO TOJb30BATEIbCKUE POIH
CIIyaT JIMIIb JUIsl TPYNIIMPOBKU TMOJIb30BaTeNel C LEIbI0 00JIeryeHus yrnpas-
JIEHUsl UX TMpaBaMu AocTtyna k oobektaM. Co3/iaHue Mosib30BaTEIbCKON POJIU
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BBITIOJTHSIETCSI C TIOMOIITBI0 CHCTEMHOM XpaHUMoOM miporenypsl sp_addrole, ko-
TOpasi UMEET CHHTAKCHC:

sp_addrole [@rolename =] 'role' [, [Qownername =] 'owner']

HUJIA IPOCTO CREATE ROLE <rolename>

[IpaBOoM BBITIOJIHEHHSI YKA3aHHOW XPaHUMOM TpoLeypbl 00J1aal0T YICHbBI
dbukcupoBaHHOM poju cepBepa sysadmin U (QUKCHUPOBAHHBIX poJjiel O6a3bl
nanHbix db_owner u db securityadmin. [lo ymon4aHuio Bi1ajiefiblieM POJIH
CTAHOBHTCS Biajesiel] 0a3bl JaHHBIX (Mojb3oBaTeab dbo). Takum oOpazom,
noJsib3oBaresib dbo mpuoOperaeT MOJHBIA KOHTPOJIb HaJl pojblo. Ecim HeoO-
XOJIMMO TIPUCBOUTH IpaBa BIAJEHUS POJBIO JPYroMYy IOJIb30BATENIO, TO UMS
ATOTO TIONB30BATENA JOJDKHO OBITh YKa3aHO C TIOMOIIBI0 IapaMeTrpa
@ownername. YKa3bIBaeMbIil [10JIb30BATENb JOJDKEH UMETHCA B 0a3e JaHHBIX.
Brnagenpuem nosib30BaTENbCKOM POJIM MOKET TAKXKE SIBIATHCA U POJIb HPUIIO-
KeHus. B kauecTBe mpuMepa pacCMOTPUM CO3/IaHHE TOJIH30BATEIHCKON POJIH
AccessDBUser, BiazienbiieM KOTOpO OyAET SBIATHCS MOJIH30BATENb guest:

USE pubs

EXEC sp addrole 'AccessDBUser', 'guest'

VY nanenue moyib30BaTeIbCKOW POJIM OCYHIECTBISIETCS ¢ MOMOIIBIO XpaHU-
Mol riporieypsl sp_droprole, nmeromieit ciaenyromuil CHHTAKCHUC:

sp _droprole [rolename =] 'role'

C MmoMolIbI0 €IUHCTBEHHOIO IMapaMeTpa MPOLEIYypbl YKA3bIBACTCS WM
MOJIb30BATEJILCKON POJIM, KOTOPYIO HEOOXOAMMO yNaluTh U3 TEKyIIel 0a3bl
nanHbeiX. OHAKO Tiepesl MOJO0OHON orepalueil Hy)KHO yAaluTh U3 HEe BCeX
YIEHOB, [JIi 4YEero MOXHO UCIOJb30BaTh XPAaHUMYKO MPOLERYPY
sp_droprolemember. Ecnu posp Brageer oguuM min 6ojiee o0beKTaMu Oa3bl
JAHHBIX, TO YHUUYTOXKUTh TAaKyl0 pPoJib OyJeT HEBO3MOXKHO. [Ipexae yem mpu-
CTYNHTh K yIaJE€HUIO0, HEOOXOIUMO JINOO MepeaaTh MmpaBa BIaJICHUS COOTBET-
CTBYIOIIMMU  OOBEKTAaMU  C  TOMOIIBKD  XPaHUMOM  MPOUETYpPHI
sp_changeobjectowner, 1100 yaaiuth 3TH 00beKThl. C MOMOIIBIO TPUBEICH-
HOTO HUKE MPUMEPa MOKHO yIaJIUTh MOJIb30BATEIbCKYIO POJIb

USE pubs

EXEC sp droprole 'AccessDBUser'

Jns mpocMOTpa CIHUCKA SIBHBIX IMPaB JIOCTYyIa BO3MOXEH 3aIllyCK CHUCTEM-
HOU XpaHUMOi#1 mporieaypsl sp_helprotect, umeroreii CHHTaKCHUC:

sp_helprotect [[@name =] 'object statement'] [, [Qusername
=] 'security account'] [, [@grantorname =] 'grantor'] [,
[@permissionarea =] 'type']

Hanpumep:

sp_helprotect Clients (s o6nexTa Clients)
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sp_helprotect Qusername = 'RFE\Joe' (HHH IMOJIL30BATCIIL
RFE\Joe)

Jannas npouenaypa 3¢pdeKTuBHA UL s TPOCMOTpPa SIBHBIX MPUBUIIE-
rui, HazHauyeHHbIX ¢ nomombto orneparopa GRANT. i mpocmoTpa Beex
MPUBWICTUN, BKJIIOYasl HESIBHBIC, CIEAYET HUCIOIb30BaTh cieayrommii SQL
3amnpoc:

WHERE principal type desc <> 'DATABASE ROLE'
UNION
—-—-role members
SELECT rm.member principal name, rm.principal type desc,
p.class desc, p.object name, p.permission name,
p.permission state desc,rm.role name
FROM perms cte p right outer JOIN (
select role principal id, dp.type desc as
principal type desc, member principal id,
user name (member principal id) as member principal name,
user name (role principal id) as role name--,*
from sys.database role members rm
INNER JOIN sys.database principals dp
ON rm.member principal id = dp.principal id
) rm
ON rm.role principal id = p.principal id
order by 1
s nepemetienust b1 Ha aApyroi KoMnbOTEP HEOOXOIUMO BHaYaje OTCO-
enuauTh BJl. [[ns 3TOro Ha KOMIBIOTEPE UCTOYHUKE BHAYajle CIEAYET CMeE-
HUTHh KOHTEKCT Ha cuctemuyto bJ[ Master, 3arem BbI3BaTh XpaHUMYIO MPOIIE-
aypy sp_detach_db umeromnryro oauH 00sI3aTeNBHBIN MapaMeTp — HUMSI OTCO-
eUHsIeMOIT 0a3bl JaHHBIX:
USE [master]
GO
sp _detach db 'test'

go

[Tocne nepememienus Qaitno bJ] B MecTo Ha3HaueHUs TPOU3BOAUTCS 00-
patHas mporeaypa. Eciu mecto, KyJa cKonmupoBaHbl (aiiibl, OTIUYAETCS OT
KaTajora 1o yMOJ4YaHHIO ISl CepBepa Ha KOMIIbIOTEpPE Ha3HAYEHUSs, TO TpeOy-
€TCS Ha3HAuYUTh JIAaHHOMY KaTajiory IIOJIHbIE IIpaBa JOCTyIa TCpyIle
SQLServer2005MSSQLUser$MyPC$SQLEXPRESS  (nmpumedanue: MExIy
CUMBOJIaMH JOJUIapa HaxXoJIuTcs UMs cepBepa). Eciu cepBep 3amyuieH ot
MMEHHU HEKOTOPOIO MOJIb30BaTelNsl, TO MpaBa Ha3HAYAIOTCS €My, a HE BhIIIe-
yka3zanHou rpynne. [logcoenunenune b/l mpou3BOAMTCA € MOMOIIBIO XPaHHU-
Moii tiporieaypsl Sp_attach_db. Iepseim ee aprymentom uaet ums bJI, 3aTtem
nyTh K Qaitny B/l ¢ pacimupennem mdf, 3atem nyTth k daiiny BJ] ¢ pacmmpe-
nuem |df, Hanpumep:
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use [master]

go

sp_attach db 'test', 'D:\Service\Database
files\MSSQL.1l\Data\test.mdf', 'D:\Service\Database
files\MSSQL.1\Data\test log.ldf'

go

CrenyrolmymM marom sIBJISIETCS BOCCTAHOBIIEHHE OCHUPOTEBIIMX IOJIb30Ba-
tenei. [lokaxkem npoueaypy BOCCTAHOBIICHUSI HA IPUMEPE MOJIb30BaTENs Op-
erator. Buauasne nmpou3BouTcs 100aBlIeHUE YUETHBIX 3anuceit b/I.

exec sp _addlogin 'operator', 'password',6 'test'

go

[Tocne sTana nq00aBiIEHUS YUYETHBIX 3alKUCEil TPOU3BOIUTCS BOCCTAHOBIIE-
HUe (TeHepalus) UX CUCTEMHBIX UAeHTU(UKATOpOB. 1 3TOrO0 TpedyroTCs
CIICMAIbHBIC TIOJITHOMOYHSI, KOTOPBIE MO3BOJISIIOT PEKOH(PUTYPALTUI0 HACTPOEK
cepBepa. B cepeepe Bepcun 2000 MX MOYKHO IOJIYYUTb, BBI3BAB MPOLEAYPY
sp_configure 'allow update’, 1 u 3arem Bb3BaTh kKOManay RECONFIGURE
WITH OVERRIDE. CucreMHblii uieHTU()UKATOP TOJYYAIOT C MOMOIIBIO
¢ynkunu SUSER_SID(‘norun'). Hanpumep:

USE test

GO

sp_configure 'allow update', 1
RECONFIGURE WITH OVERRIDE

GO

USE Test

UPDATE sysusers SET sid=SUSER SID('operator') WHERE name =
'operator’

GO

B 3akntoueHrne BOCCTaHABIMBAIOTCS UCXOJIHBIE HACTPOMKH CEpBEpA

sp_configure 'allow update', 0

RECONFIGURE

GO

st cepBepoB Bepcuu 2005 1 BbIlie HEOOXOAUMO 3alyCTUTh CEPBEP B MO-
HOMOJBHOM pexuMe (K04 -M) U 3aTeM IPOBECTH Mpoleaypy OOHOBIEHUS
SID ocupoTeBIIMX MOJIb30BATENEH.

B 3akmrouenue paccmotpum nipumep cozaanust bl B SQL Server 2005 u
BBIITOJTHEHUE JIEVCTBUNA MO aJMUHHUCTpUpPOBaHUIO b/[. OTH neicTBhs BBINOI-
HUM B KOHCOJIH, UCTIONIB3Ys KJIMEHTCKYIO porpamMmy sqlcmd.

cmd
sglcmd -S 1ab48-sk\SQLEXPRESS
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[Tocne coepuHeHUs BCe KOMaHIIbI BBIMOJTHSIOTCS B KimeHTe. [[ns Havana
BOJIEM B CHCTEMY C TIpaBaMU aJMHHUCTpaTopa. [loimydnM crmcok moabn30Ba-
TeJel, BKIFOUCHHBIX B (PUKCHPOBAaHHYIO POJIb cepBepa Sysadmin:

sp_helpsrvrolemember 'sysadmin'

Bxutounm nonszoBatenst RFE\Joe B ponb Sysadmin:

sp_addsrvrolemember 'RFE\Joe', 'sysadmin'

B cnyuyae cMmemanHo# ayTeHTH(PUKAIMKM cepBepa J0OAaBUM HEIPHUBUJICTH-
poBanHOTO TI0JTB30BaTe)ss RFE\User (6a3a mo ymomuanuro test):
sp_addlogin 'RFE\User', 'mypassword',6 'test'

B cnyyae ayrentudukanun WIindows npocto npeaocTaBUM JA0CTYI MOJTb-
3oBaTenmo RFE\User k cepeepy

sp_grantlogin 'RFE\User'

IobaBumMm noJsib30oBaTesid RFE\User B CHMCOK IOJIb30BaTejiel Oash
OaHHBIX test (c mMeHeM user)

USE test

go

sp_grantdbaccess 'RFE\User', 'user'

Bxmounm RFE\User B gpukcupoBannyto posis b/l

sp_addrolemember 'db datareader', 'user'

HDobaBuM ele ONHOTO IoJib30BaTesia Operator

sp_grantlogin 'RFE\Operator'

sp_grantdbaccess 'RFE\Operator',6 'operator'

[lpemocTaBMM €My SABHEE IIpaka JOCTylla

GRANT SELECT, INSERT, UPDATE, DELETE ON Clients

TO operator

GRANT SELECT, INSERT, UPDATE, DELETE ON Orders TO operator
GRANT SELECT, INSERT, UPDATE, DELETE ON Goods TO operator
DENY UPDATE (Goods.price) ON Goods TO operator

HpOCMOTpMM CIIMICOK Ha3HAQUYEHHBEIX ABHEIX IIpaB OOCTYyIIa

exec sp helprotect (@Qusername='operator'
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